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OVERSIGHT OF THE U.S. DEPARTMENT OF 

JUSTICE 


WEDNESDAY, MAY 4, 2011 

U.S. Senate, 

Committee on the Judiciary, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:08 a.m., in room 
SD-226, Dirksen Senate Office Building, Hon. Patrick J. Leahy, 
Chairman of the Committee, presiding. 

Present: Senators Leahy, Kohl, Schumer, Klobuchar, Franken, 
Coons, Blumenthal, Grassley, Sessions, Hatch, Kyi, and Graham. 

OPENING STATEMENT OF HON. PATRICK J. LEAHY, A U.S. 

SENATOR FROM THE STATE OF VERMONT 

Chairman Leahy. Good morning. 

The Committee holds this oversight hearing today as details con- 
tinue to emerge about the successful military and intelligence oper- 
ation that killed Osama bin Laden, the terrorist whom we know is 
responsible for thousands of American deaths in the attacks of Sep- 
tember 11, 2001, the October 2000 bombing of the USS Cole, the 
1998 embassy bombings in East Africa, the 1993 bombing of the 
World Trade Center, and so many other attacks around the world. 

Nearly 10 years after the murderous attacks of September 11th, 
a measure of justice has been wrought for the victims of those 
criminal acts. Osama bin Laden has paid for his actions against in- 
nocent Americans and innocent people around the world. This ter- 
rorist — and that is what he was, a terrorist, a murderer — perpet- 
uated hate and destruction. His death is a fitting end to his reign 
of terror. 

One thing can be said for certain: Both President Obama and his 
national security team have never lost sight of the Nation’s war 
against terrorism. Today I welcome back a member of that national 
security team and welcome back to the Committee for the sixth 
time Attorney General Holder. He has, as I said, been a key mem- 
ber of that national security team. His approach to fighting ter- 
rorism has been vigilant; he has not excused constitutional ex- 
cesses out of fear, and he, like President Obama, has used our full 
arsenal to protect and defend the American people. 

This week there should be universal praise for the successful op- 
eration against Osama bin Laden and al Qaeda, those who at- 
tacked us on September 11th. But our need for vigilance in re- 
sponse to the continued threat from terrorism remains. No one 
doubts that. America will continue to face these threats for a long 
time to come, and we should always act with strength and not out 

( 1 ) 
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of fear. I share the commitment of the administration and of Attor- 
ney General Holder to our core constitutional values, and I urge all 
Americans to not only support our President but all of us in Con- 
gress in both parties who work with him to keep America safe. I 
agree with what the President said at a dinner many of us at- 
tended at the White House this week. It is time to put aside par- 
tisanship and join together for the good of the country and all 
Americans. I would like to see the same unity we displayed right 
after the 9/11 attacks. 

I remember us standing arm in arm on the steps of the Capitol, 
Republicans and Democrats alike, the support we showed for then- 
President George W. Bush and others in a common goal to stop ter- 
rorism. 

And I think to help the administration, the Senate must make 
sure that his full national security team is in place. I believe the 
Senate should confirm Deputy Attorney General Jim Cole’s nomi- 
nation without further delay. It is a key national security nomina- 
tion that has been held up for too long. We should move forward 
with our consideration and the confirmation of Lisa Monaco to lead 
the National Security Division at the Justice Department. Her 
nomination is on the Committee’s agenda this week, tomorrow, and 
it should not be delayed. I would like to see it go through quickly 
and get passed by the Senate. 

I appreciate Attorney General Holder’s consistent support of our 
efforts to reauthorize the expiring provisions of the USA PATRIOT 
Act and to improve them by increasing accountability. He has said 
repeatedly that the legislation before the Senate, which we nego- 
tiated with the administration, poses no operational concerns. 

Turning to other aspects of the mission of the Justice Depart- 
ment, I am heartened by the important work the Department con- 
tinues to do to fight the scourge of fraud, which has harmed so 
many hard-working Americans and which also contributed to our 
current economic crisis. Senator Grassley and I worked together in 
the last Congress to write and pass the Fraud Enforcement and Re- 
covery Act that gave fraud investigators and prosecutors needed 
tools, and making use of these new tools is extremely important. 
I hope the Department will address the problem as aggressively as 
possible, especially the ongoing reports about inaccurate, forged, or 
fraudulent documents in the housing foreclosure process. 

More recently, the Attorney General has announced the forma- 
tion of a new working group to tackle the problem of fraud related 
to oil and gas prices. These costs are hurting our economy. I want 
to make sure that we are facing it the way we should. 

I have a number of other areas which we will put in the record 
so we can continue. I want to reauthorize the Violence Against 
Women Act and the Trafficking Victims Protection Act, and I thank 
the Attorney General for being here, and I yield to Senator Grass- 
ley. 

STATEMENT OF HON. CHUCK GRASSLEY, A U.S. SENATOR 
FROM THE STATE OF IOWA 

Senator Grassley. Yes, thank you, Mr. Chairman, for holding 
this oversight hearing. 
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It has been over a year since this Committee has held an over- 
sight hearing with the Attorney General, so, of course, there is 
much ground to be covered. In that intervening year, many devel- 
opments at the Justice Department have raised serious questions 
about whether the Department is putting politics before the inter- 
ests of the American people. These are serious issues, and I plan 
to ask a number of questions along that line. 

I am extremely disappointed in the Justice Department’s re- 
sponse to my inquiry into the Bureau of Alcohol, Tobacco, and Fire- 
arms. I sent a letter in January about allegations from whistle- 
blowers that our Government was allowing guns to be illegally 
smuggled to Mexico. The Department claimed the whistleblower al- 
legations were false and that “ATF makes every effort to interdict 
weapons that have been purchased illegally and prevent their 
transportation to Mexico.” 

I personally expressed my concern to the Attorney General about 
the accuracy of the Department’s replies in our telephone conversa- 
tion just this Monday. So I was stunned that just a few hours after 
our conversation, the Department sent another letter repeating the 
denial in slightly different words. According to Monday’s letter, 
“ATF’s Operation Fast and Furious did not knowingly permit straw 
buyers to take guns into Mexico.” 

It is particularly disturbing that the Department would renew its 
denial at this late date in light of the growing evidence in support 
of the allegations. Documents and witness testimony show that the 
ATF allowed the sale of semiautomatic weapons to many straw 
purchasers, even after it knew that the guns they previously pur- 
chased were recovered in Mexico. 

Worst of all, on December 15, 2010, Border Patrol Agent Brian 
Terry was killed in an incident at the border where two of these 
weapons that the ATF knowingly allowed to be sold to criminals 
were found at the crime scene. At best, the ATF was careless in 
authorizing the sale of thousands of guns to straw purchasers. At 
worst, our own Government knowingly participated in arming 
criminals, drug cartels, and those who later killed Federal agents. 

The Department argues that the Congressional investigation of 
these allegations threatened the ongoing criminal prosecutions of 
straw purchasers. Yet the Department and the ATF chose to wait 
and watch those same straw purchasers do business for over a year 
before charging them with any criminal conduct. It was only after 
the death of Terry that the straw purchasers were finally charged. 

I take exception to the notion that Congress must hold off on an 
investigation on the grounds that discovering the truth could 
hinder prosecutions. The goal of a trial is to search for truth. If our 
system of justice works the way it should, the Department cannot 
ultimately prevent the truth from coming to light. Congress should 
not allow its fact-finding efforts to be stonewalled just because the 
details might be embarrassing to certain officials in the Depart- 
ment. 

The conduct in question by both ATF and the Department is seri- 
ous. It may have lead to the death of at least one Federal agent 
and countless other crimes in the U.S. and Mexico. The Depart- 
ment should not stonewall Congress or seek to intimidate whistle- 
blowers or other potential witnesses in Congressional proceedings. 
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This cannot simply be swept under the rug. I plan to continue my 
work with the help of Congressman Issa and get to the bottom of 
who signed off on this operation that failed so tragically. 

In addition to the ATF matter, I want to discuss leaks of classi- 
fied information. Attorney General Holder has publicly stated that, 
“Unauthorized leaks of classified and other sensitive information 
are a real threat to our National security.” Continuing to quote, “To 
the extent that we can find anybody involved in breaking American 
law who has put at risk the assets and the people that I have de- 
scribed, they will be held responsible. They will be held account- 
able.” 

Unfortunately, these statements do not appear to represent the 
realities at the Department when it comes to prosecuting those who 
leak classified information. Just this week, it was reported in the 
press that the Department had dropped the prosecution of former 
Justice attorney Thomas Tamm who admitted to leaking classified 
national security information to the New York Times. I am con- 
cerned that the decision not to prosecute anyone related to this 
specific leak may indicate a reluctance to enforce the law. 

Leaks of classified information threaten the lives of our agents 
and allies in the field. They also threaten the integrity of our Gov- 
ernment, especially in foreign relations conduct. I want to ask the 
Attorney General about this decision not to prosecute one of the 
Department’s own because it is starting to look like there may be 
a double standard for leakers at the Department. 

I would also like to discuss what appears to be a new failed IT 
procurement at the Department. The Integrated Wireless Network, 
IWN, was recently abandoned by the Department of Justice, and 
it appears that the project will end without completing its original 
goal to integrate the wireless radios for all Federal law enforce- 
ment agencies. I am concerned that this program is starting to look 
like a lot of other failed IT programs at the Department — hundreds 
of millions of taxpayers’ dollars with nothing to show for it. 

I am glad that the Attorney General is here so we can discuss 
these things. Thank you, Mr. Chairman. 

Chairman Leahy. Thank you very much. 

Welcome back. Attorney General Holder. And I apologize for the 
nosebleed, I apologize to Senator Grassley in leaving, and I am 
afraid to hear — it was not in anticipation of something explosive 
from your testimony. Attorney General, that gave me the nose- 
bleed. I think it was the dry air. Go ahead, please. 

STATEMENT OF HON. ERIC H. HOLDER, JR., ATTORNEY 
GENERAL, U.S. DEPARTMENT OF JUSTICE, WASHINGTON, D.C. 

Attorney General Holder. Good morning. Chairman Leahy, 
Ranking Member Grassley, and other distinguished members of the 
Committee. It is a privilege to appear before you today again to dis- 
cuss the priorities and the accomplishments of the United States 
Department of Justice. 

Throughout my tenure as Attorney General, I have had the 
chance to work closely with this Committee to carry out our most 
important duty, and that is, protecting the American people. Today 
I am pleased to report that the Justice Department’s efforts to ful- 
fill this solemn obligation have never been stronger. 
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Three days ago, thanks to many dedicated military and civilian 
leaders, intelligence and law enforcement officers, diplomats and 
policymakers, investigations, prosecutors, and counterterrorism ex- 
perts, the decade-long manhunt for Osama bin Laden came to a 
successful end. This historic achievement was a tremendous step 
forward in attaining justice for the nearly 3,000 innocent Ameri- 
cans who were murdered on September 11, 2001, and I hope it will 
inspire a renewed commitment to collaboration across party lines, 
branches of responsibility, and agencies so that we can effectively 
address the most pressing challenges facing the American people. 

At the Justice Department, we are determined to build on the ex- 
traordinary record of progress that has been established over the 
last 2 years in meeting our responsibility to those whom we serve. 
We have thwarted potential terror attacks and charged more de- 
fendants with the most serious terror-related offenses than in any 
similar period in our history. 

At the same time, and despite very significant budget con- 
straints, we have strengthened our operations and advanced our 
traditional missions. We have filed a record number of criminal 
civil rights cases and secured a record amount of False Claims Act 
recoveries. We have played a leading role in responding to the larg- 
est oil spill in America’s history and worked to ensure that tax- 
payers do not foot the bill for its cleanup. 

We have also spearheaded the efforts of the interagency Finan- 
cial Fraud Enforcement Task Force and successfully executed the 
largest financial and health care fraud takedowns on record and 
the biggest bank fraud prosecution in a generation. 

Now, these are historic achievements, but we have more to do. 
Going forward, our efforts will focus on four specific areas. 

First of all, our National security work will continue. Despite re- 
cent successes, our fight against terrorist threats is far from over. 
Already I have ordered the Department’s prosecutors and law en- 
forcement agencies to be mindful that bin Laden’s death could re- 
sult in retaliatory attacks. Now more than ever, we need access to 
the crucial authorities in the PATRIOT Act, and I call on Congress 
to reauthorize them for a substantial period of time before they ex- 
pire at the end of this month. 

Second, we will protect Americans from violent crimes. We will 
continue to prosecute Federal criminal law violations aggressively, 
but in addition, we will implement research-based crime prevention 
strategies to combat gun, gang, and drug-fueled violence. We will 
provide support to young people who need our help in avoiding 
lives of crime and to those who have served their time and are 
struggling to rejoin their communities. And we will strengthen re- 
lationships with our Federal, State, local, and tribal law enforce- 
ment partners. We also will increase support for law enforcement 
officers and work to reverse the alarming recent increase in line- 
of-duty officer fatalities. 

Third, we will protect Americans from financial fraud through 
our highly effective task force and through other outreach and 
prosecutorial initiatives. And we will continue to take proactive 
steps, like the recent launch of the oil and gas price fraud working 
group to safeguard consumers. 
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Finally, we will protect the most vulnerable among us — our chil- 
dren, the elderly, victims of hate crimes, human trafficking, and ex- 
ploitation — and we will enforce our civil rights laws to guarantee 
that the rights of all Americans are upheld. 

Now, to achieve these goals, I need my full team in place. I urge 
you to confirm the highly qualified individuals whom President 
Obama has nominated to serve alongside me in leadership roles at 
the Department. In particular, I hope the Senate will promptly con- 
firm Jim Cole, whose nomination to serve as Deputy Attorney Gen- 
eral has been pending for a full year. 

Finally, we need your help in ensuring the effective administra- 
tion of justice. Today our Nation’s court system is in a state of cri- 
sis, with more than 10 percent of Federal judgeships sitting vacant. 
If the Senate maintains the confirmation pace set during the last 
2 years, the result will be a Federal judicial system stressed to the 
breaking point, with litigants waiting longer and longer for their 
day in court. I urge the Senate to act without delay on all out- 
standing judicial nominations. 

As always, I look forward to working with you to address these 
challenges and to advance our shared priorities, and I would be 
more than glad to respond to any questions that you might have. 

[The prepared statement of Attorney General Holder appears as 
a submission for the record.] 

Chairman Leahy. Well, thank you very much. Attorney General. 

As you know, this Committee favorably reported S. 193, the USA 
PATRIOT Act Sunset Extension Act in March with a bipartisan 
vote. You have previously said you think the bill strikes an appro- 
priate balance, that it did not pose operational concerns for the De- 
partment. Would you agree that this bill is the product of careful 
negotiations between the Department of Justice, the intelligence 
community, and this Committee? 

Attorney General Holder. Yes, I would agree. And as I indicated 
in my opening statement, I think it is really critical that that bill 
become law as quickly as possible. We do not want to have the un- 
certainty that we have had over the recent past where we have had 
to come back for extensions of the PATRIOT Act that do not last 
long enough. We look for a reauthorization for a substantial enough 
period in order to provide certainty and predictability for the peo- 
ple who will have to enforce those very important provisions of the 
Act. 

Chairman Leahy. Would 3 years be considered substantial? 

Attorney General Holder. Three years sounds substantial. I am 
interested in getting 

Chairman Leahy. A lot better than 3 months. 

Attorney General Holder. A lot better than 3 months, and I am 
also trying to get to 60, I guess, in this body and I guess 217, 218, 
whatever it is in the other body. So whatever we can get to, to get 
to a substantial period would be appreciated. 

Chairman Leahy. Thank you. We talked before about the fact 
that American intellectual property is a major driver of our econ- 
omy and job creation. At the same time, if you steal that intellec- 
tual property, it hurts us, but also we are finding more and more 
that when the intellectual property is stolen, it is actually financ- 
ing major criminal enterprises. So I applaud the work you have 
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done in conjunction with Homeland Security to set as a priority IP 
enforcement, including reconstituting the IP Task Force within the 
Department. We know that the theft of intellectual property, espe- 
cially by rogue websites, is something both Republicans and Demo- 
crats on this Committee have tried to stop. 

Can you work with us on this, because — and do you agree that 
this is a major problem? 

Attorney General Holder. This is a very, very substantial prob- 
lem. 

Chairman Leahy. I was concerned and I know Senator Franken 
has expressed his concern about recent reports that the Apple 
iPhone and the Google Android phone and other mobile applica- 
tions may collect and store and track American consumers’ location 
information without their consent. It does raise privacy rights and 
security issues. 

Last month, the Wall Street Journal reported that Federal pros- 
ecutors in New Jersey are investigating whether certain smart 
phone applications may violate Federal computer fraud laws be- 
cause the applications obtain or transmit user information without 
the proper disclosure. 

I realize if you have got an on going criminal investigation you 
cannot talk about that, but can you tell us at least in general what 
steps the Department is taking on this issue? Senator Franken and 
others have raised this issue, and I am curious. 

Attorney General Holder. I guess I should first disclose that I 
am a satisfied owner of both an iPad and an iPhone. But having 
said that, I understand the Committee will be holding hearings in 
a couple of weeks with regard to this issue. It is something that 
we will follow and, on the basis of that and other things that we 
are looking at, determine if there is appropriate action that we can 
be taking. 

Chairman Leahy. Some have suggested the important digital pri- 
vacy protections we put in place with ECPA, the Electronic Com- 
munications Privacy Act, may not apply to some or many of the 
mobile applications currently available. Will your Department work 
with us on the Committee on reform of ECPA? 

Attorney General Holder. Yes, we certainly want to do that. We 
want to make sure that we strike an appropriate balance between 
the legitimate privacy interests that that bill seeks to protect and 
the law enforcement interests that we have in being able to obtain 
information in order to protect the American people and to enforce 
our Federal criminal laws. 

Chairman Leahy. As you know, I have taken — and I realize I am 
switching to a number of different areas, but I know we are going 
to have a series of votes, so we may not get to a second round. But 
let us go to Khalid Sheikh Mohammed. I have expressed my con- 
cern that the trials of him and others are going to be conducted be- 
fore a military commission at Guantanamo Bay and not before a 
Federal jury in American courtrooms. I express this because I have 
seen the hundreds of convictions in Federal courtrooms on terrorist 
issues. I have seen five or six before military tribunals. I have seen 
a very successful use of our Federal courtrooms, and you and I are 
both former prosecutors and are aware of that. 
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So I am going to ask you the same question that actually is the 
exact same question I asked Attorney General Mukasey in 2008. As 
our chief law enforcement officer, what has been done to ensure 
that the victims of 9/11 are treated with respect and dignity? And 
what accommodations are being made to protect their rights given 
the decision to proceed before a military tribunal in Guantanamo? 
The reason I asked the former Attorney General this, I wanted to 
make sure there is going to be transparency and access to all as- 
pects of the trials there would be if it was in a Federal court in 
the United States. 

Attorney General Holder. The Department of Defense will take 
the lead in managing those proceedings. I think, however, that 
there will be a sensitivity to the needs or the wants of people who 
are victims of 9/11, relatives of victims of 9/11. Transparency I 
think will be something that will be a touchstone. The ability for 
members in that community to be able to observe the proceedings 
is something that I think is paramount. So as I said, I think that 
working with the Department of Defense we can ensure that those 
proceedings are held in an appropriate way. 

Chairman Leahy. You know, we worked very hard — in fact, I 
helped put together the procedure that we could do it during one 
of our major terrorist activities here in the United States, the Tim- 
othy McVeigh bombing of Oklahoma City. I worked very closely 
with the Department of Justice then and others so that the victims 
were able to observe the trial, even though it was from a different 
location, and I thought that was very, very important that they be 
allowed to. 

Lastly, I talked about the Leahy-Grassley Fraud Enforcement 
and Recovery Act, one of the first bills the President signed into 
law. In the coming weeks. Senator Grassley and I plan to introduce 
a new bill to build on the success of the Fraud Enforcement and 
Recovery Act by reinvesting a small part of the penalties collected 
back into more fraud investigation and prosecution. 

Do you agree that if we can do this, we can not only deter con- 
duct which hurts Americans, but we can pay for it at the same 
time? 

Attorney General Holder. Well, I totally agree. The ability that 
we have to deter criminals in that area to protect the American 
people from fraudsters I think is almost directly related to the 
funds that we have, the number of people whom we can deploy. We 
have a proven record certainly over the last 2 years, and even be- 
fore that, which shows that we are capable of doing great things 
if we have the resources. And to the extent that you and Senator 
Grassley can help us in that regard, I think that would be much 
appreciated. 

Chairman Leahy. Thank you. 

I will yield to Senator Grassley. 

Senator Grassley. You heard my opening statement about the 
ATF so I am not going to repeat that. But on March 9, 2011, 1 
month after your Department’s first denial of allegations that I 
have described, your Deputy Attorney General issued a directive 
stating this, and I would like to have you listen to this quote, and 
then I have got questions around this quote because there is some- 
thing ironic about it. “We should not design or conduct undercover 


VerDate Nov 24 2008 


10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00012 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



9 


operations which include guns crossing the border. If we have 
knowledge that guns are about to cross the border, we must take 
immediate actions to stop the firearms from crossing the border, 
even if that prematurely terminates or otherwise jeopardizes an in- 
vestigation.” 

So I have three short questions here. I am going to state them 
all at once because they kind of go together. If the ATF, as the 
agency keeps telling us, did not knowingly allow guns into the 
hands of traffickers, then why was that directive even necessary? 
Why issue a memo telling people to stop doing something unless 
you think maybe they had been doing it? Doesn’t that memo show 
that there was enough substance to what the whistleblower allega- 
tions were to me and even on television that the policy needed to 
be clarified? 

Attorney General Holder. Well, the memo was issued because 
the allegations had been raised, and I take those allegations seri- 
ously. It is why I sent the material to the Inspector General for an 
inspection. 

The possibility that that happened was sufficient, I thought, to 
have clarification sent to the field that we should never allow guns 
in an uncontrolled fashion to cross the border or actually to leave 
any investigation in an uncontrolled way. And that was the pur- 
pose of the memo. I frankly do not know. That is what the inves- 
tigation I think will tell us. As I said, it is something that we take 
very seriously, and I think the proof of that is the fact that I issued 
that memo — or the Deputy Attorney General issued that memo, 
and in addition to that, we have referred the matter to the Inspec- 
tor General for inspection. 

Senator Grassley. Well, do you believe that that memo is con- 
sistent with all the previous Justice Department policies? Or does 
it represent a change in policy? 

Attorney General Holder. I do not think it represents a change 
in policy, but I certainly wanted to make sure that people in the 
field understood that that is, in fact, the policy; and to the extent 
that there was any confusion, I wanted to make sure that there 
was none, that that is, in fact, the policy of the Department of Jus- 
tice. It is the policy that I expect to be enforced. 

Senator Grassley. One more series of questions on this point 
and then I will go on. Does this policy only affect guns that law 
enforcement actually knows will go to Mexico? What about guns 
that are likely to go to bandits operating near the border, like those 
captured at Agent Terry’s murder scene? What about guns that are 
likely to go to other criminals operating in border towns on this 
side of the border? Should agents let those guns go even if they 
have a chance to intercept them earlier? 

Attorney General Holder. That is a good question. Senator, and, 
no, as I just indicated, my view is and the policy of the Department 
is that guns should not be allowed to travel in that uncontrolled 
fashion, whether they are crossing the border or this happens with- 
in the confines of the United States. Uncontrolled distribution of 
guns connected to any kind of investigation that we are doing is 
something that is not consistent with the policies that I want fol- 
lowed in the Department of Justice. 
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Senator Grassley. OK. I have a chart that has heen prepared — 
and all the members have it, and I assume that the Attorney Gen- 
eral has it — by the Bureau of Alcohol, Tobacco, and Firearms in 
March of this year. It shows 1,318 weapons purchased by 15 sus- 
pects after they had been identified as targets of an investigation. 
All 15 targets were later indicted on related charges. However, the 
indictments came only after Agent Brian Terry was killed, and two 
guns from this case were found at the scene of the murder. 

I would ask unanimous consent to put that in the record. 

Chairman Leahy. Without objection. 

[The chart appears as a submission for the record.] 

Senator Grassley. The Justice Department cannot account for 
the current location of these 1,318 weapons. Is that right? 

Attorney General Holder. Senator, this is the first time I have 
seen this chart. I am not in a position at this point to answer that 
question. We can certainly look at the chart and get back to you. 
But I do not know. 

Senator Grassley. OK. Let me ask you this question, though, 
even though you have not seen the chart. If the agents had been 
allowed to intervene sooner, couldn’t they have prevented these 
1,318 guns from getting into the hands of criminals? 

Attorney General Holder. Well, again, as I said, it is the policy 
of the Department not to allow guns to get into the hands of crimi- 
nals irrespective of the border. Now, if it means they got into the 
hands of criminals and were then arrested immediately thereafter 
and there was a prevention of the use of the weapon by the crimi- 
nal, that is one thing. If they were simply transmitted to a criminal 
and then they were lost track of, that is something that is not ac- 
ceptable. 

As I said, I would have to look at these numbers and the cases 
to be able to answer the question in a more intelligent fashion. 

Senator Grassley. Well, that is three questions, and I would ap- 
preciate an answer in writing. 

Attorney General Holder. Sure. 

Senator Grassley. OK. 

[The information appears as a submission for the record.] 

Senator Grassley. Last week, it was reported that the Justice 
Department had notified a former Department attorney, Thomas 
Tamm, that it was no longer investigating him for leaking classi- 
fied information to the New York Times. This announcement sur- 
prised many because Tamm publicly admitted he revealed classi- 
fied information in a series of phone calls with reporters at the 
New York Times. This information ultimately was printed and re- 
vealed the existence of the Terrorist Surveillance Program. 

Attorney General Holder, you have stated publicly that, “To the 
extent that we can find anybody who was involved in breaking the 
law, they will be held accountable.” Did you personally sign off on 
the decision not to prosecute Mr. Tamm? 

Attorney General Holder. No, I did not. The Tamm declination 
was done on the merits by career professionals within the Depart- 
ment of Justice. These kinds of declinations happen all the time 
without the involvement of me, the Deputy Attorney General, even 
the Assistant Attorney General for the Criminal Division. 

Senator Grassley. Can I ask one last question? My time is up. 
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Chairman Leahy. Go ahead. 

Senator Grassley. Why would the Department fail to prosecute 
someone who admits knowingly revealing classified information? 

Attorney General Holder. Well, there are a variety of reasons 
why a case might be declined. I cannot get into the specifics of any 
particular case. That is generally not the policy of the Department. 
I will note that when it comes to cases that involve national secu- 
rity, sometimes there is a balancing that has to be done — and I am 
not talking about the Tamm case specifically now, but sometimes 
there has to be a balancing that is done between what our national 
security interests are and what might be gained by prosecuting a 
particular individual. 

But I can say that with regard to this matter, the decision was 
made on the merits by career professionals without any notion of 
a double standard. 

Senator Grassley. Then let me give you my judgment of it, and 
I will end. It just seems simply that when somebody admits that 
they broke the law in something as closely related to national secu- 
rity as that program was, it just seems to me that it sends a very, 
very bad signal that leaking is OK and you are not going to get 
prosecuted for it. 

Thank you, Mr. Chairman. 

Chairman Leahy. Thank you. 

Senator Kohl. 

Senator Kohl. Thank you, Mr. Chairman. 

Attorney General Holder, before I turn to my questions, I would 
like to thank you for the personal attention you devoted to my con- 
cerns about a change in DEA policy that resulted in nursing home 
residents not being able to access pain medication in emergency sit- 
uations. Using the legislative guidance you provided, we are work- 
ing on a bill and plan to introduce it soon, and I look forward to 
continuing to work with you on this important issue. 

Mr. Attorney General, as we know, everybody all across the 
country is hugely upset by the rising gas prices which are now sur- 
passing $4 a gallon in many States, including Wisconsin, and have 
nearly doubled in 2 years. While we know that the rise in gas 
prices has many causes, one important cause is the actions of the 
OPEC oil cartel which limits supply in order to maintain a high 
price. 

If the nations of OPEC were private companies, such conduct 
would be nothing more than naked price fixing, illegal under the 
most fundamental principles of antitrust law. That is why I have 
introduced my NOPEC legislation, designed to make nations that 
participate in OPEC price fixing liable under U.S. antitrust law. 
This bipartisan legislation passed the Senate with 70 votes in 2007 
and last month passed the Judiciary Committee 14-1. 

Now, I recognize that I have proposed my bill now for many 
years, but does not the fact that gas prices are now over $4 a gal- 
lon make my bill more necessary than ever? Do you agree with me 
that the passage of this bill would give the Justice Department an 
important tool to combat price-fixing activity of the OPEC cartel? 
Why should OPEC be treated differently than any other price-fix- 
ing cartel that the Justice Department has taken action against 
under antitrust laws? 


VerDate Nov 24 2008 


10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00015 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



12 


Attorney General Holder. We are always eager to work with 
Congress to try to protect the American consumers. We have start- 
ed a task force to look at this whole question of gas prices to see 
if there has heen inappropriate market manipulation. Market 
forces are at work, but we are looking to see if, in fact, there are 
things that were done inappropriately. 

With regard to the bill that has been introduced and that you are 
supporting, we would certainly want to look at the bill, and I do 
not think the administration has taken a position on that. But I 
think we want to do all the things that we possibly can in conjunc- 
tion with the members of this Committee and with Congress to try 
to protect the American consumers. 

Senator Kohl. Well, I appreciate your answer, and, you know, 
we understand the sensitivity and the politics of the issue. But 
OPEC — I think there are 13 nations of OPEC — as you know, they 
get together several times a year and limit supply. This is a viola- 
tion of antitrust law, and I am sure you are familiar with that, and 
you know that. And that is the basis of our legislation. It is nothing 
more complicated than that. 

Can you give us a more definitive answer as to whether or not 
you would support a bill that would make it illegal for nations to 
get together and limit supply? 

Attorney General Holder. Well, again, I am not aware of an ad- 
ministration position here, but I think among the things that we 
would have to consider would be the foreign policy consequences of 
such a bill, what the impact of the passage of such a bill or any 
enforcement action taken by the Department of Justice if that bill 
were passed, what the foreign policy implications would be. And I 
do not mean to in any way indicate that your concern and the rem- 
edy that you are advancing to deal with that concern is something 
that should not be taken seriously, and it may, in fact, be some- 
thing that the administration could support. I just am not aware 
of an administration position at this point. I would bet that we 
would want to hear from Secretary Clinton, among other people, 
with regard to what position the administration would take. 

Senator Kohl. Now, passage of this bill would not require the 
administration to take any action at all. If the administration de- 
termines that bringing an antitrust enforcement action under 
NOPEC would risk harming our foreign relations, then it could 
simply decide not to bring such an action. All our bill does is give 
the Justice Department a tool to use at its discretion and after con- 
sultation with other parts of the administration. So on the face of 
it, what is wrong with that? 

Attorney General Holder. Well, I am always looking for more 
enforcement tools, I will tell you that. And I am not a person or 
an Attorney General who will say no to a concern to a Senator with 
whom I have worked a great deal, and I think successfully in a 
number of areas, to say no to you. My only concern would be that 
I have other people who serve with me in the Cabinet. I have got 
a boss who I have to answer to in the executive branch. And I 
would not want to get too far out there and indicate where we 
stand with regard to this legislation. 
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But I will say that it is certainly something that I will raise, we 
will talk about, and I will get back to you as quickly as I can with 
regard to where we stand on that. 

Senator Kohl. All right. Turning to another issue, we are all 
proud of the extraordinary efforts undertaken to finally bring 
Osama bin Laden to justice, and, of course, we congratulate all of 
those involved. 

Attorney General Holder, we all appreciate that the Justice De- 
partment’s highest priority has been and will remain the steadfast 
and vigilant protection of national security. We know that the en- 
tire national security operation is working tirelessly around the 
clock to keep Americans safe, but after Sunday’s dramatic events 
and the demise of bin Laden, we are living in a different environ- 
ment today. CIA Director Panetta has warned that terrorists, and 
I quote, “will almost certainly attempt to avenge bin Laden’s 
death.” 

What have you done to step up your counterterrorism efforts? 
Have you considered whether the Department needs to make any 
changes or adjustments, major or more nuanced or subtle, to your 
counterterrorism strategy and investigations? 

Attorney General Holder. I think that is actually an excellent 
point. Senator, and one of the concerns that we have, as I indicated 
in my opening remarks, is what are we looking at in the short term 
if there are going to be retaliatory attempts or attacks as a result 
of bin Laden’s death. 

I had a conference call with all of the United States Attorneys, 
I believe on Tuesday — maybe on Monday — going through with 
them steps that we wanted them to take, making sure that they 
as well as all the Federal investigative agencies were on their toes 
and being mindful of the fact that this is a difficult time for this 
Nation after the death of bin Laden. And so I think that we will 
ultimately be more safe as a result of his death, but in the short 
term I think we have some serious concerns that we have to be 
ready to address. 

Senator Kohl. My last question, Mr. Attorney General. The 
number one concern that I have heard from small rural police and 
sheriff departments in my State, and I am sure this is also the case 
in other States, is about maintaining their access to the Regional 
Information-Sharing Systems Program, otherwise known as RISS. 
RISS is a nationwide program that supports State, local, and tribal 
law enforcement with information-sharing services, equipment 
sharing, training, and investigative and analytical support. This is 
one of the few federally funded programs that is able to reach 
small rural law enforcement agencies. This concern is not unique 
to my State. Law enforcement officers all across the country rely 
on the vital service that this program provides to keep their com- 
munities safe. 

However, in his budget request, the President called for RISS to 
be funded at $18 million, which is a cut of nearly 60 percent from 
last year. Why has the administration requested us to severely cut 
a program that offers small rural agencies a low-cost solution to 
their investigative and communications needs that help them to 
keep our communities safe? A 60-percent cut. 
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Attorney General Holder. Well, we are doing what we can given 
the budget situation that we face, and we have had to make some 
difficult choices. To the extent that we can support this program, 
which I think you are right, has worked effectively in the past, we 
will continue to do so. We had to make, as I said, some tough budg- 
etary decisions, and to the extent that this program is cut, we will 
try to find other ways in which we can support our State and local 
and tribal law enforcement partners who have participated in this 
program. 

It is, as I said, regrettable that we have had to make these tough 
decisions. We have, however, tried to make sure that we have 
maintained an overall support for our State, local, and tribal part- 
ners, and there are a whole host of other things that we do in the 
Department, both budgetary and programmatic, to support them. 

Senator Kohl. Thank you. I would like to continue to lobby you 
on restoring some of that cut. Thank you so much. 

Thank you, Mr. Chairman. 

Chairman Leahy. Thank you. 

Senator Sessions. 

Senator Sessions. Thank you, Mr. Chairman. 

Attorney General Holder, I have got a number of questions I will 
just raise with you that I care about deeply. First, I would just re- 
spond to your comment about money and resources being the crit- 
ical thing in prosecuting fraud. I do not believe that is the critical 
thing. I think it is leadership from the top. I believe that we are 
going to be in a tight budget situation. You are not going to receive 
extra money. And every business that I know of is reviewing their 
entire structure, eliminating unproductive middle-level manage- 
ment and putting people in the courtroom to prosecute cases. I sug- 
gest that you need to do an aggressive job in that to get the tax- 
payers the kind of return that they are entitled to. 

And with regard to the Tamm case and the New York Times, I 
would like for you to give us all the information that you feel like 
you can give us concerning the failure to prosecute that case. I 
know the New York Times has been a fan of your terrorism policy 
and the President’s terrorism policy. I am not in agreement with 
that, so it causes me concern that what appears to be an admission 
of wrongdoing is not prosecuted. 

With regard to the terrorist situation, I have asked you pre- 
viously and I have asked Director Mueller about how to handle 
people who are arrested who are terrorists, and he said the deci- 
sion was above his pay grade. Director Mueller said. I guess it is 
not above yours. But essentially I want to ask. Is it still the policy 
of the Department of Justice that a terrorist arrested would pre- 
sume to be tried in civilian court? 

Attorney General Holder. I think what we will do, we will make 
a determination on a case-by-case basis, as I did on the same day 
that I announced that the lOialid Sheikh Mohammed matter was 
going to go into the civilian courts. I sent a number of cases to the 
military commissions, and we will continue to do that. 

I do think 

Senator Sessions. With a presumption that it would go into civil- 
ian court. That was the policy that the committee you put together 
recommended — unwisely, I think. 
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Attorney General Holder. Well, that is what the President indi- 
cated in his Archives speech, but it does not necessarily mean that 
we are not going to make use of, as I have made use of, the mili- 
tary commissions. 

Senator Sessions. Well, isn’t it a fact, if you are presumptively 
to try an individual who is a terrorist planning or plotting or at- 
tempting an attack on the United States, that if you presumptively 
are going to move them into civilian court, they are entitled to Mi- 
randa warnings within a few minutes of arrest, they are entitled 
to the appointment of a lawyer, entitled to be brought publicly be- 
fore a civilian magistrate, entitled to pre-trial discovery, entitled to 
a speedy trial? And isn’t that — can that not be a detriment to inter- 
rogating that individual over a period of time and obtaining infor- 
mation that could protect Americans from further attack? 

Attorney General Holder. Well, I think if one looks at the way 
in which the civilian system has worked in the past, we have cer- 
tainly had an ability to convict hundreds of terrorists. We have got- 
ten actionable intelligence from people who were tried ultimately 
in the civilian system. We have modified how Miranda should be 
viewed. Guidelines have gone out to the field with regard to 

Senator Sessions. Well, Miranda still has to be given within a 
matter of hours of arrest, at least. And, frankly, I am not sure 
what legal authority you have to delay it as long as Director 
Mueller indicated they may delay it. I do not think there is any 
court that has held that, but regardless of that, you would have to 
provide Miranda within a short period of time and appoint a law- 
yer, bring them before a court; therefore, revealing the fact that a 
terrorist may be arrested, allowing other terrorists to be knowl- 
edgeable of that and to perhaps escape. 

There are many complications that arise from treating these 
cases as a normal civilian case, are there not? 

Attorney General Holder. Well, there are, but let me share one 
concrete example with you with regard to the Miranda issue. With 
regard to the Shahzad case, the case that was successfully con- 
cluded in the civilian system, he pled guilty. He is now serving an 
extended period of time in jail. The U.S. Attorney and I talked on 
the evening that he was apprehended and made a decision that we 
would not give him Miranda warnings at all, at all, and 

Senator Sessions. Other than you made a decision 

Chairman Leahy. Could he finish the answer? I think he is enti- 
tled to finish his answer. 

Senator Sessions. OK. 

Attorney General Holder. And the decision was made so that we 
could get whatever intelligence that we could get from him while 
at the same time deciding that we would simply make the case 
without any statements from him. We successfully gathered signifi- 
cant intelligence from him, and we successfully concluded the civil- 
ian trial. It was a civilian matter; it was not a trial. A civilian mat- 
ter. 

Senator Sessions. Mr. Attorney General, the problem is that 
there may be other people involved in this case, not just that indi- 
vidual, other people planning to attack American citizens and kill 
them that very moment. To put yourself in a situation where you 
are making a decision solely on whether you think you have 
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enough evidence to convict him even if he makes an admission I 
think is a very problematic policy. So I 

Attorney General Holder. Well, actually 

Senator Sessions [continuing]. Guess my question to you fun- 
damentally is — every law enforcement officer involved out there, 
every military person involved out there, needs to know what the 
policy is. So is the policy that they would be treated as — presump- 
tively be tried in civilian court? 

Attorney General Holder. Well, as I said, the Archives speech 
that the President made was that there is a presumption — it is not 
an irrebuttable presumption — that cases go to the civilian court. 
And with regard to the Miranda issue, I think we have dem- 
onstrated hundreds of times — hundreds of times — that we can get 
actionable intelligence while at the same time prosecuting and put- 
ting people in jail for really extended periods of time. 

Senator Sessions. Well, I do not think it can be denied that indi- 
viduals can be held who are attempting to attack the United States 
in military custody and they can be detained without trial as pris- 
oners of war, they can be interrogated over a period of months or 
years, without Miranda warning and without lawyers. And if you 
decide at some point to try them in civilian court, they can then 
be tried in civilian court. It makes no sense to me whatsoever that 
the presumption would be anything other than a terrorist would be 
tried in military commissions, and it gives you the option sometime 
later, if you choose, to try them in the civilian court. 

With regard to the Defense of Marriage Act — my time is about 
up. I would just conclude on that to say I really — well, I want to 
ask you one question briefly. With regard to the fact that 11 cir- 
cuits have held that the sexual orientation issue is to be decided 
based on a rational basis, whether those laws meet a rational basis 
test, when you have now decided that with regard to DOMA it re- 
quires a higher scrutiny — a strict scrutiny, apparently — are you 
taking the position that every one of those cases involving other 
different aspects of sexual orientation also should be judged by the 
higher strict scrutiny standard? 

Attorney General Holder. Many of those cases came before some 
significant events in the Supreme Court, certainly the Court deci- 
sion that held that criminalizing homosexual conduct was unconsti- 
tutional. I mean, if you look from that point on, there have been 
a number of changes both in what the Court has said but also with 
regard to how our society has looked at certain things that Con- 
gress has done. Congress has repealed the military’s “Don’t ask, 
don’t tell” policy. There have been lower courts that have held that 
DOMA 

Senator Sessions. What has that got to do with the Constitution 
and the right and the standard? 

Attorney General Holder. As I was going to say, there are lower 
courts that have held that DOMA itself is unconstitutional. Given 
the history of discrimination that gay people have faced and given 
all the other things that I have just mentioned, given the fact that 
we were in a circuit that had not addressed this question, the de- 
termination that I made, after consulting with my colleagues in the 
Department of Justice, was that the heightened scrutiny level of in- 
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spection was appropriate. I made that recommendation to the 
President, and he agreed. 

Senator Sessions. And do you 

Chairman Leahy. Senator Sessions, I think we are going to have 
to move on because we are going to have votes. I want to make 
sure — but if you have another comment you wanted to make. 

Senator Sessions. Just that I believe that was a failure of duty 
to defend the lawfully passed statutes of the United States. I be- 
lieve more courts have upheld it than not. And I do believe that 
you had a responsibility to defend that law as Attorney General, 
regardless of whether or not you liked it, regardless of whether or 
not you would have voted for it, and the President had the same 
duty. And I think you violated that duty, and I am very dis- 
appointed in that fact. 

Chairman Leahy. And we will now go to Senator Schumer. I 
would note that I have been here with six Presidents, Republicans 
and Democrats; I have seen many instances where Presidents and 
administrations had decided not to defend a statute, both Repub- 
lican Presidents and Democratic Presidents. And my position has 
been consistent on every one of those times that that is a judgment 
call that the executive branch 

Senator Sessions. Well, it is not a political judgment call, Mr. 
Chairman. 

Chairman Leahy. I have said 

Senator Sessions. I think 

Chairman Leahy [continuing]. Even when some have criticized 
Republican Presidents saying it was a political judgment call, I 
have said that that is a judgment call the executive branch should 
carry. 

Senator Schumer. 

Senator Schumer. Thank you, Mr. Chairman. 

I have four questions, so I would like to try to get through them 
all. The first relates to James Cole, Deputy Attorney General. He 
received a recess appointment in December, but he still has not re- 
ceived his official appointment. Given the fast-moving pace of intel- 
ligence and investigations in terrorism — we now have the death of 
Osama bin Laden — and information that was gleaned from his 
compound, isn’t it important, even more important now that we get 
him confirmed? Because as a recess appointment, he cannot do ev- 
erything that he could do as a confirmed Deputy Attorney General. 
Is that correct? 

Attorney General Holder. Well, he can do just about everything, 
but. Senator, the point you make is a good one. It is a perfect one 
given the situation that we find ourselves in after the bin Laden 
death, for instance, the number of FISAs that we will be signing. 

Senator Schumer. Exactly. 

Attorney General Holder. We need to have all of the people in 
the Department who can sign — there are only three of us in the 
Department of Justice who can sign FISAs: me, the Deputy Attor- 
ney General, and the head of the National Security Division. We 
need to have all those positions filled. 

Senator Schumer. Right. Can he sign FISAs as a recess appoint- 
ment? 

Attorney General Holder. Yes, he can. 
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Senator Schumer. OK. So the problem is just that he is looking 
at an end of the term in December, and that given everything that 
is going on, it is not a very good idea. 

Attorney General Holder. It is not at all. We need to have our 
team in place, and we need to have some degree of 

Senator Schumer. And so it is just there is a heightened need 
for him now, given all the new work that is going to come forward, 
including more FISAs and many other types of things that have to 
happen. 

Attorney General Holder. Absolutely. 

Senator Schumer. OK. The second question is a little bit related 
to that. I do not want you to get into specifics here. Obviously, we 
congratulate the administration and all of you on capturing bin 
Laden and killing him. But we also learned that there is a treasure 
trove of intelligence material found in his compound. That is sort 
of great, and a gold mine, I guess, for us. I do not want you to get 
into specifics, but can you tell me whether the FBI is coordinating 
with the State Department and Homeland Security to add names 
to the terrorist watchlist, revoke the visas of anyone who is found 
in the material confiscated in the bin Laden residence, what is hap- 
pening there, and has anyone already been — ^you do not have to 
give names, but already been added to watchlists and had visa rev- 
ocations because of that intelligence? 

Attorney General Holder. The material that was seized from 
that residence is being reviewed by an interagency team. CIA, Jus- 
tice, other intelligence agencies, other law enforcement agencies 
are all contributing people and machines to go through that mate- 
rial. 

As we glean information from that material, we will make appro- 
priate decisions with regard to who might be added to the terrorist 
watchlist, the no-fly list, all those things. 

Senator Schumer. You expect you probably will add people as a 
result of what you found? 

Attorney General Holder. My guess would be that we probably 
will. 

Senator Schumer. OK. Let me go to other subjects here: 9/11 
health. You know this is an issue of great importance to New York, 
the implementation of the Zadroga bill, signed by the President 
January 2nd, sent you a letter thereafter asking that the Victims 
Compensation Fund be up and running by Memorial Day to get the 
heroes the money they so desperately need to pay for their medical 
bills and other illness-related expenses. 

Apparently under the language of the bill as passed by the 
House, it is not clear that DOJ could use the appropriated funds 
to administer the program. We have now fixed this in the latest 
continuing resolution, which means that DOJ will have the funding 
to administer the program starting in the new fiscal year. But it 
is May 4th, and DOJ has not picked a special master. Can you 
commit to picking a special master within the month? 

Attorney General Holder. I would say that we will try to do this 
as quickly as we can, as soon as we can. I do not think that — we 
have identified a number of candidates. I think we 

Senator Schumer. Is it likely you will have it within the month? 
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Attorney General Holder. I would hope that within a few weeks 
we should have somehody. 

Senator Schumer. That is less than a month. 

Attorney General Holder. It could he slightly more. But I think 
we will have somehody very soon. 

Senator Schumer. OK. I am hopeful it will he within a month, 
and that is a real possibility, right, or likelihood? 

Attorney General Holder. We will work to try to — I will keep 
your words in my mind as we are 

Senator Schumer. OK. Thank you. All right. After the special 
master is picked, it is then going to take time to draft and finalize 
the regulations, get the physical infrastructure for the VCF run- 
ning. When can I tell the heroes the VCF will he up and running? 
And can I get your assurance you will do everything possible to 
have it up and running by October 1, 2011? 

Attorney General Holder. Yes, our hope is to try to do a lot of — 
being mindful of the fact that we can only expend funds once the 
fiscal year begins, I think there are other things that we can do in 
anticipation of the start of the fiscal year so that on October 1, with 
the person who would be named and would be ready to go, we can 
be up and running on that day. 

Senator Schumer. Good. That is the goal 

Attorney General Holder. That I can pledge to you. 

Senator Schumer. Great. And there is a lot of anxiety — that is 
very good. There is a lot of anxiety about that because we have not 
picked anyone yet and because a lot has to be done ahead of time. 
But, OK, as long as we will be ready to go on October 1st with a 
person in place, with the infrastructure in place and up and run- 
ning, that is very good news. 

I have time for one more, and I would like to ask you about — 
well, I would have liked to have asked you about — here it is: syn- 
thetic stimulants. On April 1st, I sent a letter to you and DEA Ad- 
ministrator Leonhart urging you to use emergency scheduling au- 
thority to ban MDPV and mephedrone, two harmful compounds in 
substances known as “bath salts.” As you know, I have been very 
active in trying to make sure that these are banned. We have intro- 
duced bipartisan legislation that would permanently ban these sub- 
stances. However, I hope DEA will move forward with emergency 
scheduling of these compounds to stop the sale of these harmful 
drugs. 

At a recent hearing before the Caucus on International Narcotics 
Control, DEA indicated it will publish a notice of intent to do so. 
Can you confirm that and provide a more specific timeline for im- 
plementing such a ban? 

Attorney General Holder. Yes, it is our intention to move on 
that as quickly as we can. I have talked to Michele Leonhart about 
this. I do not know what the regulations — what the administrative 
timeframes are that we have to go through, but we will try to do 
this as fast as we can. We agree with you 

Senator Schumer. Your intent is to ban them regulatorily if you 
can? 

Attorney General Holder. If we can. 

Senator Schumer. And I believe you can. I think that is pretty 
clear. 
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Attorney General Holder. I think that we can. But we will work 
with DEA and with the Congress if we need additional tools in 
order to do that. But the harm that you have identified, the poten- 
tial harm, I think is one that is worthy of our attention and worthy 
of our action. 

Senator Schumer. Great. Thank you, and I look forward to hav- 
ing you do that as quickly as possible. Thanks. 

Chairman Leahy. Thank you very much. 

Senator Kyi. 

Senator Kyl. Thank you. 

Mr. Attorney General, first I want to express my appreciation 
and congratulations for an action that the Southern District of New 
York U.S. Attorney took in connection with activities that your of- 
fice was involved in relating to arrests for illegal Internet gam- 
bling, poker activities. The release, dated April 15th, I will just 
read for those who are not familiar with it: “Manhattan U.S. Attor- 
ney charges principals of three largest Internet gambling compa- 
nies with bank fraud, illegal gambling offenses, and laundering bil- 
lions in illegal gambling proceeds.” And the release has the spe- 
cifics of the individuals involved, the entities involved, and the po- 
tential penalties. 

The thing that strikes me with this is, of course, it is very dif- 
ficult to engage in these activities and get money back into the 
United States because it is all illegal and, therefore, initiated from 
outside the U.S. But they are able to do it through the Internet 
into the United States. It is pretty difficult to do that without con- 
spiracy to commit bank fraud, wire fraud, money laundering and 
so on. So you are able to charge those other offenses here. But, in- 
terestingly, unfortunately, the laws that relate to Internet gam- 
bling itself only have a maximum 5 years in prison and $250,000 
penalty. And when you add up all these other things, there is prob- 
ably an adequate penalty potentially involved. 

My question to you is this: whether you are prepared today to 
agree with me that we probably need a stronger penalty, both mon- 
etary and potential jail time, for the illegal gambling activity as- 
pect of this; and in any event, whether you would work with us to 
see whether there are some changes that would be necessary to en- 
hance your office’s ability to enforce these important laws. 

Attorney General Holder. I would be glad to work with the 
Committee and with you. Senator Kyl, in that regard. We are seri- 
ous about the enforcement measures, processes and measures that 
we are taking with regard to Internet gambling. I think an exam- 
ple of that is what happened in the Southern District of New York, 
and it is consistent with that press release that you mentioned. 

To the extent that we need to talk about enhanced penalties for 
it gambling itself, I think that is something we would be more than 
glad to engage with you on. 

Senator Kyl. Well, I will be corresponding with your office, and 
I really would appreciate your attention to this. This is an impor- 
tant activity, particularly as it relates to kids nowadays. It is ubiq- 
uitous. It is difficult to enforce. But you have got some very, very 
capable people who devote time and attention to this, and it is, I 
think, an important activity, and I appreciate that. 
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I want to visit for a minute about illegal immigration. I have 
talked to you on numerous occasions about the Department of Jus- 
tice’s role in something called Operation Streamline. It is just the 
code name for in many instances prosecuting and sending to jail for 
maybe 2 weeks, potentially up to 60 days for repeat offenders, peo- 
ple who cross the border illegally. That operation, which involves 
the Office of the Courts, the Department of Justice, and the De- 
partment of Homeland Security, essentially, has dramatically re- 
duced illegal immigration in the Yuma Sector and in the Del Rio 
Sector of the border. But in the Tucson Sector, where over half of 
all of the illegal immigrants continue to come across the border, we 
do not have an adequate enforcement. 

I have asked you repeatedly for the numbers. I finally got the 
numbers through the late Judge John Roll, one of the unfortunate 
victims of the January 8th shooting in Tucson. He had been work- 
ing with us on this, and he obtained from the Office of the Courts 
statistics on what it would cost to implement this. Part of it is 
DOJ, part of it is Office of the Courts, part of it is DHS. 

I gave a memo to the Secretary of Homeland Security and asked 
her in February to give that to you. Do you recall receiving that 
memo that describes all of these statistics that Judge Roll put to- 
gether for us? 

Attorney General Holder. I am not sure about that. We actually 
spoke to — I had people in my office speak to Judge Roll about this. 
I am not sure I remember that memo, though. 

Senator Kyl. Would you do this for me, please — and I have asked 
for this in the past, and I have not gotten it, so I am getting frus- 
trated. Would you have your folks take a look at this? I will give 
you another copy of the memorandum right after the hearing here. 
It is just a summary of what Judge Roll determined would be the 
rough estimate of costs for a doubling or a tripling of the prosecu- 
tions. What we got back on the one occasion you did respond was 
not responsive. We are not suggesting that on day one there be a 
100-percent prosecution of everybody who comes across the border. 

The way it was done in Yuma with only — and I have forgotten 
the exact numbers, but they only had like 60 or 70 beds available. 
So they started with small segments of the border, 2 or 3 miles, 
and as people were arrested in those areas, they were prosecuted. 
When it became clear to the coyotes who were pushing them across 
the border that if you crossed in that segment of the border, you 
got sent to jail, of course, they did not want to get sent to jail and 
they stopped crossing there. And those 60 or 70 beds was adequate 
to provide for that. 

Over the course of several months, those miles were expanded 
until finally the entire segment of the border called the Yuma Sec- 
tor was covered, and they never needed to have more than that 
number of beds. 

Now, what you do not want to do is suggest to the bad guys ex- 
actly how you are running the operation, but the bottom line is you 
do not need to have all of the expenses from day one that it would 
take to prosecute everybody that crosses in a part of the border. 

What I am asking you to do is look at the way that it was imple- 
mented in the Yuma Sector and agree with us that at a relatively 
small cost, considering all the other things we are doing in terms 
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of fencing and Border Patrol and all the rest of it, that imple- 
menting this program of prosecutions provides an extraordinarily 
effective deterrent and that you would commit to us that, as far as 
the Department of Justice is concerned, you would work to imple- 
ment that program in the Tucson Sector, which remains, as I said, 
the one area that over half of all of the illegal immigration is in. 

Attorney General Holder. Well, you are right, we have had a 
number of conversations about this, and as I have indicated then — 
and I was sincere in what I said — I think that the Streamline con- 
cept is a good one. The problem I think that we have is what are 
the downstream impacts, and what you are saying about phasing 
it in as opposed to doing something at 100 percent on day one is, 
I think, an idea that perhaps we should explore. 

There are downstream consequences when it comes to detention 
facilities. Courtrooms — Judge Roll, I remember him talking about 
that, the number of judges, prosecutors we would need. But, again, 
I think the concept — the proof is in the pudding. I think that the 
concept is a sound one, and I am kind of intrigued by the notion 
of a phase-in. These are tough budgetary times, so that is another 
thing that we have now that we did not have when I started as 
Attorney General. 

Senator Kyl. If I could, Mr. Chairman, just for 20 seconds here, 
have your indulgence. These are tough budgetary times, so you are 
looking for the most cost efficient ways to create a deterrent for 
people crossing. And you have got personnel, you have got high- 
tech equipment, you have got expensive fences, and you also send 
people down to Mexico City on the airplane rather than just send- 
ing them back across the border, so it is not easy for them to cross. 
A lot of techniques. This is an effective, efficient technique, I think. 

Could you tell me — and this will be my last point. Could you tell 
me who in your office I could communicate with personally about 
this so that I have got a real human being that I can have a con- 
versation with? 

Attorney General Holder. Well, I have got my chief of staff sit- 
ting right behind me, and he is glad I am going to be giving his 
name up, but you can get in touch with him. His name is Gary 
Grindler. 

Senator Kyl. All right. 

Attorney General Holder. If he is not the right person, he can 
get the appropriate person within the Department of Justice for 
you to speak to. 

Senator Kyl. Thank you, Mr. Attorney General. Gary, I will be 
giving you a call. Thank you, sir. 

Chairman Leahy. Thank you. 

Senator Klobuchar. 

Senator Klobuchar. Thank you very much, Mr. Chairman. 

Thank you for being here. Attorney General. I know some of the 
earlier questions on the terrorism policy were critical, and that de- 
bate has its place, but I just wanted to thank you and Director Pa- 
netta and all of the team that have been working on this. Just from 
the heart here, I know we get in these hearing rooms, and you do 
not realize what this meant for regular people. I was in Minnesota 
when this hit, the news about Osama bin Laden’s death, and I 
talked to the mother of a man named Tom Burnett who was on 
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that plane over Pennsylvania, and he was one of the passengers 
that stood up and wrestled those hijackers. And as we all know, 
they perished on that Pennsylvania field, but that plane would 
have crashed, as we know, into either the Capitol or the White 
House. Or the family of Max Beilke, who was the last soldier out 
of Vietnam. He had also served in the Korean War. He went 
back — he did not have enough of it. He went back on the civilian 
side, helped design the TRICARE system from Alexandria, Min- 
nesota, and he was sitting at his desk at the Pentagon and was 
killed when that plane crashed into the Pentagon. 

So those are the families that felt that every time they saw 
Osama bin Laden on TV that he was mocking them and he was 
mocking our country. So I want to thank you and the rest of the 
administration for the good work. 

My questions are focused on some domestic issues. Senator Schu- 
mer had raised the issue of the synthetic drugs, and what he did 
not mention was the hallucinogen issue with 2C-E. I have intro- 
duced a separate bill in addition to the bill I am on with Senator 
Schumer and Senator Grassley, but this one is focused on 2C-E 
hallucinogens. We lost a young man in Minnesota and a number 
of other ones were close to death. They just thought these were 
synthetic drugs. I do not know that they realized the effect of these 
drugs. And I just wondered if you have been seeing an increase in 
these synthetic drugs. 

Attorney General Holder. Yes, we have seen an increase, and 
it is one of the reasons why I think Senator Schumer’s idea of 
doing something on an emergency basis makes a lot of sense. And 
to the extent that we can, we will, because we have seen an in- 
crease in their use. They have obviously a detrimental effect — 
maybe not obviously. They do have a detrimental effect on the peo- 
ple who use them, and I think that their increased use warrants 
our increased attention. So we are focusing on them. 

Senator Klobuchar. Thank you, and we have these bills, which 
I hope you will help us with, to permanently ban them. 

Second, we have recently seen a number of high-profile incidents 
where hackers have broken into various businesses, computer sys- 
tems like what happened with Sony. Senator Hatch and I are 
working on a cloud computing bill that we are soon to introduce 
that is focused specifically on cloud computing, but also a number 
of issues, but also on the hacking. And is the Department of Justice 
looking into these recent hacking incidences? And are you doing a 
review of the statutes to see how we can update them so that we 
are as sophisticated in our enforcement as these crooks that are 
breaking the law? 

Attorney General Holder. I think the concern you raise is a 
good one. We have to try to stay ahead of the people who would 
perpetrate these crimes. What was sufficient law 6 months ago 
might not be sufficient now. What was good 5 years ago probably 
certainly is almost not sufficient now. And so we are in the process 
of looking at that and would like to work with you on potential en- 
hancements that we think are appropriate. 

We are, in fact, looking — we have opened investigations with re- 
gard to those hacking situations that have gotten publicity over the 
last few weeks, the Sony incident among them. 
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Senator Klobuchar. Thank you. 

In your testimony, you mentioned the alarming — this is your 
written testimony — trend of increasing fatalities among our Na- 
tion’s law enforcement officers, and this troubles anyone, but as a 
former prosecutor, I will never forget the police funerals that I at- 
tended. Have you identified any causes for the increase in fatal vio- 
lence against law enforcement? And what are some of the steps 
that we can take to combat this very serious problem? 

Attorney General Holder. Something that gives me a great deal 
of concern. We have seen about a 40-percent rise in the number of 
police officer deaths. This is at the same time that our homicide 
rate is going down pretty substantially and is at historic lows. We 
are pushing out a number of policies. We are making available bul- 
letproof vests as quickly as we can to our State and local partners. 
And we make that conditioned on a mandatory wear policy that be 
adopted by our State and local partners. 

We also have something called the Valor Program that trains po- 
lice officers on how to conduct themselves, how to deal with situa- 
tions in which their lives might be threatened so they will know 
how to react when they are put in those situations. 

I also called a summit meeting about 3 weeks ago, 4 weeks ago 
in the Department where we brought together State and local lead- 
ers, police officers, and from police groups, as well as chiefs and 
sheriffs to talk about this problem, and out of that summit we have 
a working group that is trying to come up with ways in which we 
can try to keep our police officers, our sheriffs, safe. 

Senator Klobuchar. Thank you. And then, finally, the preva- 
lence of health care fraud continues to be a concern. Recently I saw 
that a Los Angeles woman pled guilty to participating in a Medi- 
care fraud scheme that cost something like $6 million in Medicare 
money. You have provided information in your testimony about 
how DOJ has tried to crack down on health care fraud. You men- 
tioned that the area has produced a record $4 billion in recoveries 
in fiscal year 2010. I actually sat in on the Homeland Security 
hearing on this and know that there have been some stepped-up 
efforts with the hot spots with health care fraud. 

Do you believe that we are starting to deter would-be fraudsters? 
And is there anything else we should be doing legislatively to assist 
you with this effort? 

Attorney General Holder. We are working certainly within the 
Department of Justice and with our partners at HHS. Secretary 
Sebelius and I have started this thing called the HEAT program, 
where we put up these task forces in those places where, as you 
correctly call them, we find hot spots of Medicare fraud. They have 
been, I think, particularly effective. 

One of the things, unfortunately, that we see is that when we be- 
come effective in one city, they move to another place or the tech- 
niques that are used in one city go to another place. And so we 
have to expand the use of these task forces. 

That is another area where I think we want to work with you 
to look at the laws that we have on the books to make sure that 
they are adequate to meet the challenges that we face. 

The huge amounts of money that are lost to fraud in the Medi- 
care programs and Medicaid programs is just astounding and could 
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be used in obviously much better ways. And given the budgetary 
issues that we are facing, there are not only criminal concerns that 
I have, but there are budgetary fiscal ones that I have as well. And 
so I think that we in the executive branch should be working with 
you in the legislative branch to make sure that we have all the 
tools that we need. 

Senator Klobuchar. Thank you very much. 

Chairman Leahy. Thank you. I am going to yield to Senator 
Hatch, but I should note that because of a matter on the floor I 
am going to have to leave, but Senator Franken is going to take 
over the gavel. Again, Attorney General, I appreciate not only your 
being here, but the fact that anytime I have ever called with ques- 
tions for the Department, you have responded. I also compliment 
Ron Weich, who gets bugged by us all the time, and I appreciate 
his responses. 

Senator Hatch, I yield to you. 

Senator Hatch. Well, thank you, Mr. Chairman. Welcome, Mr. 
General. 

Attorney General Holder. Good morning. 

Senator Hatch. I appreciate you being here. 

I do not expect an answer to this, but I hope that the Justice De- 
partment will not only look into the BCS, Bowl Championship Se- 
ries, situation. It is a mess. It involves billions over years. The 
privileged conferences have tremendous advantages that are unfair 
for the unprivileged conferences. As much as 87 percent of the 
money goes to them. And I just hope that you will continue to fol- 
low up on that particular issue. It is an important one, I think. 

Attorney General Holder. Well, Senator, if I could just maybe 
very quickly, I do not disagree with you. You and I have talked 
about this issue, and I think I am free to say that we have sent 
a letter to the NCAA about this issue and will be following up. 

Senator Hatch. Well, I appreciate it because it is an important 
issue. If you look at the fiasco at the Fiesta Bowl and how that was 
handled, that ^ves you some idea of how royal these people think 
they are. And it just is not fair to the whole system. I think even 
BS States are realizing it is not fair. 

Now, General Holder, I naturally want to welcome you back to 
the Committee. I have another hearing going on right now in the 
Finance Committee, so my time is short. And if you can answer as 
close to yes or no, I would appreciate it. I may have additional 
written questions, but concise answers would help me here. 

You received a letter from me and 42 Senators regarding obscen- 
ity enforcement. This included half the members of this Committee 
on both sides of the aisle, and we are focusing on adult obscenity. 
We know you are at least trying to do something on child obscen- 
ity. But we are talking about adult obscenity as well, what is some- 
times called “hard-core pornography.” Now, this is a separate cat- 
egory of material, and it is different from child pornography or 
child exploitation, which is very important to me, too. 

This material was toxic. It is illegal, and laws against it have not 
been enforced for a long time. In our letter, we urge you to study 
the information and research about the harms of such hard-core 
pornography that is available through resources such as the clear- 
inghouse website pornographyharms.com. 
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Now, I do not expect that you personally did that, but did you 
at least assign someone to review the evidence collected there as 
we asked? 

Attorney General Holder. We have, as you know, conflated what 
was the Obscenity Task Force into the Child Exploitation and Ob- 
scenity Section, and at this point, since we have been in office, 
seven obscenity cases have been brought that involve only adult 
pornography. This is of the 150 cases that we have brought involv- 
ing pornography in total, most of which involve child exploitation. 
But as I said, seven of those cases have involved adult pornog- 
raphy. 

Senator Hatch. OK. I raised the issue of obscenity enforcement 
in the confirmation hearing before this Committee for Lanny 
Brener, who now heads the Department’s Criminal Division. In his 
answers to my written questions, Mr. Brener wrote that, “I believe 
that sexually explicit material can be harmful to individuals, fami- 
lies, and communities.” I am sure you agree with that. 

Attorney General Holder. Yes. 

Senator Hatch. The research I referred to earlier as well as the 
testimony of activists on the ground reveals a growing connection 
between hard-core pornography and sex trafficking. I think you 
would agree that there is such a connection. 

Attorney General Holder. I believe there is. 

Senator Hatch. OK. That research, including work by Dr. Shar- 
on Cooper at the University of North Carolina, shows how hard- 
core adult pornography normalizes sexual harm to children. I think 
you would agree with that. 

Attorney General Holder. Sure, and that is one of the reasons 
why we are as vigilant as we are in bringing those kinds of cases. 

Senator Hatch. OK. Do you believe that hard-core pornography 
relates to domestic violence? 

Attorney General Holder. To be honest, I do not know about the 
research in that area. 

Senator Hatch. I can tell you it does, and it is a big problem in 
our society. 

Did you know that the American Psychiatric Association recently 
added to its Diagnostic Manual a disorder that includes pornog- 
raphy addiction? 

Attorney General Holder. I was not aware of that, but I have 
seen reports of that in some cases that I am familiar with. But I 
was not aware of the American Psychiatric Institute. 

Senator Hatch. Now, would you send us, be kind enough to have 
your people send us the seven cases, a description of the seven 
cases? Because I think you need to do a lot more. We are getting 
awash with this stuff, and it is just really terrible, as far as I am 
concerned. 

We received a response to the letter that many of us signed from 
Ron Weich, I think is the way you pronounce the name, who heads 
the Office of Legislative Affairs. It said that the Department has 
charged violations of the Federal obscenity statute, but when my 
staff discussed this last week with OLA staff, they could not say 
which of those involved adult material or were unrelated to child 
pornography or child exploitation. And that is one of the things 
that I am concerned about. So I just want you to look into it. It 
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means a lot to me, and I think it — I am sure it means a lot to you 
as well. 

Attorney General Holder. Yes, we are trying to unpack those 
numbers. We have, as I said, the overall number, and we are trying 
to come up with a way in which we can determine which of those 
150 cases involve only adult matter. And as I said, at this point 
we have identified seven. 

Senator Hatch. OK. Well, I think that is important. It is a big 
deal to me. 

In about 2005, because the Child Exploitation and Obscenity Sec- 
tion was doing so little to prosecute adult obscenity, in our view, 
anyway, the Department created the Obscenity Prosecution Task 
Force to focus specifically on that. Now, my understanding is you 
dismantled that task force as a separate entity and incorporated its 
work back into the very section that had produced so little in this 
area in the first place, at least in our view. Again, that looks to me 
like the Department simply does not give enough consideration to 
adult obscenity and may not consider it to be a big deal. Just 
please look into it for me, will you? 

Attorney General Holder. As I said, we have reincorporated 
them. It does not mean that we are turning our backs on that 
issue. As I looked at the numbers from 2005 to 2010 that the task 
force brought, our numbers say, about 15 cases. Since we have 
made that change, we have brought, as I said, seven. So I think 
that the process that we have in place, the organizational structure 
that we have in place is, I think, an effective one. But we are al- 
ways looking to make it better. 

Senator Hatch. OK. And if you would have your folks send us 
how many prosecutors and personnel you have working on these 
cases, I would appreciate that. 

Let me just quickly shift gears, if I could just ask this one last 
question, Mr. Chairman, because I would like to change subjects 
here. 

Let me ask about one of the approximately 200 detainees in U.S. 
custody in Iraq. Now, this person is a Hezbollah terrorist named 
Ali Musa Daqduq. He was captured in Basra in March 2007 after 
planning and coordinating an attack on U.S. forces that killed five 
American soldiers and wounded three others. Now, he was cap- 
tured on the battlefield in Iraq by military personnel. He is accused 
of clear violations of the law of war, and I believe really that he 
ought to be transferred to Guantanamo and prosecuted in a mili- 
tary commission. 

Is that what will happen? Or is the Department planning to 
prosecute him in Federal civilian court? 

Attorney General Holder. I have to tell you I am not familiar 
with that case. That is one that we would have to examine and see 
where the case can best be brought. Again, I am not familiar with 
it, but a determination would be made on a case-by-case basis as 
to where the trial can be most effectively had. 

Senator Hatch. OK. Well, it is my understanding that that case 
is sitting on the Deputy Attorney General’s desk right now for re- 
view. I would like you to look into it. It is a serious case, five Amer- 
ican soldiers who were killed by this terrorist, and, frankly, I think 
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he ought to he tried at Guantanamo. I would appreciate you look- 
ing into it. 

Attorney General Holder. OK. 

Senator Hatch. I appreciate your service. We have had a long 
relationship together. 

Attorney General Holder. We have. 

Senator Hatch. I respect you. I naturally have some real ques- 
tions about the Justice Department and the way things have gone, 
hut I also understand it is a very tough job, too. But thank you. 
I appreciate you being here. 

Attorney General Holder. Thank you. I appreciate all your sup- 
port. 

Senator Franken. [Presiding.] Thank you. Senator. 

The Chair recognizes Senator Coons, the Senator from Delaware. 

Senator Coons. Thank you, Mr. Chairman. Thank you. Senator 
Franken. I will do my best to be brief given the pressing commit- 
ments I understand both Senator Blumenthal and I have. 

Thank you. Attorney General Holder, for being with us today and 
for your service to our Nation. As a former county executive, I was 
grateful for the support of the Department for local law enforce- 
ment and was very concerned about the depth of the cuts in the 
continuing resolution and the path forward. I have four questions 
I will get to briefly, two about intellectual property enforcement, 
two about partnership with local law enforcement. 

If you could, first I would just be interested in your views on how 
your ability to support local law enforcement is being affected by 
the double-digit cuts in the current year’s CR and going forward. 
You made reference before to the critical bulletproof vest partner- 
ship. I am also concerned about Byrne/JAG grants, and in par- 
ticular, I am interested in intelligence sharing. This Committee 
will hold a field hearing in Delaware later this year about intel- 
ligence sharing and the partnership, which is currently very strong, 
between Federal and local law enforcement in Delaware. So some 
comment, if you would, on the impact of the budget and intel- 
ligence sharing with local law enforcement. 

Attorney General Holder. Yes, my hope would be that, with re- 
gard to intelligence sharing, we should not be adversely impacted 
by the budgetary issues that we are confronting. Intelligence shar- 
ing really is the key to good law enforcement in this day and age, 
and we will place priority emphasis on that. 

I am concerned, however, about the reduction that we will have 
certainly in the COPS program, among other things. There are 
going to be problems there that we did not have before the budg- 
etary problems, and what we are going to try to do is come up with 
ways in which we use the more limited funds we have in the most 
effective way. But we just face a fiscal reality that we are not going 
to have as much money to distribute. 

Senator Coons. I was concerned to see the COPS technology pro- 
gram, for example, zeroed out. My predecessor in this seat, our 
Vice President, was a strong advocate for the Violence Against 
Women Act and the COPS program, and I will endeavor to do my 
best to work in partnership with you to sustain their funding and 
their vital role. 
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I am also concerned about intellectual property enforcement. I 
am very pleased with your task force on intellectual property and 
your good work in that field, and I just wanted to briefly, if I could, 
raise the concerns I have about counterfeit pharmaceuticals in par- 
ticular, which are a very real and growing problem affecting thou- 
sands of Americans. 

You have a recent Operation In Our Sites effort, a multi-agency 
mission that has been seizing and closing down websites that are 
trademark infringers. To the best of my understanding, it does not 
yet include online pharmacies that are a significant source of coun- 
terfeit pharmaceuticals. Is that something you think the Depart- 
ment might expand to use your legal authority and forfeiture stat- 
utes to go after? 

Attorney General Holder. I think that is certainly something 
that we ought to consider. If one looks at the intellectual property 
issues, there are economic consequences, potential problems for our 
infrastructure, national security consequences, and when it comes 
to pharmaceutical issues, the health and well-being of our fellow 
citizens. And so the thought that you have is, I think, one that we 
ought to consider and one that I would look forward to working 
with you on. We want to make sure that our efforts are as complete 
as they can be and that we are protecting as many of the American 
people as we can. 

Senator Coons. And last, if I could, there are strong efforts obvi- 
ously underway to combat IP theft, but I am concerned about trade 
secrets, which are in some ways more difficult to identify but in 
many ways more important even to protect, and the very real and 
growing threat of industrial espionage. Are there things that we 
can and should be doing in this Committee or in the Congress to 
support you, the efforts of your agency? Do you need any additional 
resources, whether statutory or financial, to strengthen the hand of 
your agency in combating either industrial espionage or trade se- 
cret theft? 

Attorney General Holder. If you would allow me to do this, 
maybe let me canvass the people in the Department who are most 
knowledgeable about this and who are concerned with this on a 
day-to-day basis and maybe get back to you about how we might 
work together with regard to — I think you correctly identify issues 
that should be concerns, industrial espionage and trade secrets. So 
let me get back to you in that regard. 

Senator Coons. Tremendous. Thank you very much, and thank 
you for your service. 

Senator Franken. Senator Blumenthal. 

Senator Blumenthal. Thank you, Mr. Chairman, and thank you 
to my colleague. Senator Coons, for accommodating my schedule, 
and I do apologize. I have to preside at about noon, so first and 
foremost, thank you for your excellent, distinguished service to our 
Nation in this job and other positions that you have held and the 
tremendous leadership that you have given to the Department of 
Justice. 

As you know, I have asked that there be an investigation into il- 
legal manipulation of gasoline and oil prices, crude oil, at every 
level, not only at the retail level where price gouging may have oc- 
curred, but I have written asking that there be investigations. And 
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I noticed in establishing the working group and the Financial 
Fraud Task Force, you have very carefully stayed away from the 
use of the term “investigation.” Indeed, in your testimony today, 
you have used the word “examine” rather than “investigate.” 

Again, I urge that there be an investigation, that it involve the 
FBI, subpoenas, even a grand jury if necessary, and ask now for 
your reaction to that suggestion. 

Attorney General Holder. I can see that you are still a State At- 
torney General, Senator. We are working with, I should point out. 
State Attorneys General in this regard because I think they are a 
very important component of this task force. 

I am not hesitant necessarily to use the word “investigate” or call 
it an “inquiry.” It is a task force that is looking to see if there have 
been inappropriate steps taken to try to manipulate the market, to 
price gouge, to somehow do things that are wrong and that harm 
the American people. We will be aggressive in that regard. 

We understand that there are market forces that are at play 
here and do not want to sell this as more than it can be. But we 
take very seriously the harm that the American people have suf- 
fered as a result of the rise in gas prices, and to the extent those 
were inappropriately driven, we will take action. 

Senator Blumenthal. And I do not want to belabor the point 
now. I would welcome an opportunity to sit with you and key mem- 
bers of your staff on this subject, because I think that all the indi- 
cations are that speculation is at an all-time high and unprece- 
dented level, and that it is a major part — not the only reason, but 
a major cause of the spiraling phenomenon that is plaguing the in- 
dustry and crushing not only our consumers but the fragile eco- 
nomic growth that is so important to our Nation at this point. So 
I would welcome an opportunity to continue this discussion as soon 
as possible. 

And I want to just turn briefly to the Sony breach of confidential 
information. Again, I have asked for an investigation into the hack- 
ing that has occurred now reportedly affecting another 25 million 
consumers after the first hacking which was discovered affecting 
more than 70 million people. So more than 100 million are poten- 
tially victims, and indeed potentially victims of identity theft. But 
the focus in my view should be on not only the hacking itself but 
also possibly on Sony’s response, which I regard as having been 
completely, egregiously, and unacceptably inadequate in failing to 
notify consumers promptly, as would be required under some State 
laws, for example, Connecticut’s law, and failing to take protective 
measures and offer protective services to consumers. 

So, again, I ask for your reaction. 

Attorney General Holder. As I think I previously indicated, the 
Sony matter is under active investigation. There is not a lot I can 
say about the case as a result of that, but we are using our inves- 
tigative capacity personnel from the Department as well as the FBI 
are, in fact, looking at this matter, and it is something that we are 
taking extremely seriously. 

Senator Blumenthal. And I believe going forward there is a 
clear need — and I know Senator Franken has been really leading 
on this effort — for measures that would provide stronger incentives 
and, if necessary, remedies for failure to safeguard this information 
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more effectively and also offer protective services in the event there 
are these breaches. And I would ask again for cooperation from the 
Department in this effort. 

Attorney General Holder. Yes, I think that is right. We have to 
not only take effective enforcement efforts once a breach has oc- 
curred; we have to also focus on preventive efforts that can be 
taken by companies that have this data, that acquire this data. 
And to the extent that we can work with the Committee and with 
industry to try to come up with effective ways that we can prevent 
these breaches from occurring, I think everybody is actually better 
served by that. And we would be more than glad to work with you. 

Senator Blumenthal. Thank you very much. 

Thank you, Mr. Chairman. 

Senator Franken. Thank you, and I see that Senator Graham 
has returned, so the Senator from South Carolina. 

Senator Graham. Thank you. Senator Franken. 

Good morning. 

Attorney General Holder. Good morning. 

Senator Graham. Congratulations to the administration for, I 
think, what will be a historic operation when it comes to the oper- 
ation against bin Laden. I think now the President made a very 
difficult decision, and that is, putting boots on the ground, but I 
certainly think the right decision. 

What I want to do is sort of talk about the way forward on ter- 
rorism issues. I know that KSM, going back into military commis- 
sions, was a hard decision for you. We had respectful disagree- 
ments, but I just want to be on the record. I believe very strongly 
there is a place for Article III courts and that I am an all-of-the- 
above approach when it comes to trial venues. And just for the 
record, the reason I objected to KSM and the co-conspirators is 
they had been held as enemy combatants for so long under the law 
of war, and I just really was worried about mixing systems. But the 
Christmas Day bomber, the situation with the Times Square bomb- 
er, these are class examples, I think, of where you could grab some- 
body off the battlefield and go right into an Article III court. 

Now, let us talk about the interrogation programs we have. I am 
somewhere between waterboarding and the Army Field Manual. I 
believe, as I have said many times — I have been a military lawyer 
for 30 years — waterboarding as a technique has been talked about 
among the legal community and the military for a very long time 
as something not appropriate, and I think going down that road — 
and I am sure there was some information gleaned from 
waterboarding, but overall the reason we stopped this practice, it 
was causing a lot of problems for the country. 

Having said that, I think the best way to interrogate enemy pris- 
oners is to keep them off balance, form relationships over time, but 
basically have procedures they cannot train against. 

So, Mr. Attorney General, as I understand it, the CIA is no 
longer involved in interrogation of terrorist suspects directly. Is 
that true, or do you know? 

Attorney General Holder. I am not sure that that is accurate. 
I could perhaps get back to you on that, but I 

Senator Graham. Well, here is what — and check my homework 
here. The Executive order the President issued shortly after taking 


VerDate Nov 24 2008 


10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00035 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



32 


office took off the table the enhanced interrogation techniques that 
are classified in the Detainee Treatment Act, and now the only 
techniques available to us are in the Army Field Manual. They are 
online. So I would urge you to look at that. I just think it is a mis- 
take to deny the CIA the ability to use classified techniques in the 
Detainee Treatment Act that I helped write because the enemy 
needs to be kept off balance. So if you could look at that and get 
back with me, and it is my understanding the CIA, after this Exec- 
utive order, no longer directly interrogates enemy suspects, ter- 
rorism suspects. Go ahead. 

Attorney General Holder. One thing I would say. Senator, is 
that when the changes were made with regard to the techniques 
that could be used, the intelligence community was canvassed, and 
they indicated that with regard to the techniques that were no 
longer to be employed and the ones that could be used, they 
thought that gave them adequate tools in order to do their jobs. 

Senator Graham. But my question is I believe that the only tech- 
niques available to the intelligence community and to our military 
are the Army Field Manual, and that was never written with a 
view to be the exhaustive techniques available to interrogate pris- 
oners. It really is a guide to our troops to make sure they do not 
get in trouble. And if the CIA is no longer directly involved in in- 
terrogations, I would like to know that, if that is true. And if they 
are limited to the Army Field Manual, I would like to know that. 

Attorney General Holder. What gives me pause is I know that 
the CIA is a part of the HIG. 

Senator Graham. Right. 

Attorney General Holder. So that is why I am hesitant. You are 
saying 

Senator Graham. No, and please check it out. I want to be on 
record. It is my belief that the policy today is that the Army Field 
Manual is the exclusive means of interrogating terrorist suspects, 
it is online, and that the enhanced interrogation techniques author- 
ized under the Detainee Treatment Act are no longer being used, 
and my view is that is a mistake. 

Now, when we go forward with future captures, Guantanamo 
Bay, we have both tried to find ways to create a new prison. I have 
been sort of out there saying it does not bother me that you would 
create a prison in the United States as long as there is a national 
security-centric legal system around it. But I think we have lost 
that argument. I do not believe Guantanamo Bay is going to be 
closed anytime soon by the Congress. Is that your assessment? 

Attorney General Holder. We are going to continue to try to 
close it, but I think it is going to be difficult given the votes that 
we have seen in the Congress and the sentiment that 

Senator Graham. Yes, and to my colleagues who understand, I 
think it is a well-run prison now. It has had problems in the past, 
but the administration, working with us, we wrote a new Military 
Commissions Act in 2009, which I am very proud of, and you 
helped write it. So I think we have got Guantanamo Bay in pretty 
good shape right now for all those who want to be reasonable. 

But given that dilemma, I understand we may have some people 
in our capture now that might be good candidates for Article III 
trials or military commission trials that were captured abroad. 
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Where do we put people? If we caught someone tomorrow that 
would be a terrorist suspect, an al Qaeda member, if we can 
Zawahiri — you just name the person — where would we put them? 

Attorney General Holder. I guess it would depend on the 
charges that we could bring. Certainly if we have an Article III 
case that we can bring against them, we can put them in any of 
the Federal facilities that we have. 

Senator Graham. What if you had an enemy combatant that you 
wanted to hold for, you know, extensive interrogation, lawful but 
you wanted to hold him? Where would you put that person? 

Attorney General Holder. We have overseas facilities that we 
can make use of for, you know, interrogation and for detention. 

Senator Graham. Well, Bagram, you know, Parwan Prison, I 
would really argue that the Afghan Government cannot become the 
American jailer, and if you caught someone in Somalia, if you took 
them to Afghanistan, that would create a lot of problems for oper- 
ations there. 

The answer, to me — and I have asked Special Forces, “Where 
would you put these people” — I asked Secretary Gates and asked 
Admiral Mullen — “if you caught someone tomorrow in Somalia or 
Yemen, a high-value target, where would you put them?” They say 
they do not have an answer for that because Gitmo is off the table. 

Do you see anytime soon Gitmo being allowed to be used in spe- 
cial cases of high-value targets that were caught in the war on ter- 
ror? 

Attorney General Holder. I do not think that is our intention. 
Our intention is, even given the issues that we have with Congress, 
to try to close that facility and to try to make use of other locations 
that we would have for interrogation, for instance. 

Senator Graham. I just do not believe there are other viable loca- 
tions. We need to think this thing through. There are detainees at 
Bagram Air Base, now Parwan Prison, that are not going to be left 
in Afghan control because they are third-country nationals, and we 
need to find what to do with those detainees, because they are not 
going to be left in Afghanistan because I just do not trust the Af- 
ghan legal system. So I would like to work with you on these 
issues. 

One last point. There is a lot of chatter out there about the use 
of force against bin Laden. Would you agree with me, Mr. Attorney 
General, that given the intelligence about bin Laden, he promised 
never to be captured alive. 

Attorney General Holder. Yes, let me make something very 
clear. The operation in which Osama bin Laden was killed was 
lawful. He was the head of al Qaeda, an organization that had con- 
ducted the attacks of September the 11th. He admitted his involve- 
ment. As you indicate, he said he would not be taken alive. The op- 
eration against bin Laden was justified as an act of national self- 
defense. 

It is lawful to target an enemy commander in the field. We did 
so, for instance, with regard to Yamamoto in World War II when 
he was shot down in an airplane. 

Senator Graham. Absolutely. 

Attorney General Holder. So he was, by my estimation, the esti- 
mation of the Justice Department, a lawful military target. And the 
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operation was conducted in a way that is consistent with our law, 
with our values. 

If he had surrendered, attempted to surrender, I think we should 
obviously have accepted that. But there was no indication that he 
wanted to do that and, therefore, his killing was appropriate. 

Senator Graham. Well, I agree with everything you said. I would 
just like to add one final comment. From a Navy SEAL perspective, 
you had to believe that this guy was a walking lED. 

Attorney General Holder. Exactly. 

Senator Graham. So if I were a Navy SEAL and I made a posi- 
tive ID on this guy, I would want to take him down as far away 
from my teammates as possible. So to those out there who question 
what happened here, the intelligence and the statements from the 
man himself said he would never be taken alive, that he had bombs 
strapped to himself. I think the Navy SEAL team had to believe 
that the moment they encountered bin Laden, whether he raised 
his hands or not — that could be a fake surrender — that they were 
well within their rights, and shooting him as soon as possible prob- 
ably protected everybody, including the SEALs and women and 
children. So I agree with you, Mr. Attorney General. This was an 
operation within the law, and the Navy SEALs acted appropriately, 
and I am proud of the fact that they protected women and children 
at their own detriment. They took time to shield women and chil- 
dren from the helicopter being blown up. They protected the 
women and children the best they could in this firefight. And the 
moment they saw bin Laden, they had to consider him a threat. 
And I could not believe a scenario where you would believe he 
could reliably surrender. 

So I just want to put my two cents’ worth in there, and I look 
forward to working with you on these tough issues. 

Attorney General Holder. I look forward to working with you. 
Senator, but I think you make some very valid points that I think 
people should focus on. It was a kill-or-capture mission. He made 
no attempts to surrender. And I tend to agree with you that even 
if he had, there would be a good basis on the part of those very 
brave Navy SEAL team members to do what they did in order to 
protect themselves and the other people who were in the building. 
They conducted themselves totally appropriately in that the loss of 
life was minimal or as minimized as it could be. Substantial num- 
bers of women and children were not impacted during their entry 
into those buildings, and I am proud of what they did. And I really 
want to emphasize that what they did was entirely lawful and con- 
sistent with our values. 

Senator Graham. I totally agree. Thank you. 

Senator Eranken. Thank you. Senator Graham. 

Mr. Attorney General, since we are on the subject, I just want 
to commend you and your Department and, of course, those troops 
who did an unbelievable job, and everyone who played a role in 
this tremendous operation of bringing bin Laden to justice, so con- 
gratulations and thank you. 

I want to get into contractor fraud, which has been a concern of 
mine for quite a while. I have been long concerned that contractors 
have been getting kind of a free pass after they commit procure- 
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ment fraud. And I asked Lanny Breuer a number of questions 
about this back in January. 

Since then, a report by the Department of Defense confirmed 
some of my suspicions. Over a 3-year period, DOD paid $270 billion 
to more than 91 contractors who were found to be civilly liable for 
contract fraud, and another $10 billion to an additional 120 con- 
tractors who settled civil fraud causes. What is even more astound- 
ing is that 30 contractors who were convicted of criminal fraud 
against the government received another $682 million in contracts 
from DOD after they had been convicted of criminal fraud. 

Now, I understand that your Department is not responsible for 
making debarment decisions, but do you agree that it is just bi- 
zarre that we are awarding billions of dollars in new contracts to 
entities that cannot be trusted? 

Attorney General Holder. It is an interesting question. I know 
that we have to deal with these things, as strange as this might 
sound, on a case-by-case basis. It is sometimes possible that a com- 
pany that has done inappropriate things and has been held civilly 
liable, maybe even criminally liable, has new management and 
they have gotten rid of the people who were responsible for the 
fraud in its previous iteration, and on that basis the Department 
of Defense has made the determination that they can continue to 
do business with the company. 

In the absence of some kind of remedial steps, though, I would 
agree with you that it does not make sense to continue to do busi- 
ness with those who have defrauded the American people. 

Senator Franken. Well, I think there have been cases in which 
they have not changed personnel and that we have just gone right 
back to them. I think that is a good idea that we could be debar- 
ring CEOs or divisions or heads of divisions or heads of depart- 
ments of companies where there have been problems, especially 
where it might not be in our best interest to go after the entire 
company. But I think that we should definitely be encouraging that 
and not goint right back to the same people without requiring a 
change in the people responsible. 

Attorney General Holder. I would agree with you. The notion 
that perhaps there be some presumptions that perhaps can be over- 
come by the changes that a company has made. One of the things 
that I would want to make sure is that the Government agencies 
that are involved have the maximum amount of flexibility so that 
they can take appropriate sanctions when that is necessary, but do 
it in a way that is consistent with serving the interests of the 
American people. 

Senator Franken. Well, I will give you an example. The Depart- 
ment of Health and Human Services recently notified the CEO of 
Forest Laboratories that it intends to specifically exclude him from 
doing business with the government, and I think that would force 
the company to get rid of him, and that follows a large investiga- 
tion and settlement of civil and criminal charges related to the 
sales of antidepressants. And I applaud that approach and think 
we need to go after individual executives more, especially when 
there is evidence that they had knowledge of or encouraged this 
type of misconduct. Unfortunately, though, the tactic of targeting 
specific executives just seems to be very rare, particularly among 
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our largest contracting agencies like the Department of Defense 
and the Department of State, and I fear that most contracting offi- 
cers are simply not equipped to make some of these decisions and 
that we should be relying more on Inspectors General to lead inves- 
tigations and make recommendations. 

What do you think we could do to encourage greater coordination 
between DOJ and the Inspector General community on these 
issues? 

Attorney General Holder. I think we certainly have to commu- 
nicate. I think we do a pretty good job of it now. To the extent that 
there are problems that you have identified, I would certainly want 
to hear about them and see if there are ways in which we can 
change the way in which we communicate with the IGs. We have 
a pretty robust fraud enforcement program — I think a very robust 
fraud enforcement program. It is a priority matter for us, and we 
have had some notable successes, as my written and opening state- 
ment have indicated. It does not mean that we cannot do more and 
that we are not looking for ways in which we can do our job better. 

The IGs I think have particular strengths in that they know 
their agencies better than outsiders are going to know them, and 
I would hope that as they identify conduct that is potentially crimi- 
nal that they are making sure that they refer that information to 
the Justice Department so that we can take appropriate enforce- 
ment actions, whether it is civil or criminal. 

I would also say that with regard to your point about looking at 
individuals, that is something that we have to do. This cannot sim- 
ply be seen as the cost of doing business, that you defraud the 
United States, you pay a big fine, and then you continue to interact 
with the Government and continue to get contracts and no harm 
befalls anybody except maybe the shareholders because this com- 
pany has had to pay the Government a huge amount of money. To 
the extent that we can identify individuals who are responsible for 
these actions, it is my instruction, it is our intent to hold them ac- 
countable, to hold them individually liable for these actions. 

Senator Franken. I think that would incentivize not committing 
fraud. 

Attorney General Holder. Right. 

Senator Franken. Which I think is a good thing. 

Attorney General Holder. Yes. People behind bars tends to stick 
in individuals’ minds as opposed to the notion that my company is 
simply going to have to pay, you know 

Senator Franken. Or I am not even necessarily talking behind 
bars, just career ending. That also catches people’s attention. 

I want to touch on something and then let you go because I am 
the only thing between you and going. It is something that Senator 
Blumenthal talked about — the Sony Playstation and Epsilon data 
breaches, which have shown us all this month how vulnerable our 
private information is online. Among those companies affected by 
the Epsilon breach were several Minnesota companies as well as 
many, many Minnesota customers. 

A few weeks ago, I wrote a letter to Assistant Attorney General 
Lanny Breuer, again, asking if our current anti-hacking laws are 
strong enough to deter hackers. I wanted to really ask about two 
questions. 
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First, does the Department of Justice have any recommendations 
to update or strengthen these anti-hacking laws, including the 
Computer Fraud and Abuse Act within that? 

Attorney General Holder. Senator, what I would like to do is 
maybe get in touch with our experts and ask them that question 
and put something in writing for you with regard to suggestions 
that we might have. 

I will say that with regard to both the Epsilon matter and the 
Sony matter, they are currently under investigation in the Depart- 
ment of Justice. 

Senator Franken. Right, and thank you for that. 

This is a slightly different question, but should those who have 
this data be required to protect the data? Because it is one thing — 
we were talking about anti-hacking, the people that hacked into 
Sony, the people that hacked into Epsilon. There are a lot of third 
parties who have a lot of data that can get hacked into. In updat- 
ing our privacy laws, is there possibly a role to require — and I am 
not sure whether you do this by law or a regulatory function — to 
require them to have a protocol to secure this data in a way that 
cannot be hacked or that is state-of-the-art? 

So, I mean, because if you have all this data and if there is no 
requirement to have a certain level of security, it seems like we are 
inviting hacking. 

Attorney General Holder. As I indicated to Senator Blumenthal, 
I actually think that the idea that you are raising is a good one, 
and maybe there is a way in which this Committee, the Justice De- 
partment, other involved Federal agencies, and industry can get to- 
gether and look at that issue, because I really do think that the 
focus has to be on prevention. That is the way in which you offer 
the maximum protection to consumers, not after the horse is out 
of the barn and where we are doing what we can to enforce the 
laws and hold people responsible, but to prevent people from suf- 
fering the loss of their identities, their financial information. 

And so I would pledge to work with you or any group that you 
put together 

Senator Franken. That would be great. I am Chairman of a new 
Subcommittee on Privacy and Technology and the Law, and I will 
take you up on that. 

Attorney General Holder. Good. 

Senator Franken. OK, and I will let you go. 

Attorney General Holder, I just want to thank you for your time, 
for your testimony, and for your service. We always appreciate 
hearing from you and learning all about what is going on at the 
Department of Justice. Thank you again for being here. 

The record of this hearing will be kept open for a week. This 
meeting stands adjourned. 

Attorney General Holder. Thank you. Senator. 

Senator Franken. Thank you. 

[Whereupon, at 12:06 p.m., the Committee was adjourned.] 

[Questions and answers and submission for the record follow.] 
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QUESTIONS AND ANSWERS 

U.S. Department of Justice 
Office of Legislative Affairs 


Office of the Assistant Attorney General 


Washington, D.C. 20530 


November 2, 2011 


The Honorable Patrick J. Leahy 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Mr. Chairman: 

Enclosed please find responses to questions for the record arising from the appearance of 
Attorney General Eric Holder before the Committee on May 4, 20 1 1 . Please note that responses to 
Questions 37 through 53 were provided to the Committee on July 22, 2011. 

We hope that this information is of assistance to the Committee. Please do not hesitate to call 
upon us if we may be of additional assistance. The Office of Management and Budget has advised us 
that there is no objection to submission of this letter from the perspective of the Administration’s 
program. 


Sincerely, 

/W\ 

Ronald Welch 
Assistant Attorney General 

Enclosure 

cc: The Honorable Charles Grassley 

Ranking Member 
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Questions for the Record 
Attorney General Eric H. Holder, Jr. 
Committee on the Judiciary 
United States Senate 
May 4, 2011 


QUESTIONS POSED BY CHAIRMAN LEAHY 


Collateral Consequences of Crime Study 

1. 1 wrote and Congress passed in 2007 a provision requiring the Department to study 

the collateral consequences of criminal convictions across the country. This means 
consequences like restrictions on jobs and bousing for those convicted of crimes. 
Vermonters have told me that some of these consequences are not related to public 
safety and make it harder for those getting out of jail to become contributing 
members of society. The study, commissioned by the Department and done by the 
American Bar Association, has documented more than 38,000 collateral 
consequences nationally. You have now written to every state Attorney General in 
the country asking each state to review this study and reevaluate its laws and 
policies. 1 am thinking about these issues as I work on reauthorizing the Second 
Chance Act. 

Do you agree with me that it is essential in these times of tight budgets that 
states and the federal government review their policies to make sure we 
maximize the chance that those convicted of crimes will not return to crime 
and jail and instead will become contributing members of society? 

Response: 

Yes. The ABA study provides an excellent opportunity for states - and the federal 
government - to examine policies that may serve as barriers to successful reentry. As you know, 
in January of this year the Attorney General convened the interagency Reentry Council. The 
purpose of this group is to bring together federal agencies to make communities safer, assist 
those returning from prison and jail in becoming productive, tax -paying citizens, and save 
taxpayer dollars by lowering the direct and collateral costs of incarceration. The Council also 
empowered staff - now representing 1 8 federal departments and agencies - to work towards a 
number of goals. The Council’s most recent meeting occurred on September 27, 201 1 . 

In the short term. Reentry Council agencies are working together on a number of issues 
including: juvenile reentry, barriers to employment and access to benefits, and enhanced 
coordination of federal resources and efforts. Importantly, we are currently forming a new 
working group to examine the federal collateral consequences of a felony conviction. We have 
also developed a set of “Reentry MythBusters” to clarify federal policy on a number of issues, 
such as access to public housing and federal benefits, federal bonding for employers, parental 
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rights, and many others. These materials are availabie at 

http://www.nationalreentrvresourcecenter.ore/reentrv-council-meetinB. and more will be 
available soon. 


State Secrets 


2. You announced a new policy on the use of the state secrets privilege in September 
2009. That policy incorporated some elements of a bill I introduced, the State 
Secrets Protection Act, but did not go as far as I would have liked. 1 believe that the 
government should be required to show significant evidence to a judge when seeking 
to assert the privilege. Otherwise, the decision to assert the privilege lies solely in the 
hands of the Executive Branch. 

Neither the report you submitted to me last Friday on use of the privilege— stating 
that the Department has asserted the privilege only twice since September 2009— 
nor the letter you send me last night with some additional detail, contained basic 
information about the number of state secret cases. 

A. Your task force reviewed all pending cases and determined that all assertions 
of the state secret privilege were valid. How many pending cases did the task 
force review? 

Response: 


Because some of the matters reviewed by the state secrets task force involved classified 
information and were litigated under seal, it would not be appropriate for the Department to 
indicate the precise number of such matters reviewed. 

B. Did you personally review each of these prior pending cases? Or did you 

only personally review the two cases in which the privilege was asserted since 
September 2009? 

Response: 

In 2009, the Attorney General established a Departmental Task Force, comprised of 
senior lawyers from the Department's leadership offices as well as career Department lawyers 
with experience in litigating cases in which the state secrets privilege had been invoked, to 
analyze how the privilege had been invoked in pending cases. For each pending case, the Task 
Force reviewed all key pleadings and relevant case law, as well as classified declarations from 
agency heads and others submitted in support of the privilege, and interviewed Department 
counsel litigating the case. The Task Force then evaluated all of the cases as a group to assess 
the privilege assertions on a comparative basis before coming to rest on an analysis and 
recommendation for each case. For each of the cases reviewed, the Task Force concluded that 
the risk to national security was sufficiently grave, and the evidentiary submission made to the 
court to support the privilege was sufficiently strong, that invocation of the privilege was 
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warranted and should be maintained. At the conclusion of that process, members of the Task 
Force briefed the Attorney General on the conclusions as to each case, as well as on its 
recommendations concerning changes to the procedures by which privilege assertions are 
invoked. For the two cases referenced in the Report with privilege assertions under the 
September 2009 policy, the Attorney General gave personal approval as provided in the policy. 


Mortgage/Foreclosure Fraud 

3. As the result of the housing market’s collapse, millions of Americans have lost, or 
will lose their homes to foreclosure. I feel very strongly that as lenders repossess 
homes to put back on the market, homeowners in foreclosure must be treated fairly 
and honestly in this process. There is pervasive evidence that the opposite is 
occurring in the rush by lenders to foreclose. 

1 am especially concerned by reports of widespread abuses by servicers, the 
foreclosure mills that assist them, and lenders. Bankruptcy and state court 
decisions have outlined these problems in great detail. I am not alone in my fear 
that we are seeing a substantial fraud on the courts carried out through the use of 
forged or fraudulent documents, inaccurate accounting, and serious assignment of 
title issues. 1 appreciate that the Department is leading an interagency effort to 
combat mortgage fraud, and I encourage continued vigilance in this work. 

A. Is mortgage servicer fraud in the foreclosure process something the Task 
Force is looking at? 

Response: 

Yes. Members of the Financial Fraud Enforcement Task Force (FFETF), including the 
Department of Justice (Department or DOJ), the Department of Housing and Urban 
Development, the Department of the Treasury, the Federal Trade Commission, federal 
regulators, state attorneys general, and others, are working together to examine the mortgage 
servicing problems and to ensure the full resources of the federal and state regulatory and 
enforcement authorities are brought to bear in addressing the issue with a coordinated response. 
This process is ongoing, and at this time we cannot provide specifics of what the outcome will 
be. While we cannot discuss any ongoing investigations or the substance of negotiations related 
to potential resolutions, the Department conducts each investigation, charging decision, or 
resolution, whether large or small in scale, based on the facts and interests of justice. 

B. What specific steps are being taken by the Department to address fraudulent 
documentation and other problems in the foreclosure process? 


Response: 

As noted above, members of the FFETF are focused on a wide array of problems in the 
mortgage servicing industry. 
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C. Would the Department like to see Congress consider additional legal tools to 
help you ensure that homeowners in foreclosure are not victimized by 
fraudulent conduct? 

Response: 

There are numerous and broad enforcement statutes and provisions, including criminal, 
civil, and regulatory tools, that can be used to address potential fraudulent and improper 
conduct. While the Department believes that these tools are sufficient to address the fraudulent 
conduct at issue here, we are always open to a constructive dialogue with Congress about ways 
to improve fraud enforcement. 


Hate Crimes 


4. After more than a decade, Congress finally passed the Matthew Shepard and James 
Byrd, Jr. Hate Crimes Prevention Act, which the President signed in October 2009. I 
am proud that Congress came together in a bipartisan fashion to show that violence 
against members of any group because of who they are will not be tolerated in this 
country. 

The tragic deaths of Matthew Shepard and James Byrd, Jr. highlighted the need for 
this law. In recent years, many cases have raised new concerns about the growing 
violence against other groups including Latinos and immigrants. 

Just last month, a federal grand jury returned an indictment charging two 
Arkansas men with one count of conspiracy and five counts of violating the new 
hate crimes law. The indictment alleges that the defendants yelled anti-Latino 
epithets at the victims while they were at a gas station parking lot. When the 
victims drove away, the defendants chased after them in a separate vehicle. 
Eventually the defendants caught up to the victims’ car and repeatedly rammed 
their truck into it, causing the victims’ car to go off the road, overturn and ignite. 

A. In what other cases has the Department been able to apply the Matthew 
Shepard and James Byrd Jr. Hate Crimes Prevention Act? 


Response: 

The Department has indicted four cases under the Matthew Shepard and James Byrd, Jr. 
Hate Crimes Prevention Act. The first case indicted under the Act involved an incident in New 
Mexico in which the defendants abused a Native American man with developmental disabilities. 
All three defendants have pleaded guilty to federal hate crime charges. See United States v. 
Beebe, et al. (D.N.M.). The Department also charged a defendant under the Act in the attempted 
bombing of the Martin Luther King Jr. Unity March in Spokane, Washington on January 17, 
2011. The indictment alleges that the defendant planted and attempted to use an improvised 
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explosive device on the comer of Main and Washington Streets in Spokane during the march, 
because of the actual or perceived race, color or national origin of participants. See United States 
V. Kevin Harpham (E.D. Wash). That case is scheduled for trial in September 2011. 

The third case indicted under the Act is the Arkansas incident referenced in your 
question. In May, the Department secured convictions under the Act of the two defendants 
responsible for this horrific incident. They were the first two defendants convicted under the 
Act. See United States v. Popejoy and Maybee (W.D. Ark). Finally, the Department successfully 
prosecuted a defendant in Minneapolis for assaulting an 83-year-old Somali man because the 
Defendant believed he was Muslim and Somali. The Defendant pleaded guilty on August 10, 
2011. See United Slates v. Thompson (D. Minn.). 

In the aftermath of the attempted bombing of the Martin Luther King, Jr. Unity March in 
Spokane, Washington, on January 17, 201 1, the Community Relations Service met with regional 
and local civil rights organizations, a human rights commission, and local law enforcement 
representatives. In April 2011, CRS offered training, participated in contingency plaiming with 
all parties, and monitored a special march and rally in Spokane in response to the bomb that was 
left along a parade route on Martin Luther King Day. The march and rally were also in response 
to the 40-year anniversary of Martin Luther King Jr.’s assassination on April 4. 

With the passage of the Matthew Shepard and James Byrd, Jr. Hate Crimes Prevention 
Act in 2009, the Community Relations Service (CRS) has worked with communities across the 
country to employ strategies to prevent and respond to alleged violent hate crimes committed on 
the basis of actual or perceived race, color, national origin, gender, gender identity, sexual 
orientation, religion, or disability. 

B. What has the Department done, and what else needs to be done, to 

implement these hate crimes measures designed to help law enforcement 
curb the alarming trend of attacks based on ethnicity, race, sexual 
orientation, and other forms of bias? 

Response: 

Bias-motivated crimes victimize individuals and entire communities. Hate crimes must 
be prevented and those who commit them punished to the full extent of the law. Prosecuting 
those persons responsible for committing these crimes has been at the core of the Department’s 
mission since 1957, when the Civil Rights Division was created. 

The Matthew Shepard and James Byrd, Jr. Hate Crimes Prevention Act of 2009 
strengthened the Department’s ability to prosecute hate crimes at the federal level. The 
Department has opened over 100 matters under the Act and has already indicted four cases under 
the new statute. As discussed in Part A of this question, in May, the first two defendants were 
convicted under the statute for their role in ramming their truck into a car occupied by five 
Hispanic men, which forced the car off the road, causing it to crash and bum. 
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In addition to prosecuting hate crimes under the new Act, the Department has organized 
training conferences throughout the country at which over a thousand law enforcement officers 
and community stakeholders have been trained on the law, its implementation and the 
identification, investigation and prosecution of hate crimes. The Civil Rights Division has taken 
the lead in training Assistant U.S. Attorneys and FBI agents regarding the requirements of the 
new law. In February 2010, approximately 100 Department attorneys received training on the 
new law at the Department’s National Advocacy Center. Also, a video devoted exclusively to 
issues presented by the law is available to all Department personnel. The Department is working 
with the FBI to ensure that federal, state, and local law enforcement officers are trained on the 
law as well. As a result of this outreach, we are fostering collaboration and cooperation among 
state, local, tribal and federal law enforcement officials that will enhance our efforts to combat 
hate crimes throughout the nation. 

The Department’s Community Relations Service works with conununity leaders, 
students, law enforcement officials, and government leaders who have embraced the challenge of 
making communities stronger, fairer, and freer by helping them develop local capacity to work 
together to address discrimination and prevent hate crimes. Beginning in 2010, CRS sharpened 
its focus on serving Indian tribes and responding to allegations of discrimination and the 
potential for violence against Arab American, Muslim American, and Sikh American 
communities. With the passage of the Matthew Shepard and James Byrd, Jr. Hate Crimes 
Prevention Act, CRS is now able to work with communities to employ strategies to prevent and 
respond to alleged violent hate crimes committed on the basis of actual or perceived race, color, 
national origin, gender, gender identity, sexual orientation, religion, or disability. 

CRS continues to increase its efforts to serve Indian tribes in a manner consistent with the 
govemment-to-govemment relationship between the United States and sovereign Indian tribes. 

In 2010, tribal leaders asked CRS to work with their representatives to facilitate dialogue 
between a tribal nation and officials from bordering cities to address alleged disparate treatment 
and discrimination on the basis of race and national origin. 

CRS continues to work with local religious leaders to address allegations of 
discrimination and concerns about faith-based violence. Houses of worship targeted for hate 
graffiti and desecration create a real sense of fear in those communities, and CRS has worked 
with Jewish, Muslim, Christian, Hindu, and Sikh leaders to develop relationships with other 
community leaders, law enforcement, and local goverrunent officials to foster improved 
communication and cooperation. 

CRS has strengthened relationships with civil rights groups addressing discrimination on 
the basis of race, color, and national origin and built new relationships with groups working with 
communities that may be targeted for violent hate crimes on the basis of gender, gender identity, 
sexual orientation, religion, or disability. CRS helped to facilitate dialogue between law 
enforcement officials and leaders from gay, lesbian, bisexual, and transgender civil rights 
organizations in the aftermath of an alleged violent hate crime, which led to the development of a 
sustainable communication structure to help prevent and respond more effectively to violent hate 
crimes. In the aftermath of allegations of excessive use of force and biased-based policing, CRS 
further strengthened its long-standing relationships with civil rights groups representing African 
Americans and Latinos to rebuild trust and confidence in law enforcement and local government. 
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QUESTIONS POSED BY SENATOR SCHUMER 


5. As you know, the Bureau of Prisons oversees more than 209,000 Federal Inmates. 

This population has grown by over 45 percent over the past decade, while space and 
staffing has failed to keep pace. Indeed, today Federal prisons are overcrowded by 
45 percent of their rated capacity, and the inmate-to-staff ratio increasing by 50 
percent. This is truly a recipe for tragedy. 

Regrettably, the April report released by the GAO (Bureau of Prisons: Evaluating 
the Impact of Protective Equipment Could Help Enhance Officer Safety, GAO-1 1- 
410) showed a 43 percent increase in assaults on our federal prison officers over the 
last decade. That increase is nearly identical to the population growth over the 
same time period. Moreover, the report included nnderstaffing and overcrowding 
as two of the five factors most impacting officer safety. However, even as 
understaffing of these facilities reaches critical levels, and assaults on prison officers 
increases - a recent FOl A request reveals the increasing allocation of bonuses for 
BOP management personnel - more than doubling from 2005 to 2008. 

With BOP Director Lappin’s recent resignation, 1 ask you to commit to 
closely examining these issues as you find a suitable replacement. Can you 
make that commitment? 


Response : 

Managing crowding within the Federal Bureau of Prisons (BOP), fully staffing existing 
positions, adding new bedspace capacity, and adding new positions to support that capacity has 
been a high priority in recent years, and will remain so for the foreseeable futiure. 

System-wide, the BOP is operating at 38 percent over its rated capacity. Crowding is of 
special concern at higher security facilities - with 53 percent overcrowding at high security 
facilities and 47 percent at medium security facilities. 

To help safely manage the increasing federal inmate population, the President’s total FY 
201 1 budget request for the BOP was $6,804 billion, which included half-year funding to fill 
1,200 vacant correctional worker positions and activation funds for Federal Correctional 
Institution (FCI) Berlin, NH, as well as the purchase and renovation of the Thomson Correctional 
Center, IL. Unfortunately, the enacted budget was $6,394 billion, causing the BOP to fall short 
of its goals. The President’s total FY 2012 budget request for the BOP is $6,824 billion, which 
includes a 1,768 increase in staffing and funds to begin the activation process of FCI Berlin, FCI 
Mendota, CA and FCI Aliceville, AL. 

While we are optimistic about the impact recent staffing increases will have upon staff 
safety, there remains a continued focus upon achieving and maintaining adequate staffing levels 
to ensure the safety and security of all BOP staff. 
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6. The GAO report (GAO-11-410) gauged the opinions of corrections officers, union 
officials, and BOP management officials on several items of safety equipment used 
in slate correction facilities. It found that corrections officers and BOP 
management held vastly differing opinions in the effectiveness of that equipment. 
Additionally, the report recommend that the BOP collect increased data on the 
assault of federal corrections ofiicers to evaluate the impact of equipment which it 
already provides or could provide to enhance protection. 

A. The report asserts that the BOP concurred with its recommendation and will 
conduct an evaluative study of protective equipment; can you confirm the 
implementation of this study, and provide a timeline for completion? 

Response: 

The BOP is consulting with the National Institute of Justice (NIJ) and National Institution 
of Corrections (NIC) to ensure the study design appropriately measures safety equipment used 
by correctional officers. Currently in the design phase, completion of this study is anticipated for 
June 30, 2012. 

B. Can you confirm that such a study would move beyond the opinions 
provided in the GAO report and rely on data? 

Response: 


The BOP will perform the study with the assistance of NIJ and NIC. 

The BOP’s Office of Research and Evaluation (ORE) will use data on significant 
incidents recorded in the BOP’s significant incident reporting system (TRUINTEL) to analyze 
the effectiveness of equipment in controlling violently disruptive inmates and protecting staff 
from injury. TRUINTEL records the date of serious assaults, type of incident, use of less lethal 
weapons (e.g., pepper spray), staff injury, and the number of inmates involved, among other 
important data. 

ORE will analyze critical variables in TRUINTEL to answer questions about the type and 
frequency of less lethal weapons use in various types of incidents. Additionally, ORE will use 
the data file to evaluate equipment effectiveness in returning order to the facility and protecting 
staff from injury. ORE’s analysis will identify data deficiencies for the purpose of monitoring 
equipment effectiveness, and recommend needed enhancements to current incident reporting 
systems. Both the NIJ and NIC will be consulted regarding the appropriate research designs. 

7. In questions I previously submitted regarding the safety of federal prisons, your 

Department mentioned that you had “recently formed a Sentencing and Corrections 
Workgroup to make recommendations for addressing the critical challenges facing 
the federal prison system among other issues.” 
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What is the status of this workgroup - has it submitted recommendations? 
Has the Department implemented any such implementations? 


Response: 

The federal prison system faces many challenges. The continued growth of the inmate 
population during this austere budget period strains correctional and other law enforcement 
resources, and the burgeoning prison population limits the ability of corrections officials to 
provide drug treatment, job skills training, and other program and treatment services that are 
necessary for minimizing recidivism and promoting public safety. 

For all these and many other reasons, the Sentencing and Corrections Working Group 
undertook a thorough review of federal sentencing and corrections policies, with an eye toward 
possible reform. For many years. Congress and the Department have been working on reentry 
issues and improving reentry at the state and federal level. The passage of the Second Chance 
Act during the Bush Administration was an important step and helped to shape prisoner reentry 
as a national priority. But our Working Group efforts revealed that at the federi level, much 
more can and should be done. The Working Group concluded that offender reentry strategies 
have the potential to reduce crime substantially. Focusing on reentry programs that have the 
potential not only to reduce the recidivism rate but to improve public safety and reduce total 
criminal justice spending, the Working Group developed recommendations for reform. 

As a result, on October 8, 2010, the Department launched Project Reentry. Project 
Reentry focuses federal resources on increasing public safety and maximizing the efficient use of 
public safety dollars to reduce reoffending of released offenders. Modeled on Project Safe 
Neighborhoods, Project Reentry has three major components: (a) coordination and plaiming; (b) 
data generation and evidence analysis; and (c) policy change. 

With respect to coordination, the Department has convened an interagency Reentry 
Council to improve coordination among the myriad federal departments and subcomponents 
focused on state, local, tribal, and federal reentry issues. This Council will track developing 
reentry-related research and legislation and help to ensure that resources devoted to reentry are 
used wisely and efficiently. A separate working group will meet regularly with the federal 
judiciary and the U.S. Sentencing Commission to coordinate the work between the Department 
of Justice and the Judicial Branch. This group also will work with the Judicial Conference, 
emphasizing the importance of reentry investment for federal offenders that begins with 
incarceration and runs through post-release supervision. 

In addition, the Administration has submitted legislation to revise statutes governing 
federal iiunate good time credit and credit for participating in recidivism-reducing programs. 
Enacting these proposals will help to reduce reoffending, promote effective prisoner reentry, 
manage the federal offender population, and control the federal prison population. 
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Other steps that will be part of Project Reentry include: 

As part of the Department’s Project Reentry activities, the Department has finalized a 
comprehensive U.S. Attorney “toolkit” focused on reentry for nationwide distribution. This 
toolkit is designed to support ongoing efforts by federal courts around the country to experiment 
with reentry courts and other mechanisms to improve prisoner reentry. 

The Sentencing and Corrections Working Group took on other issues beyond reentry. 
You can find a full rundown of these issues and the progress of the Working Group in a recent 
article authored by Assistant Attorney General Lanny Breuer in the Federal Sentencing Reporter, 
“The Attorney General’s Sentencing and Corrections Working Group: A Progress Report”, 
Federal Sentencing Reporter, Vol. 23, No. 2, pp.l 10-114. 


8. In a recent opinion piece, the President stated that that NICS Improvement 

Amendments Act of 2007 which sought to strengthen our gun check system “hasn’t 
been properly implemented.” Representative McCarthy and 1 worked long and 
hard to pass this legislation through Congress after the tragedy at Virpnia Tech. 
This act included among other provisions, a requirement that all federal agencies 
provide any record of persons prohibited from purchasing firearms to the FBI. 
Tucson gunman Jared Loughner, was rejected by the Army due to his admitted 
drug use. Under the NICS Improvement Amendments Act - now federal law - it 
seems to me that such information could have been sent to the NICS. 

However, according to press accounts, a policy enacted by former-Attomey General 
Janet Reno directed federal agencies not to report to the FBI for inclusion in the 
NICS failures on “voluntary” drug tests, including tests taken by persons seeking 
federal jobs or seeking to enlist in the military. That directive seems to contradict 
the NICS Improvement Amendments Act, but apparently the policy remains in 
place at most federal agencies. Unfortunately, FBI information reveals very few 
federal agencies reporting any information at all to the NICS. 

A. Attorney General Holder, would you agree that the Reno memo is 
superseded by the more recent statute? 

Response: 

The NICS Improvement Amendments Act of 2007 (NIAA) did not alter the discretion 
provided to the Attorney General by the Brady Handgun Violence Prevention Act of 1993 to 
obtain information from federal agencies that demonstrates a firearms prohibition under the Gun 
Control Act of 1968. As a result, the NIAA did not automatically supersede the policy decisions 
made by Attorney General Reno in 1998 concerning federal drug test information and the NICS. 

B. What has the Department done to let the military and other federal agencies 
know that you want the names of known drug abusers and other prohibited 
purchasers so we can keep them from getting guns? 
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Response: 


The Department has engaged in extensive outreach with other federal agencies to 
communicate the information-sharing requirements of the Brady Act, as amended by the NICS 
Improvement Amendments Act (NIAA), and to provide any necessary technical assistance. 

After passage of the NIAA in 2008, the Department hosted two widely-attended interagency 
meetings to introduce the requirements of the NIAA and to provide ftuther information on the 
Gun Control Act and the categories of persons prohibited from possessing firearms. Those 
meetings were followed by approximately ten smaller group and individual agency meetings 
throughout 2009 and 2010. In addition, at the end of 2008 and beginning of 2009, the 
Department sent individual letters to every federal agency, again providing information on 
persons prohibited from possessing firearms and requesting assistance in ensuring that all 
relevant information is provided to the NICS. These letters also asked for a point of contact with 
whom the Department could communicate further. ITie Department then sent surveys to alt of 
the provided federal agency points of contact to ascertain whether their agencies created records 
relevant to the firearms background check system. Since then, the Department has engaged in 
extensive outreach with individual federal agencies to follow up on their survey responses. Most 
recently, on April 22, 201 1 , the Department sent a follow up letter to the agencies that have not 
yet provided a point of contact or completed a survey. The Department will continue to engage 
in outreach and to provide technical assistance to encourage federal agencies to share relevant 
information with the NICS. 

C. Given that the President has stated the NICS Improvement Amendments Act 
“hasn’t been properly implemented,” your Department’s stated commitment 
to strengthening our gun check system, and Loughner’s ability to purchase a 
firearm even after admitting to the federal government of his drug abuse, 
will you examine the implementation of NICS Improvements Amendments 
Act to ensure it is serving its intended purpose? 

Response: 

Yes. The Department continues to work with our federal and state partners to increase 
the availability of relevant federal and state records for the firearm background check process. 


9. Since January, 29 police officers have been killed which amounts to an increase in 
fatal police shootings of more than SO percent over last year. Of the 29 officers 
fatally shot this year, at least 20 were killed by individuals who were actually barred 
by federal law from possessing guns. 

A. Do you support broader use of the federal background check system to 
prevent such violence? 
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RespoBse: 

The fact that prohibited persons can completely avoid the federal background check 
system altogether is a significant gap in our ability to keep guns out of the hands of dangerous 
persons. Any serious legislative attempt to improve the way the system works should examine 
whether to extend the background check requirement to more firearms transfers. 

B. How are the Department’s public safety responsibilities impacted by the 
loophole in law that allows a person to buy a gun from a private seller with 
no background check? 

Response: 

Whenever criminals or other persons prohibited by law from possessing firearms are able 
to acquire guns - from whatever source - it has an adverse effect on public safety. 


10. As you know, I am the lead sponsors of the Fix Gun Checks Act. I believe it 

provides common sense ways to ensure dangerous people cannot purchase guns — 
first, by making sure all these names are in the NICS database and second, by 
requiring virtually everyone goes through the background check system. 

Do you agree that this is a common sense approach to ensuring dangerous 
people can’t access guns? 


Response: 


We share your commitment to keeping firearms out of the hands of criminals and others 
who are prohibited by law from possessing them. Although the Department is aware of the Fix 
Gun Checks Act, we have not yet taken a position on it. 
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QUESTIONS POSED BY SENATOR WHITEHOUSE 


11. With gas prices in Rhode Island and across the country approaching or exceeding 
$4 per gallon, we need to make sure we are doing everything we can to ease the 
burden on consumers at the pump. 1 was pleased to see that you recently appointed 
an Oil and Gas Price Fraud Working Group to look into illegal activity in the 
energy markets. I hope the Working Group, and the Department, will ensure that 
fraud, collusion, and manipulation, do not contribute to price-gouging in this 
essential market. 

A. Please provide an update on the Working Group’s progress, and the timeline 
for completion of its work. 

Response: 

In April 201 1, the Attorney General, in his role as the Chair of the Financial Fraud 
Enforcement Task Force, convened a new working group to pursue a comprehensive approach in 
monitoring and sharing information about the oil and gas markets, to determine whether or not 
there is evidence of unlawful activity or violations of regulations, and to take the appropriate 
action if wrongdoing has occurred. This new working group, the Oil and Gas Price Fraud 
Working Group, is led by regulators and authorities with a long history of expertise and 
enforcement in this area, including the Commodity Futures Trading Commission, the Federal 
Trade Commission, and the state attorneys general, as well as federal partners from the 
Departments of Agriculture, Energy, and Treasury, the Securities and Exchange Commission, 
and the Federal Reserve. This Working Group enables Task Force members to formalize 
collaborative efforts, share current oversight activities, avoid duplication, and combine resources 
and expertise. This collaborative effort also enables us to more effectively evaluate forthcoming 
market developments, so that any instances of suspected illegal activity can be pursued quickly. 
The Working Group also will foster increased cooperation between investigators and regulators, 
so that, where appropriate, we can vigorously enforce state and federal laws against fraud, 
collusion, manipulation, and other forms of wrongdoing. Since its inception, the full working 
group has held meetings to further these goals and convened more targeted sub-groups to focus 
on specific issues. Although the Working Group is newly formed, it is already demonstrating 
that the members are more effective in this area when working together. While we cannot 
discuss any specific investigations or potential enforcement matters, the Working Group’s efforts 
to share information, combine resources and expertise, and work collaboratively to address 
potential unlawful activity are progressing. This effort is ongoing and at this time there is no 
completion date. 

B. Do the Working Group and Department have sufficient resources to identify 
and prosecute misconduct in the energy markets? 
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Response: 

The Department and our partner members in the Working Group are well positioned, due 
to strong coordination and communication, to eflectively fulfill their enforcement and oversight 
authority and address misconduct, should it be detected, in the oil and gas markets. 

C. Does the Department need new statutory tools to deter and eliminate fraud 
or price-gouging in the gas markets? 


Response: 

There are numerous state and federal enforcement statutes and provisions, including 
criminal, civil, and regulatory tools that can be used to address improper conduct in this area. 
While the Department believes that these combined tools are sufficient, we are always open to a 
constructive dialogue with Congress about ways to improve enforcement, protect consumers, and 
ensure the integrity of our markets. 


12. Unfortunately, because of rising healthcare costs, some are urging us to do away 
with Medicare as we know it. The House of Representatives recently passed a 
Republican Budget, which proposes privatizing Medicare and requiring seniors to 
pay the majority of their health expenses with their own money. Estimates suggest 
that this proposal would end up forcing a typical, 65 year-old senior to pay on 
average $12,500 each year in out-of-pocket expenses starting in 2022. In my home 
state of Rhode Island, where the average senior only gets about $13,600 per year 
from Social Security, that would be an exercise in poverty creation. I believe we can 
protect and strengthen Medicare for our seniors, in part by making sure we do not 
lose Medicare dollars to fraud and abuse. Last year, I worked on bipartisan 
Medicare fraud-fighting legislation that was signed into law as part of the Small 
Business Jobs Act. The law requires Medicare to adopt state-of-the-art technology - 
predictive modeling systems currently used by the credit card and banking 
industries - to identify fraudulent claims and billing patterns before taxpayer funds 
are spent. 

A. Please provide an update on the scope of the threat to Medicare’s finances 

from fraud and the success of the Department’s Medicare fraud prosecutions 
to date. 

Response: 

We do not know for certain how much taxpayer money is lost to health care fraud, waste, 
and abuse. Various estimates - none of which is based on scientific data collection procedures 
or has been verified - have been generated by public and private sources. ITie National Health 
Care Anti-Fraud Association (NHCAA) has estimated that “3% of all health care spending - or 
approximately $78 billion ~ is lost to health care fraud” or, more likely, may be lost to some 
combination of fraud, waste and abuse. This figure represents 3% of the total $2.6 trillion spent 
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on health care from all sources - private, government, and consumers - in 2010. Medicare 
accounted for $534 billion of total health care expenditures. Therefore, using the NHCAA’s 3% 
estimate, possibly as much as $16 billion of Medicare money may have been lost to fraud, waste 
and abuse last year. 

The joint enforcement and prevention efforts of the Departments of Justice and Health 
and Human Services since Attorney General Holder and Secretary Sebelius announced the 
HEAT Initiative in May 2009 have produced the best two years on record with regard to health 
care fraud recoveries and prosecutions. In fiscal year 201 0, federal health care fraud 
enforcement efforts recovered and transferred more than $4 billion to the Centers for Medicare 
and Medicaid Services (CMS), U.S. Treasury, other Federal agencies administering health care 
programs, and to private persons. This is the highest annual amount ever recovered from health 
care fraudsters and represents an increase of $1 .47 billion, or 57 percent, over the previous 
record of $2.55 billion in recoveries and transfers to victim health care programs in FY 2009. 
Furthermore, a record high total of 931 defendants were charged with health care fraud 
violations during FY 2010, a 16% increase over the prior fiscal year. Another record high total 
of 726 health care fraud defendants were convicted of health care fraud related offenses last year 
- a 23 percent increase over the previous high number of health care fraud convictions. Most of 
the defendants charged and convicted were involved in schemes targeting Medicare, Medicaid 
and other government-sponsored health care programs. 

We are continuing to aggressively prosecute Medicare fraud in the current fiscal year. 

On February 17, 2011, a takedown involving the largest number of defendants in U.S. history, 
Medieare Fraud Strike Force teams arrested and unsealed charges against 1 14 defendants who 
are responsible for over $240 million in fraudulent billings to Medicare and other health care 
programs. We also expanded the number of Medicare Fraud Strike Force sites from seven to 
nine, adding Chicago and Dallas in February 2011. On September 7, 2011, Strike Force teams 
coordinated our latest national takedown in eight cities that resulted in charges against 91 
defendants for their participation in Medicare fraud schemes involving approximately $295 
million in false billing - this was the largest amount of false Medicare billings in a single 
takedown in Strike Force history. 

The President’s budget request for FY 2012 seeks an additional $63 million in 
discretionary funding to continue to expand the number of Strike Force sites and teams to 
combat criminal health care fraud schemes and the Department's civil enforcement efforts 
targeting violations of the False Claims Act, Food, Drug and Cosmetic Act, and Anti-Kickback 
Act. 


B. Is the Department of Justice working with counterparts at the Department of 
Health and Human Services to use the predictive modeling systems required 
by law to limit Medicare fraud, in order to protect the program’s finances 
and ensure its continued viability for our seniors? 
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Response: 


The Small Business Jobs Act of 2010 provided $100 million to HHS’s Centers for 
Medicare and Medicaid Services (CMS), beginning in FY 201 1, for CMS to phase-in the 
implementation of predictive analytics in Medicare fee-for-service (FFS), Medicaid, and 
Children’s Health Insurance Program (CHIP) over the next four years. In December 2010, the 
CMS Center for Program Integrity (CPI) issued a Request for Information asking vendors to 
identify their capabilities in the areas of provider screening/enrollment and data integration. 

CMS is in the process of reviewing the responses and will incorporate innovative ideas into a 
strategy for integrated, automated, providers screening and data integration. The Act mandates 
that the Secretary shall require the contractors selected by CMS to conunence using predictive 
analytics technologies on July 1, 201 1, in the 10 States identified by the Secretary as having the 
highest risk of waste, fraud, or abuse in the Medicare fee-for-service program. CMS applied the 
predictive analytics technology to Medicare FFS claims nationwide on July 1 , 20 1 1 . All FFS claims 
across the country are now being screened before they are paid and the ones that receive the highest 
risk scores will receive additional review to examine the conduct that produced the high-risk score. 
CMS then will consider a wide variety of appropriate actions, including claim denial, payment 
suspension or revocation, as well as referral to law enforcement. While the Act does not require the 
Secretary to consult with the Attorney General in implementing, contracting, or administering 
the predictive modeling activities, the CPI Director has briefed numerous DOJ officials on the 
agency’s implementation efforts in early March 201 1 and made a short presentation to the 
membership of the interagency Health Care Fraud Prevention and Enforcement Action (HEAT) 
Team in mid-March 2011. As part of HEAT, HHS representatives continue to work with DOJ 
and HHS Office of Inspector General staff members on a variety of data sharing issues. We 
expect additional dialogue on the agency’s efforts to administer predictive modeling in the near 
future, especially with regard to identifying fraudulent providers that may be appropriate 
referrals for investigation and possible prosecution. 

HHS, including CMS and Office of Inspector General, and DOJ have participated in 
collaborative working sessions to discuss strategies for improving CMS’ Fraud Prevention 
System (FPS). CMS met with DOJ officials on July 29, 201 1, to review the FPS and discuss the 
first alerts generated by the system. The group also discussed early plans to establish a command 
center for responding rapidly to cases of likely fraud and emerging fraud schemes. CMS 
reconvened with DOJ and FBI on September 26, 201 1, in the interim command center to review 
in greater detail the updated functionalities and future capabilities of the Fraud Prevention 
System. CPI presented some of the new models under development and received input from DOJ 
and FBI on improvements to the models. The group also addressed recent examples of egregious 
fraud to begin building a unified interagency strategy for responding to such extreme alerts. 


13. The recent financial crisis has done great harm to the American people. Thousands 
of families in Rhode Island and elsewhere have lost their homes, jobs, or retirement 
savings as a consequence of this crisis. The Financial Crisis Inquiry Commission 
recently released its report on the causes of the crisis. It found that there were 
“stunning instances of governance breakdown and irresponsibility” in several major 
financial institutions, and concluded that the crisis resulted from “a systemic 
breakdown in accountability and ethics.” The Commission wrote that “we clearly 
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believe tbe crisis was a result of human mistakes, misjudgments, and misdeeds” and 
“that specific firms and individuals acted irresponsibly.” In light of this, 1 have 
been surprised at the paucity of major prosecutions stemming from this crisis. Are 
there obstacles to holding wrongdoers in tbe financial crisis accountable? Is there a 
need for additional resources or more robust statutory tools to prosecute this type of 
conduct? 

Response: 

The Department has devoted, and continues to devote, significant resources to the 
investigation of the conduct at financial institutions across the country that may have contributed 
to the financial crisis. These investigations are complex and resource intensive, and involve 
numerous witnesses, including overseas witnesses, voluminous amounts of documents, and 
complex accounting issues. Notvwthstanding these challenges, the Department is committed to 
prosecuting wrongdoing by financial service firm executives where there is clear evidence of 
wrongdoing. The recent successful conviction of Lee Bentley Farkas, the former Chairman of 
Taylor, Bean & Whitaker (one of the largest privately held mortgage lending companies in the 
United States in 2009), who was convicted for a $2.9 billion fraud scheme that contributed to the 
failure of Colonial Bank (one of the 25 largest U.S. banks in 2009), is indicative of the 
Department’s efforts. 


14. What is the Department’s current standard for prosecution of medical marijuana 
cases? In particular, what is the standard with respect to medical marijuana 
compassion centers sanctioned by state law? 

Response: 


The Department of Justice is committed to the enforcement of the Controlled Substances 
Act in all States. Congress has determined that marijuana is a dangerous drug, and the 
distribution and sale of marijuana is a serious crime that provides a significant source of revenue 
to criminal enterprises, gangs, and cartels. The prosecution of individuals and organizations 
involved in the trade of any illegal drugs, including marijuana, and the disruption of drug 
trafficking organizations is a core priority of the Department. This core priority includes 
prosecution of business enterprises that unlawfully cultivate and sell marijuana, even if such 
activities are permitted under state law. However, the Department has recognized that it is likely 
not an efficient use of federal resources to focus enforcement efforts on individuals with cancer 
or other serious illnesses who use marijuana as part of a recommended treatment regimen 
consistent with applicable state law, or to focus on their caregivers who are individuals providing 
care to individuals with cancer or other serious illnesses, not commercial operations cultivating, 
selling or distributing marijuana. Persons who are in the business of cultivating, selling or 
distributing marijuana, and those who knowingly facilitate such activities, are in violation of the 
Controlled Substances Act, regardless of state law. Consistent with resource constraints, such 
persons are subject to federal enforcement action, including potential prosecution, whenever the 
Department determines that such legal action is warranted 
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15. I understand that the Department’s Inspector General (IG) found that the current 
encryption methods used by many of the Department’s tactical communications 
systems are vulnerable to amateur hacking attempts that allow communications to 
be intercepted by unauthorized parties, thereby jeopardizing operations and 
investigations. The IG also found cases where agents had to interrupt surveillance 
operations in order to manually reprogram their radios with updated encryption 
keys. Can you let us know what the Department has done to address these 
concerns? The IG stated that “if IWN is not implemented DOJ will miss a critical 
opportunity to provide more effective communications support to its law 
enforcement agents in the field.” Do you share that concern? 

Response: 

First, the Department vwshes to make clear that it remains committed to the Integrated 
Wireless Network (IWN) and its goal of upgrading its Land Mobile Radio (LMR) systems, even 
though, due to funding constraints, it has been forced to make changes in its approach. 

With this as background, the following addresses your specific questions. 

The Department has taken steps to address the encryption concents raised in the IG’s 
March 2007 report in a maimer that minimizes exposure and balances risk against limited 
funding constraints. Specifically, in terms of the first concern that the “Department’s tactical 
communications systems are vulnerable. . . ” the Department has implemented AES 256 bit 
encryption in conjunction with the installation of new/upgraded equipment provided as part of 
IWN. AES is the FIPS-140 certified standard that was mandated to replace the DES standard by 
2005, As the newest standard, AES is very robust and has not yet been proven to be vulnerable. 
Other DOJ systems utilize the DES method which is also a sophisticated encryption method. 
Although DES has been proven to be vulnerable, it is difficult to un-encrypt DES traffic. 

Regarding the comment that “agents hav[e] to interrupt surveillance operations in order 
to manually reprogram their radios with updated encryption keys,” the Department has provided, 
and will continue to provide, Over-The-Air-Rekey capability - however, this requires funding 
for infrastructure upgrades that support such capability. 
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QUESTIONS POSED BY SENATOR KLOBUCHAR 


16. Last November, the FBI searched several homes in Chicago and Minneapolis, and 
nineteen individuals - including several Minnesotans - were subpoenaed to appear 
before a grand jury. 

Many Minnesotans have questions about these searches and about the scope of 
surveillance being performed by the FBI. Understanding that investigations may be 
ongoing, will the Department of Justice work with community members to address 
their concerns? 

Response: 

The Department of Justice and the FBI engage in community outreach on an ongoing 
basis to hear and address the concerns of various community groups. This includes outreach 
both to advocacy and issue-based groups and to ethnic and religion-based community groups. 

For example, the FBI recently invited a broad range of civil liberties organizations to discuss the 
FBI’s investigative guidelines. The FBI Citizens’ Academies offer another means of improving 
transparency and increasing public understanding of the rules under which the FBI operates. In 
addition, U.S. Attorneys offices and FBI offices across the country regularly partner to host 
community meetings and multi-cultural advisory councils. These and other efforts create an 
invaluable two-way dialogue between DOJ/FBI and the communities they serve. 
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QUESTIONS POSED BY SENATOR FRANKEN 


17. On April 29, 201 1, the Department reported that the FBI made 24407 National 

Security Letters (NSLs) requests for information pertaining to 14, 212 U.S. persons. 
This is a substantial increase from the level reported in 2009. Can you explain what 
accounts for this .substantial increase in NSLs requests? 

Response: 

By statute, the FBI reports certain statistics related to its National Security Letter (NSL) 
usage. For 2009, the public reporting indicated that the FBI made 14,788 NSL requests seeking 
information regarding 6,1 14 different U.S. Persons, while in 2010 the FBI made 24,287 NSL 
requests seeking information regarding 14,212 different U.S. Persons. While it may seem that 
the numbers jumped significantly from 2009 to 2010, it is important to note that in 2008 the FBI 
made 24,744 NSL requests for information regarding 7,225 different U.S. Persons. So, it 
appears that the low number of 2009 NSLs may have been an anomaly rather than a basis for 
perceiving a significant increase in 2010. To the extent these number may indicate an upward 
trend, we are unable to explain the increase because we do not collect statistics or other 
information that would enable us to discern the reason for the increase. Generally, though, 
changes from year to year may be based on the types of threats being investigated or the 
locations of the threats (e.g., inside the U.S. versus outside the U.S.). These variables impact the 
way we gather information and what information we need to address the threat. 


18. The Office of Legal Counsel (OLC) is considered to be the Supreme Court of the 
Executive Branch, and absent judicial review, OLC’s advice is the final word on 
many pertinent legal issues. Unlike Supreme Court decisions, OLC memos are 
regularly not made public. Why not make all OLC memos public, except for those 
very limited parts of any memo that must remain classified for national security 
reasons? At a minimum, shouldn’t the existence of all OLC memos on significant 
subjects be made public? 

Response: 

The Department remains committed to disclosing opinions issued by the Office of Legal 
Counsel (OLC) when possible and consistent with protecting sensitive national security and law 
enforcement information, as well as the confidentiality of attorney-client communications and 
internal Executive Branch deliberations. This approach properly takes account of OLC’s role as 
both a legal counselor to, and adjudicator of legal disagreements within, the Executive Branch. 
OLC has explained its approach to publication of OLC opinions in its “Best Practices” 
Memorandum (available at http://www.iustice.gov/olc/pdly'olc-legal-advice-ODinions.pdf) . 

As that memorandum explains, at pp. 5-6, “[OLC] operates from the presumption that it 
should make its significant opinions fully and promptly available to the public. This 
presumption furthers the interests of Executive Branch transparency, thereby contributing to 
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accountability and effective government, and promoting public confidence in the legality of 
government action.... At the same time, countervailing considerations may lead the Office to 
conclude that it would be improper or inadvisable to publish an opinion that would otherwise 
merit publication. For example, OLC will decline to publish an opinion when disclosure would 
reveal classified or other sensitive information relating to national security. (Declassification 
decisions are made by the classifying agency, not OLC.) Similarly, OLC will decline to publish 
an opinion if doing so would interfere with federal law enforcement efforts, or is prohibited by 
law. OLC will also decline to publish opinions when doing so is necessary to preserve internal 
Executive Branch deliberative processes or protect the confidentiality of information covered by 
the attorney-client relationship between OLC and other executive offices. The President and 
other Executive Branch officials, like other public - and private - sector clients, sometimes 
depend upon the confidentiality of legal advice in order to fulfill their duties effectively. An 
example is when an agency requests advice regarding a proposed course of action, the Office 
concludes it is legally impermissible, and the action is therefore not taken. If OLC routinely 
published its advice concerning all contemplated actions of uncertain legality. Executive Branch 
officials would be reluctant to seek OLC advice in the early stages of policy formulation - a 
result that would undermine rule-of-law interests.... In cases where delaying publication may 
be sufficient to address any of these concerns, OLC will reconsider the publication decision at 
an appropriate time.” 


19. You recently announced that Khalid Sheikh Mohammed and four others would be 
tried in military commissions at Guantanamo instead of in federal courts. Does that 
decision reflect any lack of confidence on your part in our federal criminal justice 
system’s ability to try terrorists? 

Response: 

Absolutely not. Federal courts have proven an unparalleled instrument for bringing 
terrorists to justice. As the Attorney General reiterated in his April aimouncement that the 
prosecution of Khalid Sheikh Mohammed and four other individuals would proceed in military 
commissions, he stands by his initial decision to prosecute the case in federal court. We were 
prepared to bring a powerful case, and the Attorney General is confident that our justice system 
would have perfonned with the same distinction that has been its hallmark for over two hundred 
years. The Attorney General referred the case to military commissions primarily because 
Members of Congress intervened and imposed restrictions blocking the administration from 
bringing any Guantanamo detainees to trial in the United States, regardless of the venue. We 
could not allow a trial to be delayed any longer for the victims of the 9/1 1 attacks or for their 
family members. 

These restrictions on die Executive branch’s authority to determine when and where to 
prosecute detainees - as well as other restrictions currently being considered - undermine our 
counterterrorism efforts and could harm our national security. Prosecution decisions have 
always been - and must remain - the responsibility of the Executive branch. For decades 
presidents of both political parties have leveraged the flexibility and strength of our federal 
courts to incapacitate dangerous terrorists and gather critical intelligence. Since September 11, 
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our courts have convicted hundreds of terrorists and our prisons safely and securely hold 
hundreds today, many of them serving long sentences. Our national seciuity plainly demands 
that we continue to prosecute terrorists in federal court, and we will do so. 


20. Several weeks ago, a member of Congress said that there was a lack of cooperation 
from the Somali community after a very small number of members of that 
community went back to Somalia to train with al Sbabaab. Both Secretary 
Napolitano and FBI Director Mueller, however, made clear in previous hearings 
that the Somali community is cooperating with law enforcement, and Director 
Mueller said the FBI is actively working to recruit more Somalis as field agents for 
the FBI. Do you agree that it is essential that we encourage and recruit members of 
key communities like the Somali community to actually become law enforcement 
officers, prosecutors, and analysts at the Department of Justice? 

Response: 

Yes. In combating radicalization that leads to violence, the Department’s focus is on 
individuals that would do harm to American interests or citizens, rather than on whole 
communities. We want neither to stigmatize nor alienate communities, and our outreach with 
communities, including these communities, is designed to build mutual trust and understanding, 
so that information can flow both ways. 


21. The Supreme Court recently handed downy47<£r v. Concepcion, which affirmed 
AT&T’s ability to bar customers from bringing a class action through use of an 
arbitration clause. Although the Department didn’t take a position on the 
Concepcion case, do you agree that forced arbitration clauses and class action bans 
make it harder for Americans to seek justice in our courts? 

Response: 

Your question raises issues that touch upon the need to protect consumers from fraud and 
deception, the high costs of litigation, the potential abuse of class action litigation, and the 
benefits of arbitration. The conflict that arises as a result of these considerations has led 
Congress and the courts to take steps to try to reach an appropriate balance that protects 
consumers without exposing those who provide goods and services to excessive risk. The 
Concepcion case is part of that mosaic, and it is extremely difficult to resolve these conflicts 
perfectly. Rather, the Congress and courts continue to strive to find the best balance, and that 
process is likely to continue for years to come. The Supreme Court’s decisions on these issues 
involve statutory interpretation, and Congress can modify the relevant statutes as appropriate to 
preserve this role. 

Representative or class suits have an important role in protecting Americans and ensuring 
the fair enforcement of laws in a variety of areas - including workers’ rights, civil rights, 
environmental laws and consumer protections. 
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QUESTIONS POSED BY SENATOR GRASSLEY 


Prosecution of Leaks of Classified National Security Information 

22. Two weeks ago, it was reported that the Justice Department had notified a former 
Justice Department attorney — ^Thomas Tamm — that that it was no longer 
investigating him for leaking classified information to The New York Times. This 
announcement surprised many because Tamm had publicly admitted he revealed 
classified information in a series of phone calls with reporters at The New York 
Times. This information ultimately was printed and revealed the existence of the 
Terrorist Surveillance Program. 

Attorney General Holder, you have stated publicly that “to the extent that we can 
find anybody who was involved in breaking the law.. .they will be held accountable.” 
At the hearing, you mentioned that the decision not to prosecute Tamm was “done 
on the merits by career professionals within the - within the Department of Justice.” 

A. Which offices at the Department signed off on the decision not to criminally 
prosecute Thomas Tamm? 

Response: 

The Public Integrity Section of the Department’s Criminal Division. 

B. What are some of the possible reasons the Department would choose not to 
prosecute an individual who admits revealing classified information? 

Response: 

As an initial matter, the Newsweek article does not reflect that Mr. Tamm admitted that 
he revealed classified information. Instead, according to the article, Tamm stated that “he 
divulged no "sources and methods’ that might compromise national security,” and that he told 
the New York Times reporters “nothing about the operational details of the NSA program because 
he didn't know them,” having never been ‘“read into,’ or briefed, on the details of the program.” 

Among the reasons that the Department may decline to seek to bring charges against a 
particular individual at the conclusion of any criminal investigation is that there is insufficient 
evidence that the individual’s conduct met the elements of a crime. For example, to successfully 
prosecute an individual for a violation of 18 U.S.C. §§ 793(d) or (e) , the government must 
prove that: (I) the individual had possession or control over specific information relating to the 
national defense of the United States; (2) the individual’s possession of the information was 
authorized (or unauthorized); (3) the defendant had reason to believe that the information could 
be used to the injury of the United States or to the advantage of any foreign nation; and (4) the 
individual willfully disclosed or transmitted the specific information to another not entitled to 
receive it. If, for example, the evidence is insufficient to establish that an individual ever 
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possessed information relating to the national defense, or cannot establish that the defendant 
knowingly possessed such information, then the Principles of Federal Prosecution bar the 
Department from bringing such charges. 

C. What message does it send to other potential leakers when the Department 
fails to prosecute an individual who admits leaking classified information? 


Response: 

The Department has pursued a number of criminal cases involving the unlawful retention 
of and/or disclosure of national defense information, in part to deter other potential leakers. See 
U.S. V. Sterling, No. lO-CR-485 (E.D. Va. filed Dec. 22, 2010); U.S. v. Kim.Slo. lO-CR-225 
(D.D.C. filed Aug. 19, 2010); U.S. v. Drafe, No. lO-CR-181 (D. Md. filed Apr. 14, 2010). The 
Department makes prosecutorial decisions based on the facts and the law, and believes that its 
pursuit of meritorious prosecutions will have a deterrent effect on potential violators. 

D. If the Department won’t prosecute an individual who admits knowingly 

leaked classified information, how can we have any confidence that the 
Department will prosecute the harder cases, such as Wikileaks? 

Response: 


The Newsweek article does not state that Tamm admitted knowingly leaking classified 
information. However, putting that issue aside, the Department recognizes the importance of 
investigating and prosecuting cases involving the disclosure of national defense information, and 
the Department will vigorously apply its criminal enforcement efforts to any facts developed 
from a criminal investigation consistent with the Principles of Federal Prosecution. 


Double Standard for Prosecution of Department of Justice Employees that Leak Classified 
Information 


23. In addition to Mr. Tamm, the Justice Department has sought to protect the identity 
of two Department employees who received formal warnings for leaking classified 
information to the media in 1996. 

One individual was an assistant director in charge at the FBI and the other an 
Assistant United States Attorney, who was detailed as the head of a DOJ 
component. They were both subjected to internal sanction by the Department’s 
Office of Professional Responsibility. However, DOJ objected to releasing their 
names in response to a FOIA inquiry earlier this year. 

In another, more recent example, the Justice Department has supposedly been 
investigating the leak of sensitive information from the Amerithrax investigation. 
That leak led to the Department paying out a multi-million dollar settlement for 
revealing the identity of a suspect who turned out not to be the perpetrator. 
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Based upon these examples, it appears that there may be a double standard at the 
Department when it comes to prosecuting those who leak classified information. 
These examples show where the Department took little or no action on DOJ 
employees, while criminally prosecuting a former State Department employee, a 
former CIA employee and a former NSA employee. 

A. Do you believe there is a double standard for prosecuting Department 
employees that leak classified information? 


Response: 

There is no “double standard” for investigations or prosecutorial decisions involving 
Department employees who leak classified information. Every case is evaluated based upon the 
particular facts developed in the course of an investigation and prosecutorial decisions are made 
based on those facts. The Attorney General has every confidence that these prosecutorial 
decisions have been made consistent with the “principles of federal prosecution,” set forth in 
Section 9-27.000 et seq. of the U.S. Attorney’s Manual. 

B. How do you explain this perception of a double standard for not prosecuting 
Department employees that leak classified information? 


Response: 


We cannot comment on any particular matters or prosecutorial decisions. However, the 
record reflects that the Department takes its obligation to enforce the criminal laws regarding the 
protection of classified information very seriously. The Department aggressively investigates 
and prosecutes those persons who unlawfully disclose classified information, without regard to 
their affiliation with the Department. 

C. Please provide the Committee with a list of all Department personnel 
sanctioned, either criminal or administratively, for leaking classified 
information over the last 10 years. Additionally, provide a list and summary 
of all OPR investigations into leaks of classified information by Department 
employees. 

Response: 


Since May 2001, OPR has conducted six investigations into allegations of unauthorized 
disclosure of classified information or the improper handling of classified information. None of 
the investigations resulted in a finding of professional misconduct. OPR closed one investigation 
administratively because the Public Integrity Section was conducting a criminal investigation 
into the same matter. The following is a summary of those investigations: 

Subject One: OPR investigated allegations that Subject One failed to properly 

safeguard classified materials in his office. OPR concluded that 
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the subject did not engage in professional misconduct but rather 
exercised poor judgment. 

Subject Two: OPR investigated allegations that during the course of litigation, 

Subject Two disclosed classified information to court personnel 
who did not have the requisite security clearances, and also 
improperly stored classified materials in his office. OPR closed 
the investigation because of an ongoing criminal investigation into 
the same matter by the Public Integrity Section. 


Subject(s) Three: OPR conducted an investigation involving the leak of classified 

information to the media pertaining to an investigation. OPR was 
unable to identify the individual(s) responsible for the leak. 

Subjectfs) Four; OPR conducted an investigation into the leak to the media of the 
existence of an ongoing investigation involving the unauthorized 
disclosure of classified information. OPR was unable to identify 
the individuals responsible for the leak. 

Subject Five: OPR investigated allegations that Subject Six mishandled 

classified information when he shipped home several boxes of files 
from his detail in Iraq, some of which contained some classified 
material. OPR concluded that given the unique circumstances 
Subject Six faced while serving in Iraq, Subject Six did not engage 
in professional misconduct but rather made an excusable mistake. 


D. Will you support an independent review by the Inspector General of the 
decisions not to prosecute Department employee that leak classified 
information? If not, why not? 

Response: 


The Office of the Inspector General (OIG) is an independent entity within the 
Department charged with pursuing misconduct, fraud, waste, and abuse. It is difficult to see how 
routine prosecutorial decisionmaking regarding Department employees, made in a manner 
consistent with the Principles of Federal Prosecution, constitute the misconduct, fraud, waste, or 
abuse necessary to trigger an OIG investigation. Nor is there the kind of systemic defect with 
regard to such prosecutorial discretion that would benefit from OIG oversight. But the 
OIG's independence is essential for it to effectively pursue its mandate, and, in light of that 
independence, it is for the OIG to determine its investigatory priorities. 


Integrated Wireless Network flWN) Contract 

24. It was reported two weeks ago that the Department has suspended work on the 

Integrated Wireless Network (IWN). This program began in 2002 and was designed 
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to integrate all wireless radios for federal law enforcement. This was a key 
recommendation of the 9/11 Commission. 

To date, the Department has spent hundreds of millions of dollars on the program 
and it now appears that the program will end without completing the stated goal. In 
fact, it sounds like the program hasn’t even succeeded in completing work in the 
national capital region as originally planned. 

On top of that, what work was done didn’t include agencies from the Department of 
Homeland Security. From the looks of it, this program is just another in the long 
line of failed government procurements for information technology. I want to know 
why this program failed and why so much taxpayer money was wasted on a system 
that isn’t going to work. 

A. Would you support a top to bottom review of the Integrated Wireless 

Network to determine why the program failed to complete a nationwide 
interoperable system? If not, why not? 

Response: 

The IWN program has not been canceled - the Department remains committed to the 
goals of IWN and will continue this effort going forward within available resources 

The Department has implemented IWN in the Pacific Northwest and in the greater San 
Diego region and is implementing IWN in the National Capital Region. In short, the program 
has not failed. Moreover, the Department remains committed to the IWN project and is 
developing contingency strategies to determine how best to move forward. 

Much has been accomplished to date. While all original objectives have not been met, 
the program has been flexible and has adjusted its plans on a yearly basis to align with available 
resources. Over the last ten years, $258 million has been spent in total on IWN infrastructure 
upgrades, and for that the Department has attained the following significant objectives: 

1. A fully operational system supporting Department of Homeland Security and DOJ users 
in the Pacific Northwest and in the greater San Diego area, averaging over 300,000 
“push-to-talk” events each week. 

2. Special event radio coverage supporting events such as the following: 

• Super Bowl 2007 - Miami, FL 

• Super Bowl 2008 - Phoenix, AZ 

• Super Bowl 201 0 - Miami, FL 

• Super Bowl 201 1 - Arlington, TX 

• Equestrian Games, Louisville, KY 

• NASCAR Cup, Knoxville, TN 

• NASCAR Cup, Charlotte, NC 
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3. The Department’s High Risk Metropolitan Area Interoperability Assistance Project, 
better known as the “25 Cities Program,” was initiated in 2003 and has provided federal 
agencies with basic inter-systems communications, as well as interoperability/ 
interconnectivity with key state and local agencies in the original 25 cities. The program 
has expanded in the last 3 years and is now operational in a total of 29 cities. 

4. An integrated system in the National Capital Region (transition in process). 

B. There is some speculation that the Department will take the remaining 
money that was appropriated as part of the FY2011 continuing 
appropriations bill and use it to provide a sole source contract to purchase 
radios that would not meet the original contract specifications. Will you 
support freezing any further purchases under this program until a top to 
bottom audit and evaluation of the program is complete? If not, why not? 

Response: 

The Department has obligated monies to fund the purchase of new P-25 compliant radios 
sorely needed by agents in the field. It has always been the Department’s plan under IWN to 
continue with ongoing law enforcement radio upgrades where needed, while awaiting the land 
mobile radio (LMR) infrastructure upgrade through IWN. However, it is important to 
understand that law enforcement radio upgrades can take place apart from LMR infrastructure 
upgrades. New radios must be purchased in advance of the infrastructure upgrade within a 
geographic area, as the new infrastructirre will not work on the old radios. Moreover, the new 
radios can be put to use immediately on legacy systems until such time as the infrastructure can 
be upgraded. New radios can be used “out-of-the-box” in radio-to-radio direct mode without the 
network, which is a critical function that is used often in tactical situations. In summary, the law 
enforcement radio purchase is essential to maintaining the Department’s law enforcement 
tactical communications ability. 

As to the sole source question, because the Department’s legacy systems, as well as many 
of the state and local law enforcement agencies’ LMR systems with whom the Department 
partners, are comprised of older Motorola equipment with proprietary Motorola encryption 
technology, the Department has no choice but to purchase Motorola radios. This is because 
Motorola is the only vendor that supplies radios that meet all of the Department’s requirements, 
including the ability to work on the legacy Motorola analog infrastructure and new infrastructure, 
if and when it is replaced, while still providing Motorola’s propriety legacy security protocols. 
The Department wishes to make clear, however, that the sole source vehicle it has used, and 
plans to use, to make these purchases was awarded in accordance with the legal requirements for 
entering into a sole source contract, including notice to vendors to allow them the opportunity to 
demonstrate ability to meet the Department’s needs. 

C. Do you support using sole source contracts as a method of dolling out 
congressional funding for the IWN project? If so, please explain how the use 
of sole source contracts meets the requirements outlined in the original IWN 
program. 
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Response: 


The Department does not support “using sole source contracts as a method of doling out 
congressional funding for the IWN project,” and the Department has not done so. DOJ’s 
contract for systems integration in support of the IWN implementation was awarded to General 
Dynamics using full and open competitive procedures. General Dynamics then performed a 
competitive procurement for the infrastructure equipment for use within the National Capital 
Region, and Harris Corporation was chosen as the supplier. Contracts to maintain legacy 
systems, narrowband legacy systems, and purchase radios have been awarded using other than 
full and open competitive procedures when justified in accordance with the Federal Acquisition 
Regulation (FAR). In those cases where, due to technical constraints. Motorola equipment has 
been necessary for mission-critical reasons, DOJ has based its requirements on information 
gathered during market research and publicized its intentions without protest from the vendor 
community. In other words, DOJ has been open and up-front regarding its needs, publicizing 
them as required by the FAR. 

DOJ’s plan has been and will continue to be to utilize full and open competition based on 
P-25 standards (which is an industry-led voluntary standard that is many years old) and in 
accordance with the Administration’s objective to be technology neutral wherever possible. 

D. The Inspector General warned in 2007 that, “Despite over 6 years of 
development and more than S195 million in funding for IWN, apart from one 
pilot system DOJ law enforcement agents have received little in the way of 
new, secure, compliant radio equipment through IWN.” Now that you have 
suspended the IWN contract, what do the American taxpayers have to show 
for the project? 

Response: 

The Department has not suspended the IWN contract. In fact, the Department still has an 
active task order with the system integrator for post deployment support for the National Capital 
Region (NCR). In addition, the Department recently extended the IWN Contract, while the 
Department evaluates its opportunities given the austere budget climate. Also, please see other 
responses to Question #24 above. 

E. This program sounds an awful lot like the failed information technology 
programs at the FBI. What is it going to take for the Department of Justice 
to get these contracts done on time and on budget? 

Response: 

IWN is not a failed IT program. In fact, IWN has not suffered from insurmountable 
technical problems, or ever-increasing costs with no final product. The Department has 
implemented IWN in the Pacific Northwest and in the greater San Diego region and is 
implementing IWN in the National Capital Region, among other successes. 
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Defense of Marriage Act and Attorneys for Guantanamo Detainees 

2S. General Holder, you commented last week that Paul Clement should be praised and 
not criticized for representing the House in arguing for the constitutionality of the 
Defense of Marriage Act. That representation was made necessary, by the way, by 
your refusal to continue the Justice Department’s defense of the statute. Clement’s 
previous law firm had been attacked by some who believed that it was wrong for it 
to defend the law. You, however, and I agree with you, stated that “those who were 
critical of him for taking that representation — that criticism is very misplaced.” 

However, you also went on to compare the criticism of Mr. Clement to criticism of 
Justice Department lawyers who had defended Guantanamo detainees while in 
private practice. You said, “The people who criticized our people at the Justice 
Department were wrong then, as are the people who criticized Paul Clement for 
taking the representation that is going to continue.” 

These two matters are apples and oranges. Mr. Clement had agreed to represent a 
client and was rightly offended that his former firm, as he understood the situation, 
after agreeing to that representation, bowed to political pressure in dropping that 
client. He acted in accord with the highest principles of professionalism. 

I certainly believe that the Guantanamo detainees were entitled to be represented, 
and, indeed, there was no shortage of attorneys who offered to represent them. 
When some of those attorneys joined the Justice Department, 1 and others who 
criticized them did not so for having represented those detainees in the past. We 
objected to the conflict of interest that was posed by their working on detainee issues 
at the Department of Justice on behalf of the American people after having 
represented Guantanamo detainees on the opposite side of the same issues. 

Neither Paul Clement nor King & Spaulding had any conflict of interest that should 
have kept them from continuing to represent the House in support of DOMA. 
Equating criticism of Mr. Clement’s representation of the House to criticism of 
Guantanamo detainee lawyers now working on those issues at the Department of 
Justice misses the point entirely. Mr. Clement undoubtedly acted in conformity 
with the highest ethical standards. The actions of the Department of Justice 
attorneys, by contrast, could represent an unethical conflict of interest, to the 
detriment of the American people. 

A. Do you see the difference between criticizing a law firm or attorney in 

private practice for the unpopularity of the representation it is undertaking 
and criticizing Justice Department lawyers who have a conflict of interest 
from previously representing individuals whose interests are adverse to the 
Department? If not, please explain why. 

Response: 
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We respectfiilly disagree with a premise of this question. As indicated in our letter, dated 
February 18, 2010, a copy of which is enclosed for the Committee’s information, the 
Department, in evaluating conflict of interest questions, has been mindful of established 
governing standards, as set forth in statutes, regulations, rules of professional responsibility, and 
an Executive Order in evaluating conflict of interest questions. Based upon that guidance, all 
political appointees have been recused from particular matters involving specific parties in which 
they actually participated in their previous employment, as well as from particular matters in 
which their prior employers (within two years of their appointments) represented specific parties, 
including individual detainees. 

As the Attorney General recognized, the criticism of Department employees who 
represented Guantanamo detainees appears to be based on the unpopularity of their 
representation. It was on that basis that the Attorney General compared the criticism of 
Department attorneys with the criticism of Mr. Clement. In both instances, the Attorney General 
was recognizing the important service of attorneys who represent clients in such controversial 
circumstances. 


Office of Legal Policy 

26. There has been a hiring freeze in effect at the Department of Justice since January 
21, 2011. Notwithstanding the freeze, it is my understanding that hiring can occur if 
the Attorney General authorizes such hiring. 

One of the Department’s components is the Department’s Office of Legal Policy, 
headed by Assistant Attorney General Christopher Schroeder. This is a small office 
at DOJ, with only around 25 lawyers. One attorney who recently left OLP had so 
little work assigned that after the attorney informed OLP’s chief of staff that he was 
available to take on more work, she responded by thanking the attorney for the 
email, stating that it was good to know of the situation, and by assigning very little 
additional work. 

Nonetheless, it has come to my attention that OLP asked to hire four new attorneys 
despite the hiring freeze, and that you approved the request. 1 understand that two 
attorneys have left OLP, but given the hiring freeze, the important work that other 
components are performing without hiring new attorneys, the huge percentage 
increase in the number of attorneys sought at OLP, and the objective evidence that 
even the previously smaller number of attorneys were not being fully utilized, how 
can your approval of Assistant Attorney General Schroeder’s request for four 
additional attorneys not be considered a waste of valuable taxpayer resources? 

In addition, it has come to my attention that Mr. Schroeder, while a nominee for 
Assistant Attorney General, insisted on the appointment of a particular employee, 
who to the knowledge of the career employees, produced no work. He did not come 
to work two days per week at a time when OLP had no policy concerning 
telecommuting. In the entire month of December, 2009, this employee did not spend 
a single day at his OLP office. The OLP career attorneys allowed him to do so if he 
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complied with various requirements that documented the work that he produced. 

He did not do so. After one year of producing no work at OLP, this employee left 

0OJ for a position in private life, whereupon Assistant Attorney General Schroeder 

sought to provide this individual with a consulting contract. 

A. Is this individual an example of DOJ employing, as you said in a recent 
speech, ‘*some of the world’s most ... dedicated lawyers... and public 
servants”? 

Response: 

The Office of Legal Policy (OLP) performs some of the Department’s most important 
work arid has a vital role in the Department’s activities. As you know, OLP develops key 
Department policy initiatives, processes all regulations issued by the Department, coordinates 
and oversees important projects that implicate the interests of multiple Department components, 
and leads the Department’s involvement in the Judicial nomination and confirmation process. 
Like all the men and women at the Justice Department who dedicate their time and talent to the 
pursuit of justice and the protection of the public, the attorneys who work in OLP and enable the 
office to carry out these critical responsibilities are dedicated public servants. 

In January of this year, OLP had a total of five vacancies in its attorney positions. As you 
recognize, OLP is a relatively small office, and given its size and substantial workload, these five 
attorney vacancies created a severe staffing shortage. 

When the Attorney General ordered the hiring freeze, he notified all Department 
components that his office would consider a very limited number of exemptions from the freeze 
on a case-by-case basis. OLP sought an exemption to the freeze in light of its responsibilities 
and workload. OLP’s request, just like the requests from other Department components, was 
submitted to the Justice Management Division, fully reviewed and evaluated, and ultimately 
approved by the Attorney General’s office. 

B. Will you please undertake an internal review of the functions of OLP and 
whether its staffing levels are appropriate in light of these examples of 
underutilized attorneys and the new hires that were made as exceptions to 
the hiring freeze? If not, why not? 

Response: 

Please see response to Question 26A, above. 

C. Do yon believe that an OIG or OPR investigation is warranted into OLP’s 
personnel practices? 


Response: 


Please see response to Question 26A, above. 
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U.S. V. Booker and Sentencing Guidelines 

27. 1 am concerned that the Supreme Court’s decisions in United States v. Booker and 

subsequent cases have greatly compromised the effectiveness of the Sentencing 
Guidelines in reducing unwarranted sentencing disparities among criminal 
defendants and in assuring that criminal defendants receive appropriate sentences 
given the severity of the crimes that they committed. Recently, Chairman Leahy 
sent the Department a letter seeking its views on a proposal by Judge Sessions, the 
former chairman of the Sentencing Commission, to legislatively overturn Booker 
while respecting constitutional limitations. 

Although I appreciate that I was copied on the response that the Department 
provided to Chairman Leahy, 1 was very disappointed in the content of the letter. It 
provided no clear statement whether the Department supported overturning Booker 
under Judge Session’ approach or any other. 

Would you please specify in unambiguous terms (1) whether the Department favors 
legislation that would overturn Booker, and if so (2) whether the Department favors 
doing so through an approach that is similar to that which Judge Sessions has 
suggested, and (3) whether the Department will be sending legislation to the 
Congress in the next six months to accomplish the objective of overturning Booker 
or whether it recommends that Congress begin the process without awaiting any 
further input from the Department. 

Response: 


While the Department has been troubled by many of the trends in federal sentencing 
policy following the Supreme Court’s decision in Booker, we do not anticipate putting forward 
legislation in the next few months to overturn Booker. However, we do support ongoing efforts, 
at the Sentencing Commission and in the Department, to study alternative sentencing structures 
and to explore larger reforms to the overall structure of federal sentencing now and over the 
coming years. In addition, we reiterate our position on this matter as expressed in our letter of 
April 14, 2011 (to which you allude in your question), as well as our commitment to work with 
Congressional leadership on this complex and important issue. We think Judge Sessions’ 
proposal has many worthwhile elements and perhaps could be the foundation for reform of 
federal sentencing policy. We would be happy to discuss his proposal with you and your staff 
and to explore alternative sentencing structures based on Judge Sessions’ proposal and those of 
others. 


Corruption Investigations 

28. Following the decision of the United States Court of Appeals for the District of 
Columbia Circuit in United States v. Rayburn House Office Building, the 
Department of Justice warned that the effect of the ruling would be to “seriously 
and perhaps fatally” undermine Congressional corruption investigations by 
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cabming the ability of FBI to undertake wiretaps and searches. Since then, it has 
been publicly reported that at least four of the Department’s criminal investigations 
of members of Congress have been impeded by Speech or Debate Clause claims. 

A. Are these reports accurate? 


Response: 

While we cannot comment on specific investigations, the Speech or Debate Clause 
precludes the use of evidence regarding legislative acts against Members or their staff, absent a 
waiver of the protection. As a result, the clause has, at times, resulted in an inability to proceed 
with certain investigations or charges. Following the Rayburn decision, the ability to gather 
evidence is further constrained, particularly in cases involving investigative activity in the 
District of Columbia, where the Rayburn decision is binding precedent. 

B. What steps is the Department taking to make sure that the Speech and 

Debate Clause does not impede valid criminal investigations of Members of 
Congress? 

Response: 

The Department is committed to using all of the available investigative tools to combat 
public corruption, including corruption in the legislative branch. However, the Department also 
respects its co-equal branch and takes careful precautions to ensure compliance with the 
constitutional protections provided by the Speech or Debate Clause. Where possible, the 
Department seeks to obtain waivers of the Speech or Debate Clause protections by Members or 
committees. 


C. Is any legislation needed to ensure that Members of Congress can be held 
accountable for any criminal acts that they commit? 


Response: 

Because the Speech or Debate Clause is a constitutional protection, and because the 
protection belongs to the individual members and committees rather than to Congress as a whole, 
there is little that could be done through legislation to limit the scope of the Speech or Debate 
protection. 


Medical Marijuana Policy 

29. Marijuana is a dangerous drug that is illegal under the Controlled Substances Act. 
In an October 19, 2009, memorandum entitled “Memorandum for Selected United 
States Attorneys” (Ogden Memo), Deputy Attorney General David Ogden stated 
that federal drug enforcement efforts “should not focus federal resources in your 
states on individuals whose actions are in clear and unambiguous compliance with 
existing state laws providing for the medical use of marijuana” despite the fact that 
possession and distribution of marijuana violates federal laws. 
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States have relied on this memo in passing legislation legalizing medical marijuana 
in direct contravention of federal law. Recently, several United States Attorneys 
have issued letters indicating they intend to vigorously prosecute violations of the 
Controlled Substances Act against large-scale distributors and state regulators who 
approve and regulate the sale of medical marijuana. These letters and memos seem 
to point to a change in policy away from the Ogden Memo at the Department of 
Justice. However, some of these memos by US attorneys indicate that the Ogden 
memo is still in effect. Based on these memos, it appears states are being sent mixed 
signals as to whether or not your department will enforce the law. 

A. Is the Ogden memo’s indication that the Justice Department will not 
prosecute drug offenders that comply with state law undermined by these 
recent memos and letters from US Attorneys? If so, to what extent? If not, 
how do you reconcile the two competing policy pronouncements? 

Response: 

No. As reiterated in recently issued guidance from Deputy Attorney General James Cole 
to the United States Attorneys, the Department’s view of the efficient use of limited federal 
resources as articulated in the Ogden Memorandum has not changed. The letters issued recently 
by several United States Attorneys in States which have, or are contemplating, “medical” 
marijuana laws, are entirely consistent with the Ogden Memorandum, and properly reflect the 
Department’s commitment to enforcing federal criminal laws in all states. 

What has changed is that many states have experienced a dramatic increase in the scope 
of cultivation, sale and distribution of marijuana purportedly for medical use. The Ogden 
Memorandum was never intended to shield such activities (or those individuals and entities 
participating in them) from federal enforcement action and prosecution, even where those 
activities are in compliance with state law. Persons who are in the business of cultivating, selling 
or distributing marijuana, and those who knowingly facilitate such activities, are in violation of 
the Controlled Substances Act, regardless of state law, and are subject to federal enforcement 
action, including potential prosecution. State laws or local ordinances are not a defense to civil 
or criminal enforcement of federal law with respect to such conduct, including the CSA. 

B. To what extent will the Department prosecute drug offenders who violate 
federal law, but are in compliance with state law? 

Response: 


As set forth in the Ogden Memo and reiterated in the recent guidance issued by Deputy 
Attorney General Cole, prosecution of significant traffickers of illegal drugs, including 
marijuana, remains a core priority for the Department. However, the Department recognizes as a 
general matter, that it is likely not an efficient use of limited federal resources to focus 
enforcement efforts on those individuals with cancer or other serious illnesses who use marijuana 
as part of a recommended treatment regimen consistent with applicable state law, or to focus on 
their caregivers who are individuals providing care to an individual with cancer or other serious 
illnesses, not commercial operations cultivating, selling or distributing marijuana. 
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Persons who are in the business of cultivating, selling or distributing marijuana, and those 
who knowingly facilitate such activities, are in violation of the Controlled Substances Act, 
regardless of state law. Consistent with resource constraints, such persons are subject to federal 
enforcement action, including potential prosecution, whenever the Department determines that 
such legal action is warranted. 

C. Will the Department allow United States Attorneys to prosecute state 
regulators who approve of violations of federal drug laws that are in 
compliance with state law? 

Response: 

As noted in the Ogden memo, “in general, the United States Attorneys are vested with 
plenary authority with regard to federal criminal matters within their districts” and “in exercising 
this authority. United States Attorneys are invested by statute and delegation from the AG with 
the broadest discretion in the exercise of such authority.” The United States Attorneys exercise 
their discretion in accordance with the Department’s priorities and through the rational and 
efficient use of our limited investigative and prosecutorial resources. The prosecution of 
significant traffickers of illegal drugs, including marijuana, and the disruption of illegal drug 
manufacturing and trafficking networks continues to be a core priority. Persons who are in the 
business of cultivating, selling or distributing marijuana, and those who knowingly facilitate such 
activities, are in violation of the Controlled Substances Act, regardless of state law. Consistent 
with resource constraints, these individuals are subject to federal enforcement action, including 
potential prosecution, whenever the Department determines that such legal action is warranted. 

D. The Department seems to be sending mixed signals about the enforcement of 
federal drug laws. How do you intend to clarify the Department’s policy on 
enforcing federal drug laws? Will you provide direction to United States 
Attorneys as to what offenses to prosecute? If not you, who at the 
Department will clarify this policy? 

Response: 

On Jime 29, 2011, Deputy Attorney General Cole issued guidance consistent with the 
Odgen memo and the recent letters sent by United States Attorneys which properly reflect the 
Department’s commitment to enforcing federal criminal laws in all states. Prosecution of 
significant traffickers of illegal drugs, including marijuana, remains a core priority for the 
Department. However, the Department recognizes, as a general matter, that it is likely not an 
efficient use of limited federal resources to focus enforcement efforts on those individuals with 
cancer or other serious illnesses who use marijuana as part of a recommended treatment regimen 
consistent with applicable state law, or to focus on their caregivers who are individuals providing 
care to an individual with cancer or other serious illnesses, not commercial operations 
cultivating, selling or distributing marijuana. Persons who are in the business of cultivating, 
selling or distributing marijuana, and those who knowingly facilitate such activities, are in 
violation of the Controlled Substances Act, regardless of state law. Consistent with resource 
constraints and through the exercise of prosecutorial discretion, such persons are subject to 
federal enforcement action, including potential prosecution, whenever the Department 
determines that such legal action is warranted. The United States Attorneys, through the exercise 

37 


VerDate Nov 24 2008 10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00078 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



75 


of prosecutorial discretion, will continue to focus their limited resources on the investigation and 
prosecution of significant traffickers of illegal drugs, including marijuana and the disruption of 
illegal drug manufacturing and trafficking networics, including those persons who are in the 
business of cultivating, selling or distributing marijuana, and those who knowingly facilitate such 
activities, even if such conduct is in compliance with state law. 


Domestic Communications Assistance Center 

30. The President’s fiscal year 2012 budget requests $15 million to establish the 

Domestic Communications Assistance Center (DCAC). This center, under the 
control of the Federal Bureau of Investigation (FBI), will allegedly establish an 
elective relationship with the communieations industry and assist state and local 
law enforcement by facilitating the sharing of information. The FBI also claims the 
DCAC will support initiatives aimed at solving Communications Assistance for Law 
Enforcement Act (CALEA) issues. Furthermore, FBI Chief Counsel Valerie 
Caproni testified before the U.S. House of Representatives, Committee on the 
Judiciary, Subcommittee on Crime, Terrorism, and Homeland Security that “due to 
the immediacy of these issues, DOJ is identifying space and building out the facility 
now.” The FBI, attempting to justify the need for the DCAC, has also briefed 
Senate staff members that communications industry members don’t want a 
relationship with so many law enforcement entities and instead would prefer one 
specific point of contact. 

A. Do you feel it is appropriate for the Department of Justice to begin 
“identifying space and building out the facility now” given that the fiscal 
year 2012 budget has not yet been agreed upon? 

Response: 

The FY 2012 President’s Budget requested funding to staff and operate the DCAC, but 
did not request funding for the one-time start up costs (e.g., build out) associated with the DCAC 
facility. Due to the length of time necessary to build out a facility for the DCAC, the Department 
had plarmed to use existing funding so that the facility could be ready when the positions and 
operational fimding requested in the FY 2012 Budget were appropriated. The intent at the time 
of the FBI General Counsel’s testimony was to set aside balances within the Assets Forfeiture 
Fund (AFF), known as AFF Super Surplus, to fund facility start up costs so that GSA could 
begin its process of identifying the location and renovating the facility. As a result of the FY 
201 1 appropriation and the expectation of continuing fiscal austerity in future years, the timing 
of setting aside the funding is now dependent on ensuring AFF receipts wilt be sufficient to 
cover the AFF’s own program expenses and that the Department’s components operating below 
current services this fiscal year will be able to maintain solvency. Nevertheless, the Department 
is committed to funding the one-time start-up costs without requiring additional appropriations 
enhancements. 

B. Provide the location and current costs associated with the identification and 
“building out” of the DCAC. 
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Response: 

The cost estimates developed in support of the DCAC assumed the facility would exist 
within or near the Quantico market. This location is central to the FBI’s Engineering Research 
Facility, DEA’s Office of Investigative Technology, and the U.S. Marshals Service’s Technical 
Operations Group. Final determination of the location of the facility will be made by GSA in 
consultation with the Department. The Department is currently estimating that $4.5 million will 
be required to establish the facility, including renovation. An additional $2.6 million in one-time 
start-up costs for cabling, lab equipment, furniture, and security will also be required. As stated 
above, the Department is committed to funding the $7.1 million of one-time start-up costs 
without requiring additional appropriations enhancements. To date, no funding has been spent 
on the DCAC facility. As is customary, the Department will notify Congress of any allocation of 
excess balances from the Assets Forfeiture Fund before obligating the funds. However, GSA has 
been informally notified and we are nearing completion of the space and security requirements, 
known as the Program of Requirements, a necessary step prior to formal notification of GSA. 

C. The Department of Justice, Office of Inspector General recently released a 

report stating that the FBI agents routinely assigned to units investigating 
cybercrimes lacked the necessary experience. Specifically, the OIG 
supported a previous Government Accountability Office review which stated, 
“the agents who replaced experienced cyber crime investigators often had 
little or no cyber crime experience or background.” Moreover, the report 
also found that the FBI routinely withheld pertinent information from other 
member law enforcement agencies of the FBI led National Cyber 
Investigative Joint Task Force. 

I. Is it appropriate to construct the DCAC under the control and 

leadership of the FBI when according to the Inspector General and 
the GAO; the FBI lacks the skills necessary to investigate cyber- 
attacks? 

Response: 

The June 2007 GAO report on cyber threats' focused on the impact of the FBI’s Special 
Agent rotation policy on the background and experience level of cyber crime investigators. The 
April 201 1 Inspector General’s report on cyber intrusions^ focused on the rotation policy, the use 
of agents on cyber investigations, and the FBI’s Cyber Development Plan (the curriculum for 
agents on the cyber career path). Neither report addressed the FBI’s capabilities in areas relating 
to the Domestic Communications Assistance Center (DCAC). 

The DCAC is vital to law enforcement’s overall effort to close the gap in electronic 
surveillance capabilities identified through the “Going Dark” Initiative. It will: (1) serve as a 
hub for electronic surveillance knowledge management; (2) facilitate the sharing of technical 


^ GAO, Report to Congressional Requestors entitled, “CYBERCRIME: Public and Private Entities Face Challenges 
in Addressing Cyber Threats” (June 2007). 

^ Department of Justice Inspector General Report entitled, “The Federal Bureau of Investigation’s Ability to 
Address the National Security Cyber Intrusion Threat” (April 201 1). 
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solutions and know-how among law enforcement agencies; (3) advance initiatives to implement 
solutions that comply with the Communications Assistance for Law Enforcement Act; and (4) 
strengthen relations with industry. 

The FBI is recognized throughout the law enforcement community for its work in each of 
the four mission areas of the DCAC. With respect to the first two, the FBI has organized widely 
attended forums and working groups on electronic surveillance challenges for federal, state, and 
local law enforcement agencies and has established a website and help desk to provide technical 
assistance on lawdul intercepts. We have also provided direct technical assistance, tools, and 
expertise to law enforcement agencies and communications providers that have sought the FBI’s 
assistance in addressing technically complex electronic surveillance challenges. For example, 
the FBI has shared its pen register / trap and trace mapping tool with more than 50 law 
enforcement agencies and its cell site location database tool with 49 agencies. 

With respect to the third mission area of the DCAC, the FBI has successfully directed the 
government’s implementation of the Communications Assistance for Law Enforcement Act 
(CALEA) since its enactment more than 15 years ago. In the fourth area, the FBI has organized 
and hosted numerous forums, conferences, and working groups to address the electronic 
surveillance challenges facing both the communications industry and the law enforcement 
community. 

In sum, the FBI has experienced success in the four mission areas of the DCAC, but new 
mechanisms are needed to address the rapidly increasing need for assistance on electronic 
surveillance issues by federal, state, and local law enforcement agencies and to strengthen 
relations between the law enforcement community and the communications industry. The 
DCAC would address these requirements. 

2. If the FBI withholds relevant information from agencies they partner 
with on task forces, how are we in Congress expected to believe that 
the FBI is the best agency to undertake control and coordination of 
the DCAC? 


Response: 

The April 2011 report by DOJ’s Office of the Inspector General discusses the fact that 
certain legal and policy restrictions affect how participants in the National Cyber Investigative 
Joint Task Force (NCIJTF), including the FBI, share information with participating agencies that 
have not signed Memoranda of Understanding (MOUs) governing their participation. The OIG 
Report did not address the FBI’s ability to conduct, or to assist its federi, state, and local 
partners in conducting, lawful electronic surveillance intercepts. 

As discussed in response to Question 30C1, above, the DCAC is vital to law 
enforcement’s overall effort to close the gap in electronic surveillance capabilities identified 
through the “Going Dark” Initiative. From the perspective of law enforcement, the significant 
expansion of communications technologies coupled with the complexity of processing those 
communications into a readable format are outpacing any single agency’s aWlity to maintain, let 
alone get ahead of, investigative demands. In particular, the rapid growth of wireless and 
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internet-based conununications services and the migration of traditional carriers to internet-based 
technology have contributed significantly to the increasing intercept capability gap. Some 
providers lack technical intercept solutions that meet the electronic surveillance needs of law 
enforcement. 

From the standpoint of industry, communications providers have identified the varying 
demands of thousands of federal, state, and local law enforcement agencies as a challenge they 
are trying to address on an ongoing basis. Agencies often make isolated, non-standardized, and 
duplicative requests for assistance from providers that result in the inefficient use of scarce 
technical resources and missed opportunities to deploy existing intercept solutions. To 
compound matters, law enforcement agencies often lack insight into new services offered by 
providers, while providers often lack an understanding of the needs of law enforcement. 

The DCAC would address the law enforcement needs by: creating a technical resource 
center; establishing a call-in and website Help Desk; providing training; organizing forums, 
meetings, and working groups; and engaging in other activities that wilt assist law enforcement 
in identifying areas of consensus. The DCAC will also facilitate the sharing of technical 
solutions, expertise, best practices, equipment, facilities, and other forms of assistance among 
law enforcement entities, providing a single entity through which federal, state, and local law 
enforcement can leverage resources by making technical expertise and capabilities easily 
accessible and shareable. 

At dre same time, the DCAC will reduce the burden on the communications industry by 
working to standardize common requests for assistance, develop automated practices, ensure 
information exchanges are conducted in a more consistent standardized matmer, reduce 
duplicative communications, and identify other ways to lower costs, create efficiencies, and 
improve relationships between law enforcement and the communications industry. 

3. Given the current flnancia) difficulties the federal government faces, 
why should Congress fund and construct the DCAC given that the 
Inspector General found serious deficiencies in the FBI’s ability to 
share information? 

Response: 

Please see the response to Question 30C2, above. 

4. Do you think there a better agency in the federal government to 
handle the proposed capabilities of the DCAC? Should it be 
coordinated by a working group instead of a single federal agency? 


Response: 

The DCAC will be managed by the Attorney General or his designee. It will have a 
multi-agency board composed of Federal, state, local, and tribal representatives. The board will 
provide input to the Attorney General (or the Attorney General’s Department-level designee), 
shape the overall direction of the DCAC, play an active role in DCAC operations, and help the 
Attorney General select the DCAC’s Director and Deputy Director (who will be responsible for 
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executing policy and operations at the direction of the Governing Board). It is through the board 
that a wide variety of agencies will have the opportunity to influence the DCAC’s direction, 
policies, priorities, and operations. 


Freedom of Information Act - Oflice of Information Policy 
31. According to its website: 

The Office of Information Policy (OIF) is responsible for encouraging 
agency compliance with the Freedom of Information Act (FOIA) and 
for ensuring that the President’s FOIA Memorandum and the 
Attorney General's FOIA Guidelines are fully implemented across the 
government. OIP develops and issues policy guidance to all agencies 
on proper implementation of the FOIA. ... OIP provides 
individualized guidance to agencies on questions relating to the 
application of the FOIA, regularly conducts training programs for 
FOIA personnel across the government, including specialized agency 
programs, and provides general advice to the public on use of the 
FOIA. In addition to its policy functions, OIP oversees agency 
compliance with the FOIA.... 

(Emphasis added). 

Thus, the OIP’s responsibilities are not limited to the Department of Justice 
(“DOJ”). It (and therefore the DOJ) is responsible for “overseeling]” compliance 
with the Freedom of Information Act (“FOIA”) by all agencies “across the 
government.” 

A. Do you agree that the DOJ is responsible for insuring compliance with the 
FOIA by all agencies “across the government”? 


Response: 

Every agency subject to the Freedom of Information Act is responsible for complying 
with its obligations under the statute. Indeed, as the Attorney General emphasized in his March 
2009 guidance, “FOIA is everyone’s responsibility”; from full-time FOIA professionals to 
agency personnel conducting searches for responsive records from their own files, we all must be 
focused on fulfilling the President’s commitment to openness and transparency. As part of the 
Department’s leadership role on FOIA, the Department views itself as having a responsibility to 
work with its sister agencies to ensure that they are meeting their obligations. 

B. If you disagree, how do you reconcile your disagreement with the statements 

on the OIP’s/DOJ’s website? And if you disagree, identify the government 
agency that is responsible for “oversee[ing|” compliance with the FOIA by 
all agencies “across the government.” 
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Response: 

Please see response to Question 31 A, above. 


Freedom of Information Act - Department of Homeland Security 

32. Last year, Ted Bridis of The Associated Press uncovered that for at least a year, the 
Department Homeland Security (“DHS”) was diverting requests for records to 
senior political advisers, who delayed the release of records they considered 
politically sensitive. 

Specifically, the AP’s July 21, 2010 article revealed that in July of 2009, the 
Secretary Napolitano’s political staff introduced a directive at the DHS requiring a 
wide range of information to be vetted by political appointees, no matter who 
requested it. Under the directive, career employees were ordered to provide 
Secretary Napolitano's political staff with information about the people who asked 
for records — such as where they lived, whether they were private citizens or 
reporters — and about the organizations where they worked. 

At a March 15, 2011 hearing before the Senate Judiciary Committee, Melanie 
Pustay, the Director of the OIP, testified that “iC the AP’s story was true, the DOJ 
would have serious concerns. She also testified that the DOJ has not investigated 
the DHS’s political vetting policy. 

On March 31, 2011, the Office of the Inspector General at the DHS released a 
report on the DHS’ implementation of the FOIA. The report is carefully written in 
measured language. Nevertheless, in relevant part, in connection with the political 
vetting policy, the report states; 

We also determined that the Office of the Secretary has had 
unprecedented involvement in the Freedom of Information Act process 
beginning in 2009. For several hundred requests deemed significant, 
components were required to provide for headquarters review ail the 
material they intended to release. The department’s review process 
created inefficiencies that hampered full implementation of the 
Freedom of Information Act. We evaluated a Freedom of Information 
Act release about the review process, and identified some redactions 
we believe may have been inappropriate. 

The AP’s article is now 10 months old. It was based on and quoted DHS emails. 
Those emails either say what they say or they don’t. 

A. By the time of the Senate Judiciary bearing on March IS, 2011, the AP story 

was nine months old. As noted above, the story was based on and quoted 
DHS emails. Those emails either say what they say or they do not. Given the 
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DOJ’s responsibility for “oversee(ing|” compliance with the FOIA, didn’t the 
DOJ have a duty to know whether or not the AP story was “true” long before 
March 15,2011? 

B. Do you agree that at this point there is no question that the AP’s story is 
“true”? 

C. If you agree that the AP story is “true,” do you have serious concerns about 
the actions of DHS political actions reported on by the AP? If not, why don’t 
you? If you do have serious concerns, what are you and the DOJ doing to 
resolve those concerns? 

Response: 

The Office of Information Policy (OIP) first learned of the concerns with DHS’s FOIA 
processing procedures through the published news reports. Consistent with the Department’s 
role of providing guidance on FOIA matters to its sister agency, the Department contacted DHS 
and was assured that new procedures had been implemented to ensure there were no unnecessary 
delays in the processing of FOIA requests. In light of that assurance, the Department’s concerns 
were alleviated and it determined that no further action on its part was necessary. The 
Department’s authority under the FOIA does not include the authority to investigate allegations 
of an agency’s handling of its own requests. 

D. (i) Was the DOJ aware of the DHS’s political vetting policy prior to the AP’s 
reporting on it? (ii) If so, why didn’t the DOJ direct the DHS to end the 
policy and to properly comply with the FOIA? 

Response: 

DOJ was not aware of the processing procedures at DHS until after the news reports 
came out. After contacting DHS’s Chief FOIA Officer, OIP learned that new procedures had 
been implemented to ensure there were no urmecessary delays in the processing of FOIA 
requests, so there was no need to direct DHS to end them. 

E. Has the DOJ obtained copies of the DHS emails at issue? If not, why not? 

F. Did the DOJ ever review the DHS emails? If not, why not? 

Response: 


DOJ has not obtained or reviewed the DHS emails, but has seen excerpts of them in news 
articles. Given that new procedures had been implemented to ensure there were no unnecessary 
delays in the processing of FOIA requests, there is no apparent need for DOJ to obtain or review 
the emails at this time. 
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G. Does the DOJ know whether the DHS withheld any emails or other 
documents which were responsive to the AP’s FOIA request? 

Response: 

DOJ does not have any independent knowledge of whether DHS withheld documents in 
response to the AP’s FOIA request. 

H. Was any consideration at all given by the DOJ to commencing an 
investigation of the DBS’s political vetting of FOIA requests? If so, describe 
in detail what consideration was given. If any consideration was given and 
any documents were prepared by the DOJ in connection with that analysis, 
provide copies of those documents. 

I. Who made the decision that the DOJ would not conduct an investigation of 
the DBS’s political vetting policy? If you did not make the decision, why 
wasn’t this decision made by you? 

J. Describe in detail the justification for and reasoning behind the DOJ’s 
conclusion that an investigation should not be commenced. If any documents 
were created by the DOJ in connection with its decision not to investigate the 
DBS’s political vetting policy, provide copies of those documents. 

Response: 


DOJ’s formal interagency FOIA oversight authority is exercised in connection with 
agencies’ statutory obligations to provide Annual FOIA Reports and Chief FOIA Officer Reports 
to the Department of Justice. DOJ develops guidelines for those reports, issues guidance and 
provides training to agencies to help them complete the reports, and reviews and compiles 
summaries of both those reports, which are made publicly available. All agencies Annual FOIA 
Reports and Chief FOIA Officer Reports are also made available to the public in a centralized 
location on OIP’s website. OIP has no investigatory authority concerning FOIA matters and so 
had no occasion to consider whether an investigation was warranted. As mentioned above, 
however, upon reading the news reports regarding DHS, the Department, consistent with its role 
of providing guidance to its sister agencies regarding their implementation of the FOIA, 
contacted the Chief FOIA Officer at DHS. The Department was assured that new procedures 
had been implemented to ensure there were no unnecessary delays in the processing of FOIA 
requests. 

K. Have you or any member of your staB had any eonversations with the 

President or any member of his staff regarding the DBS’s political vetting 
policy? If so, identify the individuals involved in the conversation(s) and the 
date(s) on which the conversationfs) took place. Also, set forth the content of 
the conversation(s) in as much detail as possible. 
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Response: 

No. 

L. Has any member of the DOJ or any other government agency questioned 
Secretary Napolitano about her knowledge of the events reported on by the 
AP and her involvement and knowledge of the political vetting policy? If 
not, why not? If so, set forth in detail the circumstances of the questioning, 
the questions asked and Secretary Napolitano’s responses. 

M. Have you had any conversations with Secretary Napolitano about the 
political vetting policy at DHS and the events reported on by the AF? If so, 
set forth in detail the circumstances of the conversation(s) and what 
Secretary Napolitano’s said. 

Response: 

The Attorney General has not discussed with Secretary Napolitano the events reported in 
the AP news story referenced in this question. 

O. Other than the Inspector General’s Office at the DHS, has any unit of the 
federal government investigated the DHS’s political vetting policy? If so, 
which unit and what conclusions were reached? If any documents were 
prepared in connection with any other investigation, provide copies of those 
documents. 

Response: 


Other than the investigation by DHS’s OIG, we are not aware of any other government 
investigation of DHS’s FOIA procedures. 

P. Has any disciplinary action been taken against the political appointees on 
Secretary Napolitano’s staff who created and/or implemented the political 
vetting policy at the DHS? If not, why not? 

Response: 


DOJ has no knowledge of whether any personnel action has been taken by DHS in 
connection with the processing of FOIA requests. 

Q. Assuming that it has actually been discontinued, what corrective actions have 
been taken by the DOJ to prevent the DHS’s political vetting policy from 
being repeated at the DHS or any other agency? 
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Response: 

DHS is in the best position to provide an explanation of the corrective steps taken 
specifically at DHS. As to ensuring that proper FOIA procedures are followed at all agencies, 
the Department engages in a wide variety of initiatives to help agencies fully comply not only 
with the legal requirements of the FOIA, but also with the President’s FOIA Memorandum and 
with the March 2009 Attorney General FOIA Guidelines. First, the Department prepares and 
publishes the United States Department of Justice Guide to the FOIA, which is a legal treatise 
addressing all aspects of the law, including all its procedural provisions. Second, the Department 
issues guidance to agencies on proper implementation of the statute and the new guidelines, 
which includes guidance on the procedural aspects of the law and the need to ensure that an 
effective and efficient system in place for responding to requests. Third, the Department trains 
thousands of FOIA professionals each year on all aspects of the FOIA, including the law’s 
procedural requirements. Fourth, the Department provides daily legal coimseling services to 
FOIA professionals, who can call the Department on a dedicated phone line and speak to an 
attorney about any matter connected with the administration of the FOIA. Fifth, agencies are 
required to file two reports each year to the Department of Justice. The Annual FOIA Report 
contains detailed statistics regarding the numbers and disposition of FOIA requests, and the time 
taken to respond. The Chief FOIA Officer Report describes narratively the steps taken to 
improve transparency at the agency, specifically including the steps taken to ensure that the 
agency has an effective and efficient FOIA process. Sixth, the Department now makes available 
on a new website called F01A.Gov all of the detailed statistics on agency FOIA compliance in 
order to “shine a light” on FOIA compliance itself The statistics are displayed graphically and 
allow not only the Department, but any member of the public or any interested party, to compare 
and contrast the data between agencies and over time. Finally, the Department regularly meets 
with agency Chief FOIA Officers and principal FOIA contacts at agencies to address 
improvements to FOIA administration and compliance with the President’s FOIA Memorandum 
and the Attorney General FOIA Guidelines. Through all these initiatives, the Department both 
encourages proper compliance with the FOIA and helps ensure agency accountability. 

R. Since March 15, 2011, has DOJ commenced an investigation of the political 
vetting policy implemented at the DHS? If so, set forth in detail the 
circumstances involved in the decision to commence an investigation at this 
point in time, including identifying the individuals involved in making the 
decision. Also, if so, set forth in detail what has taken place so far and what 
remains to be done with the investigation. If any documents have been 
created in connection with the decision to commence an investigation and the 
investigation, provide copies. 

Response: 

As noted above, the Department’s authority under the FOIA does not include the 
authority to investigate allegations of an agency’s handling of its own requests. 
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Freedom of Information Act - Political Vetting 

33. The reports of the DBS’s political vetting policy are disturbing to say the least. 

Nevertheless, based on Ms. Pustay’s testimony, it does not appear that the DOJ has 

done anything in response to the DBS’s political vetting of FOIA requests. 

A. Describe in detail what level of disregard or violation of the FIOA by 
political appointees would need to occur before the DOJ commenced an 
investigation? 

B. Given the DOJ’s responsibility to “oversee” compliance with the FOIA by all 
agencies “across the government,” do agree that the implementation DBS’s 
political vetting policy or its continuance for one year constitutes a failure by 
the DOJ to fulfill its duties? 

C. If you agree, describe how the DOJ is being held accountable for its failure 
and what, if anything, you are doing to guarantee that the failure will not 
occur again. 

D. If you disagree, how do you characterize DOJ’s failure to detect and correct 
the DBS’s political vetting policy? 

Response: 


DOJ takes its FOIA oversight responsibilities very seriously. At the direction of the 
President, the Attorney General issued comprehensive new FOIA Guidelines in March 2009 that 
stress this Administration’s commitment to the presumption of openness called for in the FOIA. 
The FOIA Guidelines specifically address the need for agencies to respond to requests promptly. 
Any level of disregard to those principles would be of concern to DOJ. 

As explained above, the Department did not become aware of the processing procedures 
at DBS until there were published news reports. DOJ’s formal interagency FOIA oversight 
authority is exercised in connection with agencies’ statutory obligations to provide Annual FOIA 
Reports and Chief FOIA Officer Reports to the Department of Justice. DOJ develops guidelines 
for those reports, issues guidance and provides training to agencies to help them complete the 
reports, and reviews and compiles summaries of both those reports, which are made publicly 
available. All agencies’ Annual FOIA Reports and Chief FOIA Officer Reports are also made 
available to the public in a centralized location on OIP’s website. OIP has no investigatory 
authority concerning FOIA matters and so had no occasion to consider whether an investigation 
was warranted. Upon reading reports regarding DBS’s practices, the Department contacted the 
Chief FOIA Officer at DBS. The Department was assured that the procedures for handling 
FOIA requests at DBS had been revised and that the new procedures were designed to ensure 
that responses were not unnecessarily delayed. 
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Freedom of Informartoii Act - President Obama’s and AG Holder’s Memoranda 

34. On his first full day in office, President Obama declared openness and transparency 
to be touchstones of his administration, and ordered agencies to make it easier for 
the public to get information about the government. Specifically, be issued two 
memoranda designed to usher in a “new era of open government.” 

The President’s memorandum on FOIA called on all government agencies to adopt 
a “presumption of disclosure” when administering the law. He directed agencies to 
be more proactive in their disclosure and to act cooperatively with the public. To 
further his goals, the President ordered you to issue new FOIA guidelines for agency 
heads. 

Following the President’s order, you issued FOIA guidelines in a memorandum 
dated March 19, 2009. Your memo rescinded former Attorney General Ashcroft’s 
2001 pledge to defend agency FOIA withholdings “unless they lack[ed] a sound legal 
basis.” Instead, you stated that the DOJ would now defend withholdings only if the 
law prohibited release of the information or if the release would result in foreseeable 
harm to a government interest protected by one of the exemptions in the FOIA. In 
relevant part, your memo states: 

As President Obama instructed in his January 21 FOIA 
Memorandum, 'The Freedom of Information Act should be 
administered with a clear presumption: In ihe face of doubt, openness 
prevails.' This presumption has two important implications. 

First, an agency should not withhold information simply 
because it may do so legally. I strongly encourage agencies to make 
discretionary disclosures of information. An agency should not 
withhold records merely because it can demonstrate, as a technical 
matter, that the records fall within the scope of a FOIA exemption. 

Second, ... lajgencies should always be mindful that the FOIA 
requires them to take reasonable steps to segregate and release 
nonexempt information.... 

At the same time, the disclosure obligation under the FOIA is 
not absolute. The Act provides exemptions to protect, for example, 
national security, personal privacy, privileged records, and law 
enforcement interests. But as the President stated in his memorandum, 

"The Government should not keep information confidential merely 
because public officials might be embarrassed by disclosure, because 
errors and failures might be revealed, or because of speculative or 
abstract fears. "... 
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... Open government requires not just a presumption of 
disclosure but also an effective system for responding to FOIA requests. 
Each agency must be fully accountable for its administration of the 
FOIA. 


I would like to emphasize that responsibility for effective FOIA 
administration belongs to all of us — it is not merely a task assigned to an 
agency's FOIA staff. We all must do our part to ensure open 
government. 

(Emphasis added). 

A. Did the DBS’s political vetting policy and the conduct of Secretary 
Napolitano’s political staff who authored the directive and carried out the 
policy, violate the President’s and your memoranda? And if so, why hasn’t 
some disciplinary action been taken? 

B. If you do not believe that the political vetting policy at the DBS violated the 
President’s and your memoranda, bow do you reconcile the DBS’s policy 
and the conduct of Secretary Napolitano’s staff with the instructions set forth 
in the President’s and your memoranda? 

Response: 

Under the Attorney General’s FOIA Guidelines, agencies are directed to ensure that they 
have in place an effective system for responding to FOIA requests. As the Guidelines stress: 
“[a]pplication of the proper disclosure standard is only one part of ensuring transparency. Open 
government requires not just a presumption of disclosure but also an effective system for 
responding to FOIA requests.” The Guidelines also emphasize that “[tjimely disclosure of 
information is an essential component of transparency.” Accordingly, if an agency employs 
procedures that are uimecessarily inefficient or that cause undue delays in responding to requests, 
those procedures would be contrary to the FOIA Guidelines. As to DBS, its Office of Inspector 
General has completed a review of DBS’s FOIA process and made recommendations 
accordingly. Looking ahead, DBS has implemented new procedures to ensure there are no 
unnecessary delays in the processing of FOIA requests. 

C. If your political staff at the DOJ (including your Chief of Staff and/or Deputy 
Chief of Staff) implemented the same political vetting policy that the DBS 
did and carried out that policy for one year, as reported on by the AP, would 
you know about it? 

Response: 

Yes. 
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D. If your political staff at the DOJ (including your Chief of Staff and/or Deputy 
Chief of Staff) had implemented the same political vetting policy that the 
DBS did and carried out that policy for one year, as reported on by the AP, 
how would you have reacted? 

Response: 

The Department has no such policy. With respect to any FOIA policy adopted by Department 
leadership, the Department would take steps to ensure that the FOIA, the President’s 
Memorandum, and the Attorney General’s Guidelines were given full effect. 

E. Did Secretary Napolitano know about the political vetting policy at the DBS 
before it was exposed by the AP’s article? If you do not know, is the DOJ or 
any other unit of the government currently investigating this question? 

Response: 


The Department does not know the answer to this question, and is not currently 
investigating that question. 

F. Is the DOJ currently monitoring or “overseefing]” the DBS’s compliance 
with the FOIA? If so, describe in detail how that is being done. If not, why 
not? 

Response: 

The Department continues to work with DBS and all of its sister agencies as they work to 
fulfill their obligations under the FOIA. DBS, like all federal agencies, is required to file two 
reports each year to the Department of Justice. The Annual FOIA Report contains detailed 
statistics regarding the numbers and disposition of FOIA requests received and processed, and 
the time taken to respond. The Chief FOIA Officer Report describes narratively the steps taken 
to improve transparency at the agency, specifically including the steps taken to ensure that the 
agency has in place an effective and efficient FOIA process. The Department, in turn, reviews 
these reports, engages in outreach to agencies as needed, and prepares a summary of both 
reports. OIP posts these reports on its website at a central access point. OIP also now makes 
available on a new website called F01A.Gov all the detailed statistics on agency FOIA 
compliance. This is done in order to “shine a light” on FOIA compliance itself. The statistics 
reported by agencies are displayed graphically and allow not only the Department, but any 
member of the public or any interested party, to compare and contrast the data between agencies 
and over time. 

In addition, OIP engages in a number of activities designed to ensure that proper FOIA 
procedures are followed at all agencies. These activities are intended to help agencies fully 
comply not only with the legal requirements of the FOIA, but also with the President’s FOIA 
Memorandum and the Attorney General’s FOIA Guidelines. As mentioned above, OIP writes 
the United Stales Department of Justice Guide to the FOIA, which is a legal treatise addressing 
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all aspects of the FOIA, including all its procedural provisions. OIP also issues guidance to 
agencies on proper implementation of the statute and the new guidelines, which includes 
guidance on the statute’s procedural aspects and the need to ensure that there is an effective and 
efficient system in place for responding to requests. OIP trains thousands of FOIA professionals 
each year on all aspects of the FOIA, including the law’s procedural requirements. In addition, 
OIP provides daily legal counseling services to FOIA professionals, who can call OIP on a 
dedicated phone line and speak to an attorney about any matter connected widi the 
administration of the FOIA. Finally, OIP regularly meets with Chief FOIA Officers and 
principle FOIA professionals at agencies to discuss improved administration of the FOIA and 
compliance with the Attorney General FOIA Guidelines. Through all these initiatives OIP is 
both encouraging proper compliance with the FOIA and ensuring agency accountability. 


Freedom of Information Act - Civil Rights Division 

35. In a February 10, 201 1 blog posting, Christian Adams set forth his detailed analysis 
of FOIA logs for the DOJ’s Voting Section in its Civil Rights Division. Mr. Adams 
is a former DOJ attorney. His review of the logs reveals that requests from certain 
civil rights groups are often given same day turn-around. By contrast, requests 
from conservative groups faced long delays, if they are fulfilled at all. Indeed, 
according to Mr. Adams’ analysis in no instance did a conservative or Republican 
requestor receive a reply in the time period prescribed by FOIA. 

On March 1, 2011, Representative Frank Wolf questioned you about Mr. Adams’ 
blog posting. You testified that you bad looked into the issues and assured 
Congressman Wolf that there is no ideological component to how the DOJ answers 
FOIA requests. You maintained that Mr. Adams’ analysis was misplaced and 
compared “apples to oranges.” 

A. Describe in detail the DOJ’s investigation into the allegations made in Mr. 
Adams’ article, including the date it commenced and the date it was 
completed. 

Response: 

Beginning in February 201 1, the Department undertook a review of the allegations raised in the 
blog post referenced in this question. As the Department explained in the attached letter of 
March 30, 201 1 to Congressman Wolf, the Department’s policy is to process records requests 
without taking into account any ideological or political affiliations of the requester, and the 
Department’s review uncovered no evidence to substantiate the claim that the Civil Rights 
Division allows politics or any improper factors to play a role in the handling of such requests. 
See letter to Mr. Wolf dated March 30, 201 1, attached, which addressed in some detail the 
specific allegations in the blog post. On October 1 1, 201 1, the Acting Inspector General advised 
you that her office had “initiated a review of allegations relating to the Voting Section's 
responses to Freedom of Information Act (FOIA) requests.” The Department will cooperate 
fully with this review. 
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B. Who conducted the investigation? 


Response: 

The Department’s review of these allegations has been conducted principally by staff in 
the Civil Rights Division’s FOIA Branch and Voting Section. 

C. Who supervised the investigation? 

Response: 


The Department’s review of these allegations was supervised by the Chief of Staff of the 
Civil Rights Division. 

D. Were any political appointees involved in conducting or supervising the 
investigation? 

Response: 

The review of this matter was coordinated with assistance from both career and political 
professionals. 

E. Were any political appointees at DOJ questioned in eonnection with the 
investigation? 

Response: 

The Department sought information and input from both career and political employees 
in the course of identifying the relevant facts and responding to Congressional inquiries on this 
matter. 


F. If a report has been written in connection with the investigation, provide a 
copy. 


Response: 


The attached letter to Chairman Wolf provides a description of the FOIA requests 
referenced in this question. 

G. If the investigation is ongoing, describe in detail what has been done to date and 
what remains to be done, [watch formatting here| 


53 


I 


VerDate Nov 24 2008 


10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00094 Fmt 6633 


Sfmt6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



91 


Response: 

The review of the allegations contained in the blog post referenced in this question is no 
longer pending because, as noted above, the Department found the allegations to be 
unsubstantiated. 

Mr. Adams’ blog posting identified 16 FOIA requests by groups perceived as liberal 
and 11 FOIA requests by groups or individuals perceived as conservatives or 
Republicans. Two of the 11 requests from conservatives or Republicans had 
received no reply. In order to accept your March 1, 2011, testimony, it would seem 
to mean that all of the FOIA requests from perceived conservatives or Republicans 
were “complex” and all of the perceived liberal FOIA requests were “simple.” 

Moreover, in connection with the FOIA hearing held before the Senate Judiciary 
Committee on March IS, 201 1, Mr. Adams submitted written testimony. In 
relevant part, it states as follows: 

Attorney General Eric H. Holder, Jr. testified before an 
appropriations subcommittee chaired by Representative Frank Wolf 
on Tuesday, March 1, 2011. When confronted by Mr. Wolf with the 
data about the log which I described in the Pajamas Media story, the 
Attorney General claimed that there may be differing degrees of 
complexity in the differing FOIA requests. This is inaccurate. There is 
no difference in complexity in request for submission files created 
under Section 5 of the Voting Rights Act. The comparison is an 
“apples to apples” comparison. 

Further contradicting the Attorney General’s testimony is the 
structure of the files in question. The Section 5 submission files are 
already pre-segregated between public and non-public content. The 
public and non-public content occupy literally different portions of 
the file folder. I have seen them myself. It takes hardly any eHort 
whatsoever to access the requested Section 5 file, walk to a copier 
machine, and copy the public portion of the file and mail it to the 
requestor. The Attorney General should look more carefully at the 
issue, for he will discover different requests are being treated 
differently. 

H. What is your response to Mr. Adams’ written statement? 

Response: 

It is inaccurate to state that the “public portion” of Section 5 submission files can simply 
be copied and mailed to a requester. In fact, before producing any files in response to a request, 
the Voting Section must review files for completeness (i.e., to ensure that every document 
related to the submission that has been created or received up to the moment of the request - 
whether transmitted by letter, email, or otherwise - has been added to the Section 5 file) and 
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when necessary, must refer the files to the Division’s FOIA Branch to make any redactions that 
are appropriate under the FOIA. In addition, while files for pending Section 5 submissions are 
generally accessible on site, files for closed Section 5 submissions may need to be retrieved from 
archives off-site, which entails additional delay. While the Voting Section makes every effort to 
fulfill incoming requests efficiently, the process is more complex than the statement cited 
suggests. 


Freedom of Information Act - Whistleblower Retaliation 


36. On March 17, 2011, Ted Bridis of The Associated Press reported that Catherine 

Papoi, formerly the Deputy Chief FOIA Officer at the DHS was effectively demoted 
and denied a promotion. According to news reports, Ms. Papoi had complained to 
the Inspector General of the DHS about the political vetting policy implemented by 
Secretary Napolitano’s political staff. Also, according to news reports, the day after 
she spoke with investigators, Ms. Papoi was told that she was being replaced as the 
Deputy Chief FOIA at the DHS and was told to clear out her office. The adverse 
employment action taken against Ms. Papoi appears to be retaliatory. And it is sure 
to deter other career employees in all agencies from reporting misconduct about the 
handling of FOIA requests or any other misconduct. 

A. Is the DOJ investigating DHS’ mistreatment of Ms. Papoi for potential 
employment retaliation, violation of statutes protecting whistleblowers 
and/or any other civil or criminal violation? 

B. If so, identify which unit is conducting the investigation and whether any 
attorney conduction or supervising the investigation is a political appointee? 

C. If the DOJ is not conducting an investigation of DHS’ treatment of Ms. 
Papoi, why is it not doing so? 

Response: 


We are not aware of any DOJ investigation at this time concerning employment actions 
taken by DHS regarding this DHS official. Such investigations are not typically conducted by 
DOJ. 


54. Misconduct in the Civil Rights Division 

I have been informed that DOJ employee Maura Lee, then an employee in the 
Voting Section of the Civil Rights Division, was caught breaking into other 
employees’ e-mail accounts and disseminating personal information. I understand 
that at one point, the DOJ Office of Professional Responsibility authorized the 
searching of Lee’s emails by her superiors, and that search turned up evidence that 
Lee had attempted to leak information to the Washington Post on a variety of issues. 
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Questions; 

A. Are these charges regarding Maura Lee true? 


Response: 


The premise of your question is incorrect. Although the Department does not generally 
comment on such allegations involving Department employees, we believe the public record 
concerning Ms. Lee must be corrected. The Office of Professional Responsibility (OPR) never 
authorized nor conducted a search of Ms. Lee’s emails. There are no “charges” regarding Ms. 
Lee. 


B. Were these or similar allegations ever referred to DOJ OPR or to the OIG? 
If not, why not? 

Response: 

No, for the reasons described in response to Question 54A. 

C. Why was such an employee transferred to the Office of the Inspector 
General? 

Response: 


The OIG has advised that Ms. Lee was selected for employment, consistent with 
established merit systems principles, and she has served in that office since September 2006. 

D. What individual changes to the security protocols of the Civil Rights Division 
have taken place over the past five years? When was each change made? 

Response: 


We understand this question to pertain to computer security protocols. The Division has 
not issued new security protocols in the last five years although individual sections within the 
Division sometimes alter access permissions for various directories. 

E. Was one of those changes a result of the investigation of Maura Lee? 


Response: 


As indicated above, there was no investigation of Ms. Lee. 
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55. Housing Testing Program 

In 2008, a complaint was filed with the DOJ Office of the Inspector General (OIG) 
regarding Darryl Foster, then head of the Housing Testing Program in the Housing 
and Civil Enforcement Section of the Civil Rights Division. The OIG investigation 
involved allegations that Foster had engaged in an inappropriate relationship with 
the president of an organization over whom he had oversight responsibility for 
approving contracts with and requests for payments by the organization. Foster 
was demoted in May 2008 and reassigned to the Voting Section, also receiving a 7- 
day suspension of duration. 

Questions: 

A. What were the specific findings of the OIG report? 


Response: 


It is our understanding that Senator Grassley already has sought information relating to 
this matter from the Department’s OIG. Moreover, as a general matter, the Privacy Act and the 
Department’s longstanding policies regarding the confidentiality of Department personnel 
decisions limit our ability to comment publicly on the merits of specific allegations of 
misconduct about individual Department employees. 

B. How large was the budget that Foster was responsible for overseeing as head 
of the Housing Testing Program? 


Response: 

For fiscal years 2007-2009, the contractor budgets for the Housing Testing Program were 
as follows: 

Fiscal Year 2007; $235,593 
Fiscal Year 2008: $206,733 
Fiscal Year 2009; $86,751 

C. For what behavior was Foster demoted? 


Response: 

Please see response to Question 55 A, above 

D. What kind of message does it send when employees guilty of misconduct are 
only transferred between sections instead of being fired? 
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Response: 

Please see response to Question 5 5 A, above. 


56. Prince George’s County Inmate Death 

Ronnie L. White, who was arrested for murdering Prince George’s County Police 
Corporal Richard S. Findley, was found dead in his cell of the Prince George’s 
County Jail on June 29, 2008. Anthony McIntosh was the only guard with access to 
White’s jail cell when he died, and White’s family has filed a wrongful death lawsuit 
against Prince George’s County. An investigation conducted by the Maryland State 
Police concluded that White might have killed himself, but the Justice Department 
has taken over in launching Federal Civil Rights investigation. Some reports 
indicate that the federal criminal investigation may have been launched because 
White’s death is not the first security concern that has been raised at the Upper 
Marlboro jail in the past two years. 

Question: 

A. What is the status of the federal investigation? 


Response: 


The Civil Rights Division is currently investigating this matter. Since this is an ongoing 
investigation, the Department cannot comment any farther about the status of the investigation. 

B. When do you expect the investigation to conclude? 


Response: 

This is an open and ongoing investigation. Accordingly, the Department cannot comment 
any further about the status of the investigation. 


57. February Questions for the Record 

On February 2, 201 1, 1 submitted questions for the record to Assistant Attorney 
General Lanny Breuer and Assistant Attorney General Tony West for the 
Committee on the Judiciary hearing on “Protecting American Taxpayers: 
Significant Accomplishments and Ongoing Challenges in the Fight Against Fraud." 
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Question: 

What is the status of Mr. Brener’s and Mr. West’s responses to those 
questions? 


These questions for the record responses were submitted to the Committee on June 29 , 

2011 . 
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QUESTIONS POSED BY SENATOR SESSIONS 


58. You have reaflinned that, under this administration, there is a rebuttable 

presumption that captured terrorists will be tried in civilian courts. What remains 
unclear is whether this presumption encompasses the classification of terrorists 
either as enemy combatants or criminal defendants. 

A. When a suspected terrorist is apprehended in the United States, is the 

presumption that the individual will be designated as a criminal defendant, 
or is the presumption that the individual will be designated as an enemy 
combatant? 

Response: 

Since the September 1 1, 2001 attacks, the practice of the U.S. government, followed by 
prior and current Administrations without a single exception, has been to arrest and detain under 
federal criminal law all terrorist suspects who are apprehended inside the United States. Two 
(and only two) persons apprehended in this country in recent times have been held under the law 
of war after their initial arrest by federal law enforcement authorities. Both cases led to 
significant litigation concerning the lawfulness of the government’s actions. Ultimately, in both 
cases, those individuals were returned to law enforcement custody, convicted of terrorism 
charges and sentenced to prison. 

i. If the presumption is that the individual will be designated as a 
criminal defendant, under what circumstances would this 
presumption be rebutted in favor of military detention and trial by a 
military commission? 


Response: 

The criminal justice system has proven an effective weapon in the government for both 
incapacitating terrorists and collecting intelligence from them. In the event there were a serious 
domestic threat to national security that could not be addressed effectively by our federal law 
enforcement authorities, the President would have to consider carefully whether use of military 
authorities was lawful and appropriate under the circumstances. 

B. When a suspected terrorist is apprehended abroad, is the presumption that 
the individual will be designated as a criminal defendant, or is the 
presumption that the individual will be designated as an enemy combatant? 

Response: 

The United States is committed to using all lawful and appropriate authorities to win the 
war against al Qaeda and associated forces, including military, intelligence, law enforcement, 
diplomatic, and economic powers. When a suspected terrorist is apprehended abroad, whether 
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military or law enforcement authorities will be med to detain him and address the threat he poses 
depends on all the facts and circumstances of the case, the context in which the apprehension 
occurs, and what is in the best interest of our national security. Since September 1 1 , the U.S. 
government has used both military and law enforcement authorities to detain terrorists 
apprehended abroad, depending on the circumstances. Likewise, the decision whether to employ 
a civilian court or a military commission to prosecute a terrorist apprehended abroad is based on 
all the facts and circumstances of the case and what is in the best interest of national security, 
Where appropriate and in our national security interests, we will make every effort to prosecute 
suspected terrorists apprehended abroad - whether in civilian court or military commission. 

i. If the presumption is that the individual will be designated as a 
criminal defendant, under what circumstances would this 
presumption be rebutted in favor of military detention and trial by a 
military commission? 


Response: 


Please see response to Question 58B, above. 


59. You testified that you have “modified how Miranda should be viewed.” While I 

understand a public safety exception exists allowing the delay of the administration 
of Miranda rights in certain circumstances, there is a risk that employing this 
exception to the broadest extent possible (as indicated in the FBI’s October 2010 
memorandum) would yield incriminating statements that will later be deemed 
inadmissible. Even though a significant delay in Miranda rights might produce 
more intelligence information, a successful prosecution of the individual is also 
important. Do you agree that, instead of stretching criminal laws to accommodate 
terror suspects, the wiser policy is to designate these individuals as enemy 
combatants from the beginning, subjecting them to military detention, lawful 
military interrogation, and trial by military commission, thus preserving both 
intelligence gathering and the case against the individual? 

Response: 

As stated above, the administration’s first priority is to gather actionable intelligence 
from captured terrorists. The criminal justice system has a well-proven record as a tool for 
gathering vital intelligence information from terrorist suspects. When faced with the possibility 
of lengthy prison sentences, terrorists have offered up valuable intelligence about al Qaeda and 
other terrorist groups - even after they have been given Miranda warnings. Terrorists facing 
federal court prosecution have, for example, provided valuable information about telephone 
numbers and e-mail addresses used by al Qaeda, al Qaeda weapons programs and explosives 
training, the location of a! Qaeda safe houses and training camps, identification of al Qaeda 
operatives, and information about plots to attack U.S. targets. 
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It is also important that we ensure that a captured terrorist is lawfully and effectively 
incarcerated so that he no longer poses a threat to our national security. The decision whether to 
prosecute an individual in federal court or by military commission is made on a case-by-case 
basis in close coordination with the Department of Defense and other key interagency partners, 
and taking ail relevant factors into account. The issue of Miranda warnings and their possible 
impact on admissibility of certain statements at trial is only one of numerous factors that must be 
considered in evaluating where an individual should be prosecuted. There are of course some 
instances in which military commission prosecution is not a viable option due to jurisdictional 
limits and limits as to the types of crimes that are prosecutable by a commission. TTiere are also 
instanees in which law of war detention is not a viable option due to limits on who can be 
lawfully detained. 


60. You testified that, on the same day you aunounced that Khalid Sheikh Mohammed 
would be tried before a civilian court, you also “sent a number of cases to the 
military commissions” and that you will continue to do so. However, you have also 
reiterated the administration’s commitment to closing the detention facility at 
Guantanamo Bay. 

A. If the administration continues to send cases to military commissions, but 
closes the detention facility at Guantanamo Bay, where will these cases be 
tried? 

Response: 

As of now, military commission cases are taking place in Guantanamo Bay. If 
Guantanamo Bay closes, the commission cases would likely be moved to a secure location in the 
United States. 


B. During a Senate Intelligence Committee hearing in February, CIA Director 
Leon Panetta testified that if captured, high-level al Qaeda leaders such as 
Ayman Al-Zawahiri would likely be imprisoned at Guantanamo Bay. If 
Guantanamo Bay is closed, where will high-value targets be detained upon 
capture? 

Response: 

The decision where terrorist suspects not yet in U.S. custody will be detained will be 
made on a case-by-case basis, based on the facts and circumstances of each case and our national 
security interests. 


61. What is the status of the investigation by U.S. Attorney Patrick Fitzgerald regarding 
whether lawyers representing certain Guantanamo detainees illegally compromised 
the identities of Central Intelligence Agency employees? 
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Response: 

In March 2010, U.S. Attorney Fitzgerald was assigned the responsibility to determine 
whether any criminal charges are appropriate in connection with any matter arising out of the 
seizures of certain photographs from Guantanamo Bay detainees. The matter remains under 
active investigation. 


62. You testified that the Department of Justice “continuels] to protect the nation from 
other serious threats, including espionage and export control violators;” however, 
the ongoing WikiLeaks scandal went noticeably unmentioned. On April 24th, the 
New York Times, the Washington Post, and other media outlets obtained more.than 
700 classified military documents through WikiLeaks, which contained assessments 
of Guantanamo Bay detainees. As you know, this is the fourth time classified 
government documents have been released by WikiLeaks and the fact that the leaks 
have not been stopped by now is disconcerting. 

A. Please explain what legal steps the Department has undertaken to prosecute 
and/or stop the WikiLeaks breaches. 


Response: 


The Attorney General cannot comment on any ongoing criminal investigation. As 
previously stated, the Department is investigating the unlawful disclosure of documents to 
Wikileaks and is actively supporting the Department of Defense in its investigation and 
prosecution related to this matter. 

B. Are you aggressively pursuing a strong case against all parties legally 
chargeable with this dramatic breach? 


Response: 


The Attorney General cannot comment on any particular criminal investigation, but, as 
previously stated, the unlawful disclosure of classified information is a very serious offense, and 
the Department will aggressively investigate those persons who unlawfully disclose classified 
information. 

C. Do you believe that the Espionage Act or another law currently on the books 
gives you the legal authority that you need to prosecute culpable individuals 
effectively? 

Response: 

The Attorney General cannot comment on any ongoing criminal investigation. As stated 
previously, the Department believes that the current criminal law provides legal authority for the 
investigation and prosecution for the unlawful disclosure of classified information. 
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i. If not, are you in favor of Congress passing new legislation giving you 

this authority? 


Response: 

While the current statutory scheme provides legal authority to investigate and prosecute 
the unlawful disclosure of classified information, the Department is currently reviewing those 
statutes for any areas in which that authority may be revised to augment our ability to investigate 
and prosecute such offenses. 


63. In your February 23, 201 1 letter to Speaker Boehner, you wrote that “the President 
and I have concluded that classifications based on sexual orientation warrant 
heightened scrutiny and that, as applied to same-sex couples legally married under 
state law. Section 3 of DOMA is unconstitutional.” 

A. Is it this administration’s view that all classifications based on sexual 
orientation warrant heightened scrutiny? 


Response: 


As the Attorney General stated in the above-referenced letter, “[a]fter careful 
consideration, including a review of my recommendation, the President has concluded that given 
a number of factors, including a documented history of discrimination, classifications based on 
sexual orientation should be subject to a heightened standard of scrutiny.” This conclusion 
follows from a close review of the factors that the Supreme Court has set forth to inform the 
proper level of scrutiny for legislative classifications: (1) whether the group in question has 
suffered a history of discrimination; (2) whether individuals “exhibit obvious, immutable, or 
distinguishing characteristics that define them as a discrete group”; (3) whether the group is a 
minority or is politically powerless; and (4) whether the characteristics distinguishing the group 
have little relation to legitimate policy objectives or to an individual’s “ability to perform or 
contribute to society.” See Bowen v. Gilliard, 483 U.S. 587, 602-03 (1987); City of Cleburne v. 
Cleburne Living Ctr., 473 U.S. 432, 441-42 (1985). 

Notwithstanding this determination, court adjudications of equal protection claims are 
necessarily context- and fact-specific, taking into account the setting in which a challenged 
classification is employed and the nature of the government interests asserted to justify the 
classification. For these reasons, the Administration’s position on the constitutionality of Section 
3 of DOMA, as applied to legally-married same-sex couples, should not be understood to suggest 
a broader position on the constitutionality of all legislative classifications based on sexual 
orientation. 


B. Eleven United States Circuit Courts of Appeal have applied the rational basis 
test to such classifications. The Third Circuit has not had the occasion to 
address the issue, and the Second Circuit, in Able v. United States, 155 F.3d 
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628, 632 (2d Cir. 1998), applied rational basis review without deciding 
whether a higher standard would be warranted. In your letter to Speaker 
Boehner, you dismiss the eleven circuit court decisions as follows; 

“many of them reason only that if consensual same-sex sodomy may be 
criminalized under Bowers v. Hardwick, then it follows that no heightened 
review is appropriate - a line of reasoning that does not survive the 
overruling of Bowers in Lawrence v. Texas, 538 U.S. 558 (2003). Others rely 
on claims regarding ‘procreationai responsibility’ that the Department has 
disavowed already in litigation as unreasonable, or claims regarding the 
immutability of sexual orientation that we do not believe can be reconciled 
with more recent social science understandings. And none engages in an 
examination of all the factors that the Supreme Court has identified as 
relevant to a decision about the appropriate level of scrutiny. Finally, many 
of the more recent decisions have relied on the fact that the Supreme Court 
has not recognized that gays and lesbians constitute a suspect class or the 
fact that the Court has applied rational basis review in its most recent 
decisions addressing classifications based on sexual orientation, Lawrence 
and Romer. But neither of those decisions reached, let alone resolved, the 
level of scrutiny issue because in both the Court concluded that the laws 
could not even survive the more deferential rational basis standard.” 

Is it the administration’s position that the United States Circuit 
Courts mentioned above are incorrect in their application of the 
rational basis standard, rather than heightened scrutiny, in cases 
involving classifications based on sexual orientation? 


Response: 

The Administration believes that those decisions rest on the incorrect view that all 
classifications involving sexual orientation should be reviewed under the deferential rational 
basis standard. Many of those decisions pre-date the Supreme Court’s overruling of Bowers v. 
Hardwick 478 U.S. 1 86 ( 1 986) - a case that has formed the basis for the reasoning applied in 
many of those lower court decisions. In addition, and as noted in the letter to Speaker Boehner, 
social science understandings about the procreative and child-rearing abilities of gay and lesbian 
Americans and the immutability of sexual orientation have evolved considerably since many of 
those decisions were issued. 


64. Has the Department of Justice ever refused to defend a law based on its 

determination that a standard of review applies that is different from the standard 
of review employed by the majority of circuit courts and never employed by the 
Supreme Court? 
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Response: 


The determination concerning Section 3 of DOM A is not the first time that the 
Department of Justice has concluded that the courts have applied an incorrect standard of revie\v 
to a particular type of classification. For instance, in Metro Broadcasting, Inc. v. FCC, 497 U.S. 
547 (1990), the Supreme Court considered the constitutionality of certain congressionally- 
mandated minority preferences employed by the FCC. That Court previously had upheld 
congressional minority-preference programs under a standard less rigorous than strict scrutiny, in 
Fullilove V. Klutznick, 448 U.S. 448 (1980). But in Metro Broadcasting, the Department of 
Justice declined to defend the FCC’s minority preference program, and argued affirmatively in 
the Supreme Court that the program was unconstitutional under strict scrutiny, a more rigorous 
standard of review than the Court had applied previously to federal (as opposed to state and 
local) minority preferences. The Supreme Court disagreed and upheld the FCC program under 
the more deferential standard it had applied to federal programs in the past. 

More recently, in United States v. Virginia, 518 U.S. 515 (1996), the United States filed a 
lawsuit to challenge the Virginia Military Institute’s (VMl) long-standing policy of admitting 
only male students. The Supreme Court, as it has in the past, evaluated this gender classification 
under intermediate scrutiny. Despite the holdings of the lower courts and Supreme Court on the 
applicable standard of review, the Department argued that “strict scrutiny is, in fact, the correct 
constitutional standard for evaluating differences in official treatment based on sex, and that the 
complete exclusion of women from VMl’s unique and valued public educational program should 
be reviewed under that standard.” See United States Supreme Court Petitioner’s Brief, available 
at 1995 WL 703403. The Court invalidated VMI’s policy under intermediate scrutiny, and did 
not employ the more stringent and exacting standard urged by the Department. Though not an 
example of the Department refusing to defend a law, KW/ represents a more recent example of 
the Department advocating for a higher form of scrutiny for a group than had been accepted by a 
majority of the courts of appeals for a classification that is often implicated in challenges to 
federal law. 


65. An important element of our federal bankruptcy law is the requirement that 

debtors receive a budget briefing and analysis from an approved credit counseling 
agency before filing a bankruptcy petition. I was a leading proponent of that 
requirement when it was added in 2005, because it was important to ensure that 
people are aware of the alternatives to bankruptcy and that only people who truly 
have no hope of repaying their debts are subject to the burden, expense and credit 
damage that a filing involves. I also thought it was important that we provide 
debtors with the knowledge and insight they need to emerge successfully from 
bankruptcy so that they will never have to file again. To ensure that debtors receive 
objective, professional advice that will further these goals, the Bankruptcy Abuse 
Prevention and Consumer Protection Act of 2005 directed the Executive Office for 
United States Trustee (EOUST) to create a list of approved nonprofit budget and 
credit counseling agencies to provide these services. 
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Recently, it has come to my attention that the EOUST has approved a number of 
credit counseling agencies that some people characterize as “certiflcate mills.” 

These agencies appear to be primarily concerned with simply providing debtors 
with a certificate to prove they have completed the requisite pre-filing counseling, 
rather than helping debtors explore their alternatives to bankruptcy and to 
understand what types of behavior placed them in a position of financial distress. 

Of particular concern is that some approved agencies appear to be related through 
family or business ties with for-profit companies, including debt relief agencies and 
bankruptcy lawyers, which can lead to a conflict of interest. For example, 
bankruptcy lawyers associated with some of these approved agencies may try to 
cultivate relationships with credit counseling agencies that will, in turn, make no 
effort to help debtors avoid filing bankruptcy. 

A. When considering whether to approve a credit counseling agency, does the 
EOUST evaluate the relationship between the eredit counseling agency or its 
personnel and debt relief agencies or bankruptcy lawyers? 

Response: 

Yes. All applications received from agencies seeking approval to provide pre-bankruptcy 
credit counseling services are subject to a comprehensive review by the United States Trustee 
Program (USTP) to ensure compliance with Title 1 1 and the Interim Final Rule,' The USTP’s 
review process has been credited by the GAO, the Consumer Federation of America, and others 
for its effectiveness in excluding unscrupulous and unqualified providers.^ 

On average, the USTP reviews 1 85 applications yearly for approval/re-approval as a pre- 
bankruptcy credit counseling agency. Each application is reviewed to assess; (1) compliance 
with laws requiring organization and de facto operation as a nonprofit entity; (2) familial or 
financial relationships with third parties; (3) counselor qualifications and credentials; and (4) 
counseling procedures and materials. In addition, the review process includes confirmation that 
the applicant provides mandatory disclosures to counseling clients and provides services without 
regard to a client’s ability to pay. 

In accordance with 28 C.F.R., §58.15, approved credit counseling agencies must: (1) 
avoid any conduct or transactions that generate or create the appearance of generating a private 
benefit for any individual or group related or connected to the agency; (2) have an independent 


* Application Procedures and Criteria for Approval of Nonprofit Budget and Credit Counseling Agencies and 
Approval of Providers of a Personal Financial Management Instruction Course by United States Trustees, 71 Fed. 
Reg. 38076-85 (July 5, 2006)(codified at 28 C.F.R. §§ 58.15-58.17, 58.25-58.27)(tlie "Interim Final Rule”). 

^ U.S. Gov’t Accountability Office, GAO-07-778T, Bankruptcy Reform: Value of Credit Counseling Requirement 
Is Not Clear, at 2, 6-7 (2007); Consumer Protection and the Credit Crisis; Hearing Before the S. Comm, on 
Commerce, Sci., & Transp., Ill* Cong. 33 (2009) (statement of Travis B. Plunkett, Legislative Director, Consumer 
Federation of America). 
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board of directors the majority of which do not receive a direct or indirect financial benefit from 
the outcome of the counseling services provided by the agency; and (3) agree not to pay or 
receive referral fees or other consideration for the referral of clients to or by the agency. See 28 
C.F.R. §§ 58.15(d)(3)(ii), (d)(5); 58.15(h)(2)(vi). To ensure that these requirements are met, 
information on relationships between applicants and their boards of directors and officers with 
outside entities is solicited from applicants and evaluated. This evaluation includes a review of 
information concerning contemporaneous employment (or service on other boards of directors), 
corporate affiliations, written and oral contracts with third parties, and referral agreements with 
third parties, including, without limitation, lawyers, bankruptcy petition preparers, and approved 
debtor education providers. The review is based not only on information provided by the 
applicant, but also upon an independent examination of publicly available information. A 
determination is made whether any affiliations and agreements with third parties run afoul of the 
requirement that approved agencies operate as nonprofit entities and that they do not, either in 
reality or appearance, impermissibly benefit related persons or entities. 

Further, while neither Title 1 1 nor the Interim Final Rule prohibits referral relationships 
between approved agencies and either debt relief agencies or lawyers per se, the Interim Final 
Rule does require that any such referrals be uncompensated.^ Accordingly, referral agreements 
are evaluated to ensure that neither the agency nor the referring person/entity receives 
compensation in connection with the referral, whether financial or other valuable consideration. 

The Attorney General would note that since the USTP implemented its approval process 
for credit counseling agencies, approximately 20 percent of the applications either have been 
withdrawn after USTP inquiry, or denied. The primary reasons are failure to demonstrate 
nonprofit status, the existence of an independent board of directors, or ability to perform 
adequate counseling. 

B. Please explain the steps the EOUST takes to ensure that conflicted 

relationships do not arise between approved credit counseling agencies and 
debt relief agencies or bankruptcy lawyers. 


The interim Final Rule states that “by executing and submitting the [credit counseling application], the agency 
acknowledges and agrees to abide by the prohibitions, limitations, and obligations set forth in Appendix A ... of the 
application.” 28 C.F.R. § 58.15(h)(2). Appendix A explicitly prohibits the payment or receipt of referral fees by or 
to a credit counseling agency. The Program accepted post-promulgation comments on the Interim Final Rule and 
received comments seeking clarification concerning the prohibition against accepting or providing referral fees. In 
response, the Program published a notice of proposed rulemaking on February 1, 2008 (73 Fed. Reg. 6062), which 
defmed referral fees as “money or any other valuable consideration paid or transferred between an approved agency 
and another entity in return for that entity, directly or indirectly, identifying, referring, securing, or in any way 
encouraging any client or potential client to receive counseling services from the approved agency; provided, 
however, that ‘referral fees’ shall not include fees paid to: (I) The agency under a fair share agreement; or (2) Any 
locator.” See 28 C.F.R. §§ 58.12(34),’ 58.20(d)(4). The final rule, which may have additional changes, to 
strengthen this language, has not yet been published. 
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Response: 

In addition to the scrutiny given to this issue in the initial application process, the annual 
application renewal requirement provides a regular means of evaluating an agency and its 
relationships. The same standards applied to the review of an initial application as discussed 
above are conducted on renewal applications. 

Further, the USTP employs two other important means to ensure continuing compliance 
with Title 1 1 and the Interim Final Rule. First, each fiscal year, the USTP conducts about a 
dozen Quality of Service Reviews (QSRs) of approved credit counseling agencies. Agencies are 
selected for a QSR based upon a number of factors, including whether there are allegations 
concerning an agency’s failure to comply with applicable statutes or regulations, such as 
impermissible relationships. A QSR generally involves a review of agency records, including 
minutes of board meetings, state licensing documents, litigation matters, persormel files, and 
contracts; interviews with officers, supervisors, and counselors of the agency; observation of 
counseling sessions (with client permission); and a review of counseling session files. A 
findings letter is issued to the agency identifying any deficiencies or instances of non-compliance 
with Title 1 1 and the Interim Final Rule. Agencies are generally given an opportunity to respond 
and/or take corrective action; however, they may be subject to removal based on a finding in the 
QSR. 


Second, the USTP investigates all complaints received regarding agencies. The primary 
sources of complaints are USTP field offices, courts, consumers, and approved credit counseling 
agencies. Any information received suggesting that an approved agency is providing clients a 
certificate without helping them explore their alternatives to bankruptcy and understand what 
types of behavior placed them in a position of financial distress, is investigated, and action taken 
as appropriate. 
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QUESTIONS POSED BY SENATOR GRAHAM 


The Integrated Wireless Network (IWN) radio system has been deployed in the National 
Capital Region. 

66. Please explain the Department’s decision to cancel the IWN program now that it is 
being deployed. 

Response: 

Please see the response to Question 24 , above. 


67. If the Department does not consider IWN to be successful in providing federal 

agents with an upgraded system and interoperability, what is the Department's new 
plan to do so? 

Response: 

The Department considers IWN to be successful. IWN has not suffered from 
insurmountable technical problems, or ever-increasing costs with no final product. The 
Department has implemented IWN in the Pacific Northwest and in the greater San Diego region 
and is implementing IWN in the National Capital Region, among other successes. In short, the 
program has not failed. Moreover, the Department remains committed to the IWN project and is 
developing contingency strategies within available resources. Please see the response to 
Question number 66 above. 


68. When do you intend to submit that plan to the Judiciary Committee for our review 
and comment? 


Response: 

This question appears to build on the assumption in Question 67, above, that the 
Department considers IWN to be unsuccessful. Please see the response to Question 67, above. 
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QUESTIONS POSED BY SENATOR CORNYN 


69. The Joint Interagency Task Force-South (JIATF-Soutb) is a DoD-ied interagency 
enterprise that integrates and synchronizes U.S. Government counter-trafficking 
operations in the Caribbean Sea, Gulf of Mexico, and the eastern Pacific. At 
JIATF-South, 15 different USG agencies and liaisons from 13 partner nations are at 
work, detecting and monitoring illicit traffickers and other threats, and then 
facilitating their interdiction. 

In contrast to JIATF-South, the USG takes a much less unified and less effective 
approach along the U.S. land border with Mexico, where counter-trafficking and 
border security operations are critical. Although the USG does have solid 
interagency coordination in the area of intelligence fusion on the border, there is no 
similar interagency integration and synchronization function in the areas of 
interdiction operations and border security. 

Recently, Admiral Winnefeld, commander of NORTHCOM, testified before the 
Armed Services Committee that JIATF-South is a “very good model” that he 
supports “as a potential concept” for utilization on the Southwest border. He 
emphasized that it would be important for any such interagency task force on the 
U.S.-Mexico border to be civilian-led. 

A) Do you agree with the DHS, the U.S. NORTHCOM commander, and the 
President’s “Drug Czar”? 


Response: 

We do not agree with the assertion that USG law enforcement efforts lack “interagency 
integration and synchronization. . . in the areas of interdiction operations and border security.” 

To be sure, while there is always room for improvement in our interagency operations, the USG 
law enforcement community effectively works together on a daily basis through several existing 
entities such as the Special Operations Division, the OCDETF Fusion Center, and the El Paso 
Intelligence Center, to name but a few. While the Department supports efforts to improve 
interagency law enforcement coordination the existing jurisdictional and geographic construct of 
the Southwest Border serves as good basis for those improvement efforts. 

While aspects of the JIATF-South model are worth replicating, changes to the existing 
USG counter-trafficking efforts on the Southwest Border should not be based solely on the 
JIATF South model. We agree that JIATF-South, which has been in existence for over twenty 
years and which has developed and refined interagency and parmer nation engagement process 
over that period of time, is a “gold standard” of interagency coordination. However, the 
principal driver at JIATF-South is the fact that under 10 U.S.C. § 124, DOD has the lead in 
detection and monitoring of aerial and maritime transit of illicit drugs into the United States. 

This authority is delegated to JIATF-South, providing unity of command over detection and 
monitoring of assets. Once the decision is made to interdict a suspect vessel, operational control 
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of the event passes to the U.S. Coast Guard, the agency with statutory authority to affect a 
boarding in the maritime domain. While the geographic construct and statutory framework 
under which JIATF-South has prospered does not exist on the Southwest Border, the model is 
still worth further consideration. 

B) Do you think an interagency civilian-led task force on the Southwest border, 
modeled after the “gold standard” of JIATF-South, would enhance our 
counter-trafficking and border security efforts? 

Response: 

JI ATF-South’s area of responsibility is unique, consisting largely of international waters 
and airspace. The Southwest Border, in contrast, provides different geographic and jurisdictional 
challenges, and existing mechanisms already provide for interagency coordination and 
deconfliction. As we work together to improve those mechanisms, we believe that a discussion 
of whether a JlATF-South-type model would enhance our counter-trafficking and border security 
efforts should be accompanied by discussion on how best to achieve consensus on the existing 
gaps in interagency coordination. 

Although aspects of the JIATF-South model certainly are worth replicating, changes to 
the existing USG counter-trafficking efforts on the Southwest Border should not be based solely 
on the JIATF-South model. The primary key to the success of JIATF-South is the ability to fully 
integrate its partners, synchronize intelligence efforts, and leverage information sharing to 
provide tactical cueing. While unity of command is the perceived driver of success, in reality 
JIATF-South’s success is driven by unity of effort and the willingness of interagency partners to 
participate in the endeavor. It is this unity of effort - as opposed to unity of command - that we 
seek to model in our law enforcement efforts on the Southwest Border. 


70. Mexican transnational criminal organizations (TCOs) annually generate, remove, 
and launder between $18 billion and $39 billion in proceeds, a large portion of 
which is believed to be smuggled in bulk out of tbe United States through the 
Southwest border. Other methods include use of Money Services Businesses, trade- 
based schemes, and stored value card systems. At most, officials seize $1 billion of 
this revenue. 

A) What is DOJ doing to improve coordination between law enforcement 
agencies and focus resources on these criminal financial networks? 


Response: 


The Department of Justice is coordinating across agencies. Jurisdictions, and state, 
federal, and international boundaries as never before to target the criminal financial networks. 
The lifeblood of drug trafficking organizations (DTOs) is their financial infrastructures. If such 
infrastructures are significantly disrupted, the DTOs cannot pay for new product, maintain their 
paramilitary organizations, bribe loci officials or otherwise exercise the tremendous local 
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influence they currently wield. Particularly throu^ multi-agency intelligence coordination 
centers such as EPIC, the OCDETF Fusion Center, and the Special Operations Division (SOD), 
we are coordinating all cases related to the Mexican Cartels, towards bringing our united focus to 
bear against criminal financial networks. 

The Department has prioritized the targeting and disruption of the illicit flow of money 
from the Mexican Cartels and other associated criminal organizations. For example, using funds 
provided by the Southwest border supplemental funding bill, the Criminal Division’s Asset 
Forfeiture and Money Laundering Section (AFMLS) established a Mexico team whose top 
priority is the investigation and prosecution of these criminal financial networks. The Unit is 
staffed with both seasoned prosecutors and lawyers familiar with the complicated mechanisms 
by which money moves through the global financial system. The Unit is devoted to investigating 
and prosecuting complex criminal cases involving financial institutions and individual 
facilitators, who hide and obfuscate the financial flows that enable criminal organizations to 
operate. Also, DOJ has embarked on an initiative combining resources from the Criminal 
Division, SOD, the United States Attorney’s Offices, the OCDETF Strike Forces and DHS to 
coordinate all cases related to the Mexican Cartels in efforts to identify, disrupt and dismantle the 
financial infrastructure of the Mexican Cartels and seize their assets. The Department also 
utilizes its regional and national SAR review teams to better identify patterns and places where 
illicit proceeds are being deposited in US financial institutions. 

Similarly, the OCDETF Program has been working diligently to bring together all the 
resources and tools its investigators and prosecutors need to fully exploit and dismantle the 
financial resources and systems used by the illicit drug traffickers. Building on its ongoing 
partnership with the experts at AFMLS, in FY 201 1, OCDETF updated a highly successful 
training program that enhances the financial investigative skills of prosecutors, agents, analysts, 
auditors, investigators, law clerks, paralegals, and support staff from more than 80 federal, state 
and local law enforcement agencies and offices and dlows them to follow the money of a 
sophisticated drug trafficking organization. In addition, in FY 201 1 , AFMLS and OCDETF 
developed a new curriculum for an advanced level seminar to continue the education process for 
those who are ready to proceed to the next level in their financial investigations. 

As a result of this prioritization, since the begirming of FY 2010, OCDETF implemented 
a new policy that requires a financial investigation to have been started in every OCDETF case 
prior to the approval of OCDETF designation. Therefore, 100% of OCDETF investigations 
initiated in FY 2010 and FY 201 1 have an active financial component. Additionally, 99% of 
OCDETF’s more than 4,800 active cases have an active financial investigation. 

Working together in case-specific multi-agency task forces or in permanently co-located 
multi-agency Strike Forces, the OCDETF component agencies - DEA, FBI, ATF, USMS, 
ICE/HSl, USCO, IRS, the U.S. Attorneys’ Offices, AFMLS, and the Criminal Division’s 
Narcotic and Dangerous Drug Section (NDDS) - pursue comprehensive, prosecutor-led, multi- 
agency, intelligence-driven investigations that are the essence of law enforcement cooperation 
and coordination of effort. 
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Further, OCDETF component agencies, partnering with state and local law enforcement, 
have implemented a specific Southwest Region Bulk Currency Money Laundering initiative to 
investigate bulk currency movement along transportation routes in the Southwest Region. 
Currently more than 80% of active OCDETF investigations initiated in the Southwest Region 
target organizations employing bulk cash smuggling. Since FY 2006, 76 separate OCDETF 
investigations have been initiated fiom this initiative, and these ongoing investigations have led 
to the return of 143 indictments, with 606 defendants indicted, and 399 defendants convicted so 
far. 


Similarly, the creation of permanent, co-located OCDETF Strike Forces in Boston, New 
York, Atlanta, Tampa, San Juan, Houston/Laredo/McAllen/San Antonio, Phoenix/Tucson, San 
Diego, and El Paso, Texas/Las Cruces, New Mexico, fosters close working relationships across 
agencies and facilitate multiple, far-reaching, and highly effective multi-agency investigations. 
Moreover, these Strike Forces have taken irmovative steps to leverage non-OCDETF resources 
to their great advantage. For example, working with the Assets Forfeiture Fund, OCDETF and 
the National Drug Intelligence Center have placed Document and Media Exploitation Teams in 
the Atlanta, Flouston, El Paso, Phoenix, and San Diego Strike Forces. These DOMEX teams 
allow Strike Force analysts and agents to capture and exploit evidence in complex, fast-paced 
investigations, and to develop trial exhibits for prosecutors quickly and effectively. The 
Department also utilizes its regional and national SAR review teams to better identify patterns 
and places where illicit proceeds are being deposited in US financial institutions. 

Another critical component in disrupting the financial networks of the Mexican TCOs is 
close collaboration with our Mexican counterparts. Both U.S. and Mexican authorities have 
expressed a strong commitment to using financial crimes enforcement, particularly forfeiture, to 
attack drug trafficking and related criminal organizations operating along the U.S.-Mexican 
border. In support of these goals, the Department of Justice is working closely with the 
Government of Mexico to disrupt the flow of illicit proceeds back to criminal organizations and 
identifying and prosecuting money laundering cases that affect both our countries. For example, 
in June 2011, AFMLS held a regional conference in Lima, Peru titled “Latin American 
Forfeiture: Dismantling Cartels.” The conference brought together representatives from seven 
different countries, including the U.S, Mexico, Colombia and Panama, all with the united goal of 
sharing experiences and best practices regarding the drug cartels and other TCOs. 

B) What legislative tools do you need to more effectively identify and prosecute 
money laundering threats through criminal investigations? 


Response: 


Federal money laundering laws constitute a powerful tool in combating some of our most 
pressing criminal concerns, including transnational organized crime and the Mexican drug 
cartels. However, gaps in our legal authority have emerged over time that hamper the 
government’s ability to exercise the full weight of money laundering law. Some of these gaps 
include: 
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• The fact that not all serious crimes are predicate offenses for purposes of federal 
money laundering law, which prevents the government from prosecuting the 
laundering of proceeds for such violations. 

• Inability to prosecute and seize the proceeds of foreign criminals who commit 
their crimes overseas and launder and maintain their assets in the U.S. 

• Insufficient penalties for bulk cash smuggling, a commonly used method for 
international drug cartels to launder their criminal proceeds. 

• An adverse U.S. Supreme Court ruling that inhibits the government’s ability to 
prosecute the transport of concealed drug proceeds across the border. See Cuellar 
V. United States, 553 U.S. 550 (2008). 

• Lack of wiretap authority for certain money laundering offenses. 

The Department prepared legislative proposals, as part of die Administration’s 
Transnational Organized Crime Strategy, to address these and other gaps in our money 
laundering laws. We look forward to sharing these proposals with Congress and working 
together to ensure that our capabilities to combat money laundering are as effective as possible. 


71. On April 18, Representative Lamar Smith sent you a letter asking if the 

Department of Justice was going to sue the State of Utah, as it did the State of 

Arizona, over its recently enacted immigration laws. 

A) How do you distinguish the Arizona case from the Utah law, especially given 
that both involve States enacting legislation in an area that should be 
controlled by the Federal Government? 

B) Wouldn’t you say that the Utah laws are subject to preemption as you 
argued in the Arizona case? 

Response: 

The enforcement provisions of Utah’s immigration laws were scheduled to go into effect 
on May 10, 2011, but were temporarily enjoined by a district court on that date. See Utah 
Coalition of La Roza, et al. v. Herbert, et al. No. 1 1-00401 (D. Utah), Doc. 43. The Department 
of Justice is continuing to evaluate how that law will affect federal enforcement of the 
immigration laws. As with any statute, the law raises individual issues that need to be carefully 
considered as part of the Department’s analysis of preemption and other legal questions. 

Utah’s guest worker program raises preemption issues that were not addressed in the case 
against the State of Arizona. These provisions also have a different effective date. Unless Utah 
receives a waiver from the federal government granting permission to implement its Guest 
Worker Program, Utah would implement the program at some point after July 1, 2013. The 
federal government has exclusive authority over the immigration of guest workers. The United 
States will assess its legal options and take appropriate action before the law goes into effect. 
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72. In April, the Government Accountability Office (GAO) released a report on 

criminal alien statistics. In the report, GAO noted that three individuals with links 
to international terrorism were able to become naturalized U.S. citizens. 

The ability to bar terrorists and people who are national security risks from 
obtaining immigration benefits is a recurring problem. As we know from the 9/11 
Commission report, terrorists will exploit any legal avenue to gain entry into the 
United States. They have been able to use our current immigration system to 
advance their efforts to do harm to Americans. Whether they obtain a visa or U.S. 
passport or are able to come to the U.S. legally through a relative or employment - 
the end result is the same. 

I have tried to address this problem through legislative amendments that would bar 
terrorists from establishing good moral character - a requirement for 
naturalization. However, this problem also requires additional authorities that 
would give you and the Secretary of Homeland Security the ability to bar terrorists 
or known security risks from obtaining U.S. citizenship as a matter of discretion. 

A) Do you believe an individual who is a terrorist or has ties to terrorist 
organizations should be allowed to get U.S. citizenship? 

Response: 

No. Terrorists, including those who commit, plan, plot or aid terrorist acts clearly should 
not be granted U.S. citizenship. 

B) What additional authorities do you wish you had available to you to better 
prosecute individuals suspected of terrorists activity? 

Response: 

Over the last decade, hundreds of domestic and international terrorists have been 
prosecuted. Recent terrorism investigations and prosecutions have generated valuable 
intelligence information about training camps in Afghanistan, insurgents in Iraq, and other plots 
to attack the United States and its allies. 

In many cases, the success of these prosecutions has been the result of post-9/1 1 
legislative, judicial, and structural changes - including the PATRIOT Act, the dismantling of the 
Foreign Intelligence Surveillance Act (FISA) wall, and other amendments to the Foreign 
Intelligence Surveillance Act - that have provided both law enforcement and the intelligence 
community with enhanced investigative authorities. Following 9/1 1, the FBI expanded beyond 
its traditional law enforcement focus to become a threats-based, intelligence-driven organization. 
In 2006, the Department of Justice - with Congress’s approval - brought counterterrorism, 
counterespionage, and intelligence attorneys together in a single Division to enhance the synergy 
between the Department’s law enforcement and intelligence activities and to bring the full 
weight of our resources to bear against those who threaten our security. 
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Congress’s recent reauthorization of the PATRIOT Act was an important step in helping 
to ensure that the government continues to have the authorities it needs to address the threat of 
terrorism. The Department is prepared to work with Congress on other possible changes to our 
investigation and prosecution authorities as necessary. 

C) Is there an administrative process that could be revised to ensure that no 
individual obtains U.S. citizenship until you or the Secretary of Homeland 
Security determines they are not a threat to the U.S.? 

Response: 


The Department of Homeland Security, United States Citizenship and Immigration 
Services (USCIS), is solely responsible for the administrative process by which it makes 
eligibility determinations regarding naturalization. The Attorney General, therefore, defers to 
USCIS on how best to revise its internal administrative procedures to remedy the concerns you 
have expressed. 


73. Last year the American Bar Association (ABA) published a report suggesting three 
alternatives to reform the current immigration court system - creation of an Article 
1 court, Independent Agency, or some hybrid of the two to oversee immigration 
proceedings. 

I like the idea of an Article I Court and have drafted legislation to create such a 
court to replace the current immigration court system. 

A) What are your views on the ABA’s immigration court reform proposal? 
Response: 

The ABA report recommends that EOIR be restructured as an Article I court as a first 
option and that EOIR become an independent agency as the next best alternative. Such 
restructuring would require substantial statutory changes followed by significant regulatory 
changes, involving operations and jurisdiction. Moreover, any of the proposed restructuring 
would require Congress to appropriate significant levels of funding to create, operate and 
maintain either an Article 1 court or an independent agency. It is questionable whether the 
creation of an Article I court or independent agency would achieve the stated goals. In short, 
both recommendations would require substantial appropriations without the likelihood of any 
improvements to the immigration courts and appeals system. 

B) Do you think that the immigration court function should be moved out of 
DOJ? If yes, why? 
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Response: 

Some suggest that EOIR be made into an independent court system, separate from any 
executive branch cabinet officer. Those who advocate for an independent court system base 
these recommendations on the belief that making EOIR independent from the Department of 
Justice would improve perceptions of fairness and result in greater efficiency in the adjudication 
of removal cases. 

EOIR’s adjudicators are, however, already perceived as fair and independent of the 
influences of either party that appears before them. The type of civil administrative 
adjudications that EOIR conducts are designed to be handled within the structure of the 
Department and it would take significant resources to create an agency separate from an 
executive branch cabinet officer. 
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QUESTIONS POSED BY SENATOR COBURN 


74. Foilowing the April 2009 Justice Department Oversight hearing, I submitted written 
questions to you regarding the steps taken at the Justice Department to implement 
President Obama’s promise to conduct “an immediate and periodic public 
inventory of administrative oflices and functions and require agency leaders to 
work together to root out redundancy.” 

In your response, yon stated, “the Department established an Advisory Council for 
Savings and Efficiencies (SAVE Council) in June 2010.. .The Council will ensure 
accountability for performance improvements resulting in cost savings, cost 
avoidance, and streamlined processes across the Department” 

A. Your response merely described the SAVE Council, and what it proposed to 
do. Since it has now been in existence for almost a year, please describe its 
activities to date, cost savings implemented, how Department processes have 
been streamlined, and what, if any, recommendations were made to eliminate 
certain subdivisions to improve organizational efficiency. 

Response: 

In July 2010, the Attorney General created the Advisory Council for Savings and 
Efficiencies (the SAVE Council). The SAVE Council is responsible for developing and 
reviewing Department-wide savings and efficiency initiatives, as well as monitoring component 
progress to ensure positive results for cost savings, cost avoidance, and efficiencies. 
Representatives from numerous components were appointed by the Attorney General to serve as 
members on the Council. The members have the lead responsibility to develop and report out on 
the savings and efficiency initiatives. 

The SAVE Council institutionalizes the Department’s pilot savings efforts that began in 
June 2009, which resulted in over $48.5 million savings/cost avoidance from June 2009 through 
the second quarter of FY 2011. The creation of the SAVE Council paves the way for the 
development of future on-going initiatives that will result in cost avoidance, actual savings, and 
streamlining, while leveraging and instituting best practices. 

There are numerous areas the SAVE Council is addressing in order to achieve its goal of 
cost savings, cost avoidance and efficiencies. Those areas include, but are not limited to, a 
reduction in the square footage occupied by the Department, efficiencies in the hiring processes, 
training and travel efficiencies, travel cost savings through on-line booking, coordinated 
procurement efforts for IT equipment and services, and consolidations of vendor contracts. A 
number of initiatives were stood up in FY 2010 and FY 2011, while some initiatives are still in 
their implementation planning phases; however, the Council expects these initiatives to produce 
savings during the current fiscd year and through FYs 2012 and 201 3. The Council will 
continue to provide a framework to identify and implement best practices to save taxpayer 
dollars, realize efficiencies, and monitor our savings progress. 
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B. I also asked whether any proposals for organizational change included an in- 
depth review of current grant programs, their effectiveness, and whether any 
grant programs were identified as poorly managed, duplicative or in need of 
elimination. You stated grant program review had not occurred as part of 
the proposals from senior leadership at the Department, but that, “with the 
establishment of the Council, this is a potential program area that can be 
examined.” 

i. Has the Council examined grant programs as part of its goal to 

“ensure accountability for performance improvements resulting in 
cost savings, cost avoidance, and streamlined processes across the 
Department?” If not, why not? 

Response: 


Not at this time. The Council’s focus has been on identifying and implementing 
Department-wide efficiencies. 

ii. If so, please list the grant programs the Council identified as 
problematic in its review. 


Response: 


As stated above, the Council’s focus to date has been on identifying and implementing 
Department-wide efficiencies, and it has not yet examined grant programs specifically. 


75. The Department of Justice Office of the Inspector General has been preparing its 

“Top Management and Performance Challenges in the Department of Justice” since 
1998. In its most recent list, published in November 2010, it states grant 
management has been “a top management challenge since the inception of this list.” 
The Department faced even more challenges in this area when it had to award funds 
through the 2009 Recovery Act. 

A. The OIG’s 2010 memo on this challenge state, “as of the end of August 2010, 
the Department bad expended about 52 percent of its Recovery Act funds.” 
What is the current percentage of Recovery Act funds that have been 
expended to date? 

Response: 


i. The Recovery Act was signed into law over 2 years ago. It was 
allegedly needed to provide an immediate infusion of funding to 
jumpstart the economy. Why has the Department delayed its delivery 
of the entire amount of Recovery Act funding? 
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Response: 

To ensure Recovery Act fimds are spent as intended, the Department must find the 
appropriate balance between dispensing the funds quickly and dispensing them responsibly. 
Controls are put in place to protect the integrity of the fimds, by releasing them at certain times 
and under certain conditions. For example, block grants are given to municipalities all at once, 
while others are released through a competitive process. 

Over 99 percent of the Department’s Recovery Act fimds were obligated by the end of 
September 2009. So far, recipients have expended 66 percent of the entire amount that is 
available to them. In many cases, the rate of expenditures is on target as many awards will 
continue through 2015. In other instances, delays are due to preliminary activities that must take 
place before a recipient can drawdown funds. 

For example, recipients of Community Oriented Policing Services (COPS) Hiring 
Recovery Program funds will not drawdown resources as quickly as other recipients due to the 
fact that additional time is needed to recruit, hire and train new police officers before the funds 
can be used for an officer’s salary to be paid over the course of three years. The Department also 
obligated Recovery Act funds to build correctional facilities on tribal lands. Construction 
projects require a time consuming architectural and design phase before construction can even 
begin. In addition to fimds being used to build correctional facilities on tribal lands, there were 
renovation funds allocated in some of the Office on Violence Against Women (OVW) 
Transitional Housing and Tribal awards that also require additional steps and documentation 
before actual funds for renovations are released. A special condition was added to all awards 
involving construction and renovation to ensure that environmental requirements were met 
before the funds are released. 

Finally, a portion of the Department’s Recovery Act funds is designated for oversight and 
will be used through the end of fiscal year 2013 to support audits, reviews and investigations. 

■i. Is there a closeout date for grant funding provided by the Recovery 

Act? Does the Department plan to return to the Treasury any unused 
Recovery Act funds that are outstanding at this lime? Why or why 
not? 


Response: 

Under the terms of the Recovery Act, all ARRA grant fimds needed to be obligated by 
COPS, OJP and OVW no later than September 30, 2010. After that date, COPS, OJP and OVW 
lost the authority to obligate any remaining fimds, and all such fimds would have returned to the 
Treasury. As of that date, all of the ARRA grant funding for COPS and OJP had been obligated, 
and 99 percent of OVW’s ARRA funding had been obligated. OVW’s remaining unobligated 
balance was due to one grant recipient not accepting its award, three State Coalitions not being 
eligible for grant fimding, and a remaining balance for STOP technical assistance. 
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Also, as provided in the Recovery Act, prime grant recipients must obligate awarded 
funds by the end of their respective award periods (plus any extensions), but in no case later than 
September 30, 201 5. For example, as of May 20, 201 1, the outlay percentage for OJP’s grant 
programs is 79 percent and, overall, is on target based on expected expenditures and draw downs 
through the end of FY 2015. OJP is closely monitoring the progress of its grants programs and 
anticipates that all funds awarded to its grantees will be drawn down by the end of FY 2015. 

Further, approximately 99 percent of COPS and OVW funds have been obligated and 
outlay percentages stand at 33 and 61, respectively. It is anticipated that all COPS and OVW 
funds will be drawn down within three years of the date awarded, which is consistent with the 
terms of the Act. 

B. Testimony of the Inspector General in May 2010 before the Senate 

Appropriations Subcommittee on Commerce, Justice, Science and Related 
Agencies also noted the grant management problem in both Recovery Act 
and non-Recovery Act grant programs. While acknowledging improvement, 
the Inspector General’s testimony noted “OdP needs to ensure that our audit 
recommendations regarding a particular grant program will be implemented 
throughout all applicable Department programs, rather than only in the 
specific program the OIG audited.” He also stated, “considerable work 
remains in ensuring effective grant management...” 

The Acting Inspector General recently testified before the House 
Appropriations Subcommittee on Commerce, Justice, Science and Related 
Agencies, and she described the grant management portion with the same 
sentiment, “considerable work remains before managing the billions of 
dollars the Department awards annually in grants is no longer a top 
challenge for the Department” 

i. The Inspector General’s 2010 testimony notes lack of consistent 

application of audit recommendations among grant programs. Do the 
individual program managers now coordinate to address concerns 
expressed by the Inspector General to ensure those recommendations 
are applied across all programs? Why or why not? 

Response: 

Proper grants management is a priority of the Attorney General’s, and we have made 
huge strides to ensure the grant process is transparent and fair and that we manage the grants 
system in a manner that avoids waste, fraud, and abuse. The Office of the Inspector General 
(OIG) recently recognized the Office of Justice Programs (OJP) grants management 
improvements in its March 201 1 report on the monitoring and oversight of OJP’s Recovery Act 
and non-Recovery Act grants. The report states “OJP also developed comprehensive plans for 
overseeing its Recovery Act and non-Recovery grants. . .during [the] audit [the OIG] reviewed 
draft versions of these plans and provided comments to OJP. As [the OIG] identified concerns 
with OJP’s plans, OJP generally took prompt actions to address those concerns.” OJP will 
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continue to work closely with the OIG to ensure that we are addressing issues identified in grant 
and program audits. 

Additionally, OJP has implemented a comprehensive approach to address grant 
management issues identified by audits. At every possible opportunity, OJP is implementing 
OJP-wide corrective actions to respond to program-specific audit recommendations made by not 
only the OIG, but also the GAO and OJP’s Office of Audit, Assessment, and Management 
(OAAM). For example, to address recent OIG audit recommendations, OJP implemented the 
following corrective actions agency-wide: 

• Policy directives requiring the documentation of all funding recommendations and 
decisions, including justifications for any deviations from peer review scoring. 

• All award decisions are posted on the OJP website, including the type of award, the 
recipient, and the award amount, 

• Procedures requiring all competitive solicitations to be posted for a minimum of 45 days 
to ensure applicants have sufficient time to identify funding opportunities and prepare 
quality proposals. Additionally, any changes to the solicitation deadline are to be 
announced on the OJP website, bureau or program office website, and Grants.gov. 

• Revision of the competitive solicitation language to clearly describe what material is 
required to be submitted by the applicant and to notify the applicant of the implications if 
they fail to submit an application that contains critical specified elements (i.e., will not 
proceed to peer review or receive further consideration). 

• Procedures to ensure that applications are consistently treated when determining whether 
they meet basic minimum requirements and should proceed to peer review process. 

The Department has also made progress to enhance collaboration among the grant- 
making components, including the creation of a Grants Management Challenges Workgroup, led 
by the Office of the Associate Attorney General and comprised of grant officials from OJP, 
Community Oriented Policing Services (COPS) and Office for Violence against Women (OVW), 
to develop consistent grant administration and management practices. The DOJ grant making 
components have shared OIG and GAO audit findings and recommendations as appropriate, and 
implemented corrective actions across the Department. This includes addressing the 
recommendations from the DOJ Office of the Inspector General’s February 2009 report entitled 
“Improving the Grant Management Process.” 

We are continuously striving to make improvements and are developing common 
procedures and tools for effective grant management across the Department, 

ii. I believe it is irresponsible for taxpayer dollars to be funoeled into 
grant programs the OIG has consistently classified over the past 13 
years as being mismanaged by the Department. What changes do you 
believe are necessary within the Department to prevent grant 
management from appearing on the OIG’s top management 
challenges list next year? How do you plan on implementing your 
proposed changes? 
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Response: 

The Department has continuously worked to improve grant oversight by implementing 
policies and procedures to strengthen the management of grants funded with taxpayer dollars. 
Acting Inspector General Cynthia A. Schnedar acknowledged as much in her testimony before 
the House Appropriations, Subcommittee on Commerce, Justice, Science and Related Agencies. 
With regard to Recovery Act grant programs in particular, Ms. Schnedar stated that OIG reviews 
have found that the Department’s grant management staff made extraordinary efforts to 
implement the Recovery Act programs and generally issued the Recovery Act grant funds in a 
timely, fair, and objective manner. 

Further, a recent OIG report on the monitoring and oversight of the Office of Justice 
Programs (OJP) Recovery Act and non-Recovery Act grants, released in March 201 1 , highlights 
many of the significant improvements in the monitoring and oversight of grants, as well as 
acknowledges the collaborative relationship that has developed between the Office of Justice 
Programs (OJP) and the OIG. For example, the report states: 

• “Since the establishment of OAAM [Office of Audit, Assessment, and Management], 
OJP has made a significant commitment to improving the monitoring and oversight of 
grants.” 

• “OJP and OAAM, while initially slow to implement this approach, have developed a 
reasonable process for providing monitoring to a high volume of grants. This approach 
has allowed OJP to monitor grants totaling almost 4 times the award amount required to 
be monitored by law.” In FY 2010, OJP completed on-site monitoring activities for 
grants totaling about $3 billion out of the open and active grants totaling about $8.4 
billion. 

We are working closely with the OIG to ensure that we are addressing issues identified in 
grant audits. In one year, OJP closed numerous OIG grantee audit reports, which represented a 
return of $3.3 million to the Federal government for unallowable or unsupported costs. OJP has 
also worked with OIG staff to coordinate grant fraud training for OJP employees and for 
grantees at OJP-sponsored conferences and meetings. At every possible opportunity, OJP is 
implementing agency-wide corrective actions to respond to OIG and GAO audit 
recommendations. 

The Department is dedicated to rigorous oversight and monitoring of its grants and grant 
programs, and to the continuous review and improvement of its procedures and internal controls. 


76. The Office of the Inspector General released its last Semiannual Report to Congress 
in the Fail of 2010, covering the period from April 1, 2010 - September 30, 2010. In 
that report, the Inspector General noted its audits of Office of Justice Programs 
(OJP) grants to state and local entities. One such audit included 10 Weed and Seed 
grants and 2 Bureau of Justice Assistance (BJA) grants totaling over $5 million 
awarded to Oklahoma City, OK. Over $300,000 in grant funds were questioned, 
and other internal control discrepancies were identified, such as inadequate 
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property control records, and a city employee opening a bank account in the name 
of Oklahoma City, but giving himself exclusive signatory authority over the account. 

A. The Report notes OJP agreed with OlG’s eight recommendations and 
“agreed to coordinate with Oklahoma City to remedy the questioned eosts 
and implement appropriate corrective action.” Please provide these eight 
recommendations, and an update on the status of the implementation of 
those by both OJP and Oklahoma City. 

Response: 

Since the issuance of the OIG audit report on Oklahoma City on June 2, 2010, OJP has 
been working with Oklahoma City to address the audit issues. This process includes Oklahoma 
City developing a corrective action plan to address the OIG recommendations and submitting 
documentation, which will adequately support the implementation of corrective actions and 
expenditures questioned by the OIG. To date, Oklahoma City has implemented appropriate 
procedures to address one of the recommendations. However, OJP continues to work with 
Oklahoma City to address the remaining open recommendations and questioned costs. For more 
information, please see attached table. 

B. Has Oklahoma City been forced to repay any of the questionable 
expenditures highlighted by the OIG’s Report? Why or why not? 

Response: 


At this time, OJP is requesting that Oklahoma City return a total of $60,199 associated 
with unallowable costs charged to its Weed and Seed grants. It is OJP’s practice to allow its 
grantees the opportunity to seek a final determination, from the awarding bureau/program office, 
regarding the allowability of expenditures questioned by the OIG. With regard to expenditures 
questioned under the Community Capacity Development Office (CCDO) grants, to date, CCDO 
has determined that $36,279 of the $306,601 in expenditures questioned by the OIG, were 
unallowable under the Weed and Seed grant program. Further, in a separate review of the actual 
expenditures Oklahoma City charged to its Weed and Seed grants, CCDO determined that 
Oklahoma City must return an additional $23,920 to OJP (which were not questioned by the 
OIG), because Oklahoma City exceeded the maximum travel and training costs permitted under 
the Weed and Seed grant program. As stated above, OJP is requesting that Oklahoma City return 
these funds ($60,199) associated with the unallowable costs. 

OJP continues to work with Oklahoma City to obtain adequate documentation to support 
the remaining $271,869 in expenditures questioned by the OIG under Bureau of Justice 
Assistance (BJA) and CCDO grants. For any disallowed expenditures as determined by BJA and 
CCDO, OJP will request that Oklahoma City return the funds associated with these costs. 

C. Has Oklahoma City continued to receive any Weed and Seed or other BJA 
grant funding since the OIG questioned its conducted in the April 1, 2010 
Semiannual Report? If so, why? 
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Response: 


The City has not received any Weed and Seed grants since the OIQ issued the audit 
report for Oklahoma City on June 2, 2010. However, under the fiscal year (FY) 2010 Edward 
Byrne Memorial Justice Assistance Grant (JAG) Program, a Bureau of Justice Assistance (BJA) 
formula program in which the City was eligible to receive funds, the City received an award, in 
the amount of 5690,393, on August 30, 2010. 

In FYs 2010 and 201 1, OJP performed programmatic and financial monitoring of 
Oklahoma City’s active awards through a series of desk reviews. These desk reviews include a 
comprehensive review of materials available in the grant file to determine administrative, 
financial, and programmatic compliance, as well as grantee performance. Additionally, in FY 
2010, BJA performed on-site programmatic monitoring, which allows grant managers to validate 
grantee reporting or gather information outside of documentation submitted by the grantee, of 
Oklahoma City’s FY 2009 Recovery Act JAG award. OJP’s monitoring of Oklahoma City’s 
awards did not identify any substantive issues. 


77. In the Department’s 2010 PRO IP Act Annual Report, you note Congress did 

not appropriate funds for the state and local law enforcement grants authorized 
under Section 401 of the PRO IP Act, yet the Office of Justice Programs (OJP) 
“offered competitive grants to support state and local IP law enforcement task 
forces and local IP training and technical assistance....” 

A. Under which OJP competitive grant program were these funds awarded? 
Response: 

Approximately $4 million was awarded in competitive grants under the Fiscal Year (FY) 
2010 Intellectual Property Enforcement Program, using $2 million from Economic, High Tech 
and Cybercrime Prevention funding and $2 million from Byrne Competitive funding. 

B. The PRO IP Act Report notes, “on September 30, 2010, OJP announced that 
it had awarded approximately $4 million in grants to 14 state and local law 
enforcement agencies and three non-profit organizations....” Are these 17 
grantees required to report to the Justice Department on the use of these 
funds and their enforcement success as a result of these grants? If so, please 
provide that information and comments regarding whether the Department 
is satisfied with the grantees’ performance with the federal grant funds. 

Response: 

All Department of Justice Intellectual Property (IP) enforcement grantees are required to 
provide reports on their use of these funds and document enforcement successes via official 
quarterly financial reports and biaimual Categorical Assistance Progress Reports. In addition, 
the Bureau of Justice Assistance requires IP enforcement grantees to submit specific 
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performance measurement data quarterly to its Performance Measurement Tool. These current 
grantees have demonstrated and documented their success in addressing IP crime in their 
communities. 

The relatively modest investment made to provide IP enforcement grants have enabled 
state and local law enforcement personnel to engage in and collaborate with federal law 
enforcement actors to carry out multi-agency enforcement and abatement operations, as well as 
to seize over $200 million in counterfeit and pirated goods in jurisdictions throughout the nation. 


78. In the Department’s 2010 PRO IP Act Annual Report, you also note, regarding the 
funds authorized under Section 403, Congress provided funding in 2009 “for the 
Department to appoint IS new CHIP prosecutors to support CHIP Units 
nationwide.” 

A. The Report merely noted where these new positions would be located, but 
did not comment on the investigations and prosecutions that have resulted 
from the hiring of these new prosecutors. Have these new hires pursued any 
investigations and prosecutions? If so, please provide examples of the 
success or failure of these efforts. 

Response: 


After funding became available in April 2010, new prosecutors were hired in the United 
States Attorneys' offices in the Central District of California, the Northern District of California, 
the District of Columbia, Massachusetts, Eastern District of Michigan, New Jersey, Eastern 
District of New York, Southern District of New York, Eastern District of Pennsylvania, Southern 
District of Texas, Eastern District of Virginia, and the Western District of WasMngton. While it 
may be too soon to report on individual investigations and prosecutions of these individual 
prosecutors, we can report on some of the cases handled in these U.S. Attorney's offices. 

For example, on May 17, 201 1, a defendant was indicted for the sale of counterfeit 
diabetic test strips. The case was investigated by the Food and Drug Administration and is being 
prosecuted by the Eastern District of Pennsylvania. 

In March 18, 2011, a former Goldman Sachs computer programmer was sentenced in the 
Southern District of New York to serve 97 months in federal prison for theft of trade secrets. 

The defendant developed computer programs for Goldman Sachs' high-frequency trading system 
valued at approximately $500 million. He accepted a job with a competitor and, on his last day, 
transferred substantial parts of the code to himself. The FBI arrested the defendant as he was on 
his way to meet with the new company to transfer the trade secrets. 

On February 24, 201 1, a defendant was taken in into custody in Paraguay to return him to 
the U.S. to face charges, including the sale of counterfeit goods. The defendant is alleged to 
have committed his crimes to raise money for the terrorist group Hezbollah. The case is being 
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prosecuted by the U.S. Attorney's Office for the Eastern District of Pennsylvania and the 
Department of Justice's (DOJ's) National Security Division. 

On February 14, 201 1, a father and son - both living in Canada - were sentenced for 
selling and dispensing counterfeit Viagra and Cialis. Over the course of a year, 22 packages with 
counterfeit drugs arrived from China and India at a mailbox in Blaine, Washington, near the 
U.S.-Canada border. The case was investigated by the FDA Office of Criminal Investigations, 
the U.S. Postal Inspection Service, and U.S. Customs and Border Protection (CBP), and was 
prosecuted by the U.S. Attorney's Office for the Western District of Washington. 

On January 6, 2011, a federal judge sentenced a defendant to serve 60 months in prison 
for conspiracy to traffic in counterfeit goods, as well as to bribe CBP officials to get those 
counterfeit goods into the U.S. The defendant paid more than $700,000 to an undercover law 
enforcement agent in an attempt to ensure that 15 shipping containers of counterfeit goods were 
not seized or detained by CBP. The case was investigated by U.S, Immigration and Customs 
Enforcement (ICE) and CBP and prosecuted by the U.S. Attorney's Office for the District of 
New Jersey and CCIPS of the Department's Criminal Division. 

On November 29, 2010, ICE Homeland Security Investigations (HSI) and the 
Department of Justice announced Operation In Our Sites v. 2.0. As part of "version 2.0," ICE 
HSI and DOJ obtained court orders to seize the domain names of 77 websites selling counterfeit 
goods such as sports equipment, athletic apparel, handbags, and sunglasses. ICE HSI and DOJ 
announced the seizures on Cyber Monday, a day on which online sales topped $1 billion. In 
addition to the seizure of those 77 domain names, the Operation also involved the seizure of the 
domain names of six websites selling pirated movies, music, and software. The Operation was 
led by the National Intellectual Property Rights Coordination Center (IPR Center). DOJ's 
Computer Crime and Intellectual Property Section (CCIPS) and nine U.S. Attorneys' Offices 
participated in the Operation, including the Central District of California, the District of 
Columbia, the District of New Jersey, the Southern District of New York, the Southern District 
of Texas, and the Western District of Washington. Operation in Our Sites has continued to result 
in prosecutions: In February, 201 1, Operation In Our Sites v. 3.0, which coincided with the 
Super Bowl, resulted in the seizure of 10 domain names of websites that provided access to 
pirated telecasts of the National Football League, the National Basketball Association, the 
National Hockey League, World Wrestling Entertainment, and the Ultimate Fighting 
Championship. Prosecution was conducted by the U.S. Attorney's Office for the Eastern District 
of New York; On March 3, ICE arrested an operator of one of the seized sites, who is now facing 
charges in New York. On Valentine's Day, Operation In Our Sites v. 4.0 resulted in the seizure 
of 18 domain names used to sell luxury counterfeit goods. Prosecution was conducted by the 
U.S. Attorneys’ Offices for the Southern District of New York and the Southern District of 
Texas. 


In October 2010, a defendant was sentenced to 41 months incarceration following his 
conviction at trial of bribery and trafficking in counterfeit exercise equipment, including 
counterfeit Malibu Pilates, Bowflex, Beachbody and Ab Circle Pro equipment. The defendant 
operated a business that imported exercise equipment from China into the United States. After a 
shipment was detained in July, 2009, the defendant offered, and later paid, a bribe for the return 
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of the containers to an undercover agent. The defendant continued to import counterfeit 
equipment until her arrest in February 2010. The retail value of seized counterfeit equipment 
totaled approximately S580,000. The case was prosecuted by the Central District of California. 

B. Did the Department receive any federal funding for these positions in FY 
2010? If so, what was the amount? If not, does the Department plan to 
retain these prosecutors? 

Response: 

Yes, the United States Attorneys received $2,000,000 in FY 2010 for activities 
authorized under section 402 of the Prioritizing Resources and Organization of Intellectual 
Property Act of 2008 (Public Law 1 1 0403). Annualization funding has been requested for these 
positions (both in the FY 201 1 and FY 2012 President’s Budget request) but has not yet been 
appropriated. 

C. If these prosecutors will be retained regardless of speciflc funding received, 
how will the Department use its current funding to accommodate these 
positions? 

Response: 

Currently, the United States Attorney community is absorbing these positions within the 
FY 201 1 enacted budget that 1) does not provide annualization of these positions and 2) is less 
than our FY 2010 enacted budget. 


79. In the Department’s 2010 PRO IP Act Annual Report, you describe various 

prosecution initiatives conducted through the newly reestablished IP Task Force. 
In all four of the enforcement priorities you listed, there were cases involving 
products manufactured in China, offenders who were Chinese nationals, or 
espionage to benefit China. 

A. Does the Department believe China poses the most serious threat to the 

United States’ efforts to protect our intellectual property? Why or why not? 


Response: 


The threat to our intellectual property is diverse in nature and global in reach. Although 
no one country stands alone as the source of intellectual property crime, China is a significant 
source of counterfeit and pirated products imported into the United States as well as trade secret 
theft. According to statistics maintained by CBP, the majority of infringing goods seized each 
year originates in China. For example, CBP estimates that in 2010, 61% of its seizures 
originated from China, The piracy rate of music, motion pictures and software in China is 
estimated to be extraordinarily hi^. As a result, China continues to be on the United States 
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Trade Representative’s (USTR) Special 301 Priority Watch List, and is a major focus of any 
strategy to protect the nation’s intellectual property. 

B. If the Department does view China as the most serious threat, does the 
Department have different investigative or enforcement techniques tailored 
to China and its offenses? Why or why not? 

Response: 

The Department has prioritized strengthening its law enforcement relationships and 
efforts with China. For example, since 2006, the Department’s Criminal Division and the 
Chinese Ministry of Public Security (MPS) have co-chaired the Intellectual Property Criminal 
Enforcement Working Group (IPCEWG) of the U.S.-China Joint Liaison Group for Law 
Enforcement Cooperation (JLG), which has resulted in an open dialogue on intellectual property 
enforcement, the sharing of information on selected investigations, and a number of successful 
joint intellectual property operations. The IPCEWG last met in December of 2010. The meeting 
resulted in an agreement to increase cooperation and information sharing on cases involving 
intellectual property crime. 

Another key component of the Department’s international enforcement efforts has been 
the Department’s IP Law Enforcement Coordinator (IPLEC) program. Through the IPLEC 
program, the Department has deployed two experienced federal prosecutors overseas to take the 
lead on our IP protection efforts in key regions including Asia and, until recently. Eastern 
Europe. To build upon the success of the IPLEC program. President Obama has asked Congress, 
in his 2012 budget request to fund a new Department program that would place six International 
Computer Hacking and Intellectual Property coordinators, or “ICHIPs,” in key locations around 
the world with a goal to place an ICHIP in China. The ICHIP program could enhance not only 
the Department’s bilateral enforcement efforts on intellectual property in China generally, but 
also the international enforcement aspects of organized crime as it relates to IP, online fraud, and 
large-scale data breaches that threaten U.S. economic security in targeted regions worldwide. 

C. In October 2010, you traveled to China to participate in an IP Crime 
Conference and to meet with senior Chinese law enforcement officials on the 
importance of IP enforcement and cooperation with the United States. 

i. Please provide more specific information regarding bow you were 

received, the reaction to the proposed cooperation, and your opinion 
regarding China’s commitment to enforce intellectual property laws. 

Response: 


The Attorney General attended meetings with China’s Minister of Public Security, Chief 
Procurator and Politbiuro Member responsible for law enforcement, among others. The Attorney 
General was extremely well received. He emphasized the importance of IP enforcement and 
secured commitments from China both to enhance its domestic enforcement of IP rights and 
improve its cooperation on transnational IP crime investigations. The Chinese leadership was 
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very receptive and further agreed to emphasize to respective agencies that cooperation with the 
United States on IP enforcement was encouraged and expected. Coinciding with the Attorney 
General’s meeting, China’s State Council announced a six-month crackdown on counterfeit and 
pirated goods, known as the Special Campaign. The State Council also directed all state 
agencies to use only official, licensed software. By most accounts, the Special Campaign, which 
has been extended, has resulted in increased domestic enforcement as well as greater 
coordination among IP authorities in China. Although these efforts suggest a meaningful 
increase in China’s commitment to enforcement IP laws, the true test of China’s commitment 
will be whether it sustains its efforts over time. 

ii. What actions has the Department taken to follow up on this visit and 
ensure China does engage in cooperation with the United States on 
this issue and makes efforts to change its policies that are conducive to 
violating intellectual property rights? 

Response: 


The Department focuses more closely on cross-border criminal enforcement efforts and 
developing training programs designed to increase regional capacity in China and elsewhere in 
Asia to investigate and prosecute IP cases. To this end, since the December meetings described 
above, the JLG IPCEWG has identified specific cases for increased cooperation with Chinese 
law enforcement and representatives from U.S. and Chinese law enforcement participated with 
other countries in a regional IP criminal enforcement training program in Southeast Asia. The 
IPCEWG expects to meet again in the late summer or early fall. The Department expects to use 
this meeting to continue to follow up on existing commitments and explore other opportunities 
for joint enforcement efforts and information sharing. 

Other agencies in the federal government work closely with China on its IP policies that 
impact trade and commerce including China’s domestic IP enforcement efforts and the 
effectiveness of its statutory and regulatory regime. As noted in the USTR’s 201 1 Special 301 
Report, although China remains on the Priority Watch List, China has made a number of 
encouraging commitments on a range of important IP issues and the Special Campaign has 
already resulted in increased enforcement efforts and positive regulatory and Judicial changes. 
The Department will work with other agencies to gauge the continuing effectiveness of these 
efforts in the coming year. 


80. In November 2010, the Justice Department’s Inspector General issued a report 

that said between 2007 and 2009 several U.S. Attorneys had consistently stayed 
at luxury hotels that exceeded the government per diem. 

A. What controls are in place now to ensure that travel is not being abused by 
U.S. Attorneys? 
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Response: 

The Department’s Travel Order requites management review and authorization of travel 
before it occurs, and review and approval of all travel expense claims by a higher level official or 
the component’s senior financial manager. The Department recently issued guidance reminding 
all travelers of this policy. Additionally, the Department is implementing eTravel, a travel 
service which helps enforce the Federal Travel Regulations, including justification to support the 
need for hotels that exceed the government per diem. All of the U.S. Attorneys’ Offices are now 
using this software. Only the Director, Deputy Directors, and the Chief Financial Officer of the 
Executive Office of the United States Attorneys are permitted to authorize hotels that exceed the 
government per diem for U.S. Attorneys. In addition, eTravel enforces the Department policy 
which requires a higher level of authorization for hotels that exceed per diem. 

B. The scope of the report was limited to U.S. Attorneys. Is there any similar 
oversight of the travel of employees at Main Justice? What about employees 
of U.S. Attorneys? 

Response: 

As noted above, the Department’s Travel Order requires management review and 
authorization of travel before it occurs, and review and approval of all travel expense claims by a 
higher level official or the component’s senior financial manager. Further, for all employees of 
the Offices, Boards, and Divisions (which includes “Main Justice” employees and all U.S. 
Attorneys employees), the Justice Management Division reviews and audits a statistically 
determined sampling of all travel claims on an ongoing basis. 

C. While the report addressed travel at higher rates than are generally allowed, 
it did not address the amount of travel. 

i. How often do employees travel for reasons other than a court 
appearance? 

Response: 

The Department can provide frequency of travel based on the categories required in the 
Federal Travel Regulation (operational, meetings, and conferences). For the United States 
Attorneys, 56% of their travel is categorized as operational travel. We cannot determine how 
much of that travel was specifically for court appearances. 

ii. For what reasons do they travel? 
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Response: 

These employees travel for various reasons, including investigating or supporting the 
investigation of federal crimes, litigation, research, professional training, and professional 
meetings. 

D. When an Assistant Attorney General or other administration official travels 
to give a speech to an outside organization, does that organization pay for 
their travel? Or does the Justice Department subsidize their travel? 

Response: 

If the speech is for the furtherance of an official purpose, the Department ordinarily pays 
for such travel. However, there is statutory authority for the Department to accept payment of 
official travel expenses from an outside organization under limited circumstances. Acceptance 
of travel expense from a non-federal source requires component head approval and the ethics 
official concurrence of no conflicts or appearance issues in advance of the travel. Employees are 
prohibited from soliciting payment from the outside source and must be attending the event as 
part of official duties. 


81. A June 2009 memorandum from the Inspector General identified potential 

overlap and duplication in grants administered by COPS, the Edward Byrne 
Memorial Justice Assistance (JAG) Formula Program, and the Edward Byrne 
Competitive Grant program. A report issued in May 2010 showed this could 
still he a problem, and remedies to duplicative grants generally occurred after 
the grants were awarded. 

In response to that Inspector General’s report have there been any efforts to 
ensure that grants administered by different sectors of DOJ are not 
duplicative? 


Response: 


The Department is actively engaged in focused collaboration - both within the 
Department of Justice and with other federal agencies to help prevent the duplication in grants. 
These essential efforts make us more efficient, eliminate unnecessary duplication, and ensure 
that every Federal dollar goes as far as it can. A few of these efforts include: 

• The Department is working as a whole to coordinate and improve our grants management 
efforts. The Office of the Associate Attorney General leads the DOJ-wide Grants 
Management Challenges Workgroup, comprised of grants officials from COPS, OJP, and 
OVW, to share information and develop consistent practices and procedures in a wide variety 
of grant administration and management areas. 
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• For the first time, all of the Department of Justice’s components and leaders are working 
together to provide the most efficient and timely information to tribal communities, 
o In FY 2010, the Department created the Coordinated Tribal Assistance Solicitation 

(CTAS), which coordinates most of the Department’s tribal government-specific criminal 
justice assistance programs administered by OJP, OVW, and COPS under one 
solicitation. Through CTAS, tribes can apply for funding for many of their criminal 
justice needs with one application. 


94 


I 


VerDate Nov 24 2008 10:04 May 08, 2012 Jkt 073839 PO 00000 Frm 00135 Fmt 6633 Sfmt 6633 S:\GPO\HEARINGS\73839.TXT SJUD1 PsN: CMORC 



132 



U.S. DepartmeBt of Justice 
Office of Legislative Affairs 


Office of iht Assiaani Anorocy Oentrel 


Wtahington. D.C. 20i30 
March 30, lOW 


The Honorable Frank Wolf 
Chairman 

Subcommittee on Commerce. Justice, 

Science and Related Agencies 
Committee on Appropriations 
U.S. House of Representatives 
Washington, DC 205 1 5 

Dear Mr. Chairman; 

This responds to your questions during the Attorney General’s March 1, 201 1 testimony 
before the House Appropriations Committee, regarding allegations that the Department of Justice 
(Department) has politicized the manner in which it responds to Freedom of Information Act 
(FOIA) requests. During the hearing, you referred to allegations by a blogger that the 
Department’s Civil Rights Division (Division) provides information in a timely manner to some, 
while delaying its replies to others, based on politicai favoritism. As discussed below, it appears 
that the allegations rest on comparisons of dissimilar requests. 

President Obama and the Attorney General have emphasized the benefits of open 
government and the importance of responding to FOIA requests effectively and with a 
presumption of disclosure. While more remains to be done, the Department has made significant 
strides over the past two years. In responding to over 37.000 requests in which the Department 
analyzed responsive records for potential release during FY 2010, the Department increased its 
disclosures for the second consecutive year, releasing information in 94.5% of such requests — 
the highest release percentage since FY 2002. 

With respect to the specific issues raised at the March 1 , 2011 hearing, the Department’s 
policy is to [vocess records requests without taking into account any ideological or political 
affiliations of the requester. We are conducting a review of the Civil Rights Division’s files 
regarding FOIA requests and requests for suhmi.viion files under Section 5 of the Voting Rights 
Act of 1965. Our review to date has not found evidence to support claims that political 
considerations influenced the Division’s response to FOIA requests. 

The blog post you referenced did not note the significant differences between, on the one 
hand, the Department’s practices in responding to FOIA requests, and, on the other hand, its 
longstanding procedures for implementing Section 5 of the Voting Rights Act of 1965. In fact, 
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the vast majority of the allegations cited in the blog post involved pending Section 5 
submissions, which are not comparable to FOIA requests for the following reasons. 

Section 5 provides, inter alia, that a jurisdiction covered by Section 5 can obtain 
preclearance of a change to its voting procedures if it submits the proposed change to the 
Department, and the Department does not interpose an objection within 60 days of the receipt of 
a completed submission. The DepartmenTs procedures for administration of Section 5 allow for 
public comment on proposed changes for which preclearance is sought. See 28 C.F.R. §§ 51.29- 
30. To facilitate public input, the Departrrrcnt’s procedures provide for public access to Section 
5 submission files, to the extent they are not exempt from inspection under the FOIA. See 28 
C.F.R. § 51.50(d). Due to changes in the Department's technology systems and security policies, 
it became no longer feasible for the Voting Section to provide for physical inspection and 
copying of Section 5 submission files. Thus, since 2001, the Voting Section’s practice has been 
to mail or email a copy of the file to each requester. Where redactions are needed, the Division’s 
FOtA Office further processes the records. 

The Voting Section prioritizes requests for Section 5 submission files when the 
jurisdiction’s submission is pending before the Attorney General- — where the statutorily 
alloned 60-day review period has yet to expire, or where the Attorney General has requested 
more information or interposed an objection. This helps ensure that interested parties have a 
meaningful opportunity to receive and review a pending submission, and prepare and present a 
comment on that submission, as Congress provided in the Voting Rights Act of 1965, in time to 
be considered during the statutorily mandated 60-day review period. If the request letter cites the 
FOIa but seeks pending Section 5 files, it is treated as a pending Section 5 request and processed 
accordingly. Because of these procedures, it is not meaningful to compare the handling of 
requests for pending Section 5 records with the handling of requests for closed Section 5 files or 
FOIA requests for other types of records.' 

For example, the blog post you mentioned alleges that Eugene Lee received responses to 
his FOIA requests only three days after submitting them. The Voting Section’s log of document 
requests from members of the public, which we previously provided with our letter to you of 
August 1 2, 20 1 0, includes three requests to the Division by Mr. Lee ^ Two of these three 
requests, however, were requests for copies of pending Section 5 submission files that were 
handled under the procedure described above. On the other hand, Mr. Lee’s third request was 
for a closed Section 5 submission file (which was processed by the FOIA office due to the need 
for redactions). It did not receive the same priority as pending Section 5 requests, and took 1 72 


^ 'ITie Voling Section also aims to reply promptly where practicable lo requests for closed Section 5 submission 
files — r.r, submissions with regard to which the 60 day review period has already expired where the requeeler 
demonstrates a need due to factors such as a litigation deadline, or other Section 5 issues such as potential 
unprecleared voling changes or a related pending file, as well as other requests that are simple or do not involve 
voluminous reeords- 

^ In response to your July 29. 2010 letter seeking the '‘Voting Rights Section log of Freedom of Information Act 
requests," we provided the log maintained in the normal course of business by the Voting Scclion. That log 
contained both FOIA requests (designated there with a number in the column titled “FOIA No."), and also requests 
processed under 28 C.F.R. § 51, 50(d) (designated there wiili "NA '), because the Voting Section maintains those 
data in a single sysiem. 
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days 10 fill. Another example is the request of Raul Airoyo-Mcndoza, who is also alleged to 
have received “same day service." Mr. Arroyo-Mendoza has made many requests over the last 
two years. While he received quick turnaround for requests relating to pending Section 5 
submissions, he waited ! 8 months for the Division to complete processing on his request for a 
closed Section S submission file, which included voluminous records and required numerous 
redactions. 

The allegations you mentioned include a claim that Chris Ashby received completed 
responses more slowly than Susan Somach because of political favoritism. However, our files 
indicate that Mr. Ashby's request was for closed Section 5 submission files, and thus was treated 
in the same manner as other requests for Section 5 submission files not pending at the time of the 
request. Ms. Somach, by contrast, often requested records relating to pending Section 5 
submissions. In some instances, she asked for both pending and closed submission records in the 
same request. In all those instances but one, she received a prompt response under the 
longstanding practice relating to pending Section 5 submissions, while her requests for records 
relating to closed submissions took longer to process.^ To take a specific example, in a request 
she made on May 19, 2009, Ms. Somach received responsive records on May 27, 2009 for the 
four requested pending Section 5 submissions. However, the processing of die records from tbe 
closed submissions requested on that same date was not completed until two months laier, on 
July 29, 2009. One of Ms. Somach’s requests for a pending Section 5 submission file took over 
a month; she did not receive a response to her request dated December 7, 2009 until January 29, 
2010 . 


In certain cases, to be sure, FOIA requests may be completed in a matter of days. But 
this typically occurs when the requested records are easily identifiable, are not voluminous, and 
are releasable without requiring many redactions. Our initial review indicates that this was not 
the case in the instances referenced in your letter in which the Department has been criticized for 
delay. 


For example, it is alleged that two FOIA requests for resumes — one submitted in 
February 2006 by a Boston Globe reporter and one submined in 2010 — received different 
treatment despite requesting “the exact same information,” and, specifically, that a response to 
the 2010 request was unduly delayed. These two requests, however, were quite different in 
scope. The 2006 request was for copies of resumes and application-related documents for career 
attorneys hired into three of the Civil Rights Division’s Sections from January 2001 to 
approximately January 2006. By contrast, the 2010 request sought nearly a decade’s worth of 
resumes for the entire Division, including all 12 Sections as well as the Oftice of the Assistant 
Attorney General— in sum, nearly seven times as many new hires as the 2006 request. In 
accordance with the Division’s usual protocol, the FOIA Office began processing that request 
immediately, sending an interim response the day after it was received.' That process requires a 


’ The cxcepiion we have ideniiflcd was a request for five pending subtnissian files and one closed file, tn lhat 
itisunec, ihc cloiied file consisted of a UKftl of only nine pages requiring no redactions, and was included along with 
the pending files. 

Although the blog post referenced in your lener states that this request was originally submitted in the spring of 
2010, our records indicate that i( was first si^miiicd on Octc^icr 6, 2010, and received tn the Division on October 
13.2010. 
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time-consuming line-by-line review of the resumes before public release, consistent with our 
obligation to protect the privacy of attorney hires. 

in short, based on our initial review of the allegations that you referenced during the 
hearing, we are not aware of evidence that the Civil Rights Division allows politics or any 
improper factors to play a role in the handling of records requests. 

We hope that this information is helpful. Please do not hesitate to contact this office if 
we may provide addiiicmal assistance regarding this or any other matter. 


Sincerely, 



Ronald Welch 
Assistant Attorney General 


cc; The Honorable Chaka Fattah 
Ranking Minority Member 
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Corresponding Table to 76 A: 


Recommendation 

Number 

Recommendation 

Status of Corrective Action 

1 

I’he City must inclement 
procedures to ensure all 

departments that handle OJP 
grant funds maintain a proper 
internal control structure. 

OPEN: The City provided a copy of written 
procedures, but they were not sufficient to fully 
address the recommendation. Accordingly, we 
are requesting that the City provide updated 
interna! control procedures. 

2 

The City must implement 
procedures ensuring that 
automatic restrictions 
prohibiting transactions from 
occurring on DOJ grants 90 
days after the end of the 
performance period are in 
place. 

CLOSED: In August 2010, the City 
implemented appropriate procedures to address 
thi.s recommendation. As such, no further 
action is required of the City. 

3 

The City must provide 
documentation that 
substantiates the individual 
charges (totaling $1 1,849) to 
expired grant accounts were 
incurred prior to the end of 
the grant performance 
periods. 

OPEN: Of the costs questioned, $10,509 were 
found to have been incurred prior to the end of 
the grant period and were deemed allowable. 

We are requesting that the remaining $1,340 be 
returned to OJP. 

4a 

The City must provide 
documentation that 
substantiates the $212,361 in 
unsupported or unallowable 
expcnditure.s charged to 
vanous grants. 

OPEN: The program office (Community 
Capacity Development Office - CCDO) 
approved $34,732 of the costs questioned. Of 
the remaining amounts, we are requesting that 
the City: 

• Submit adequate supporting documentation for 
$7,717; 

• Provide justification and request program office 
approval for $133,633; and 

• Rettum $36,279 in unallowable costs. (The City 
must also return an additional $23,920 in 
unallowable costs identified by CCDO, which 
were not included in the OIG audit report.) 

4 b 

In addition, the City must 
provide documentation to 
support that the $94,240 in 
matching contributions for 
grant numbers 

2007-WS-Q7-0042 and 2007- 
WS-Q7-0I )3 was met. 

OPEN: The City did not meet the 25 percent 
matching contribution required under grant 
numbers 2007-WS-Q7-0042 and 
2007-WS-Q7-0013. Once a final determination 
has been made regarding the allowable Federal 
costs for these awards, the final matching 
amounts will be determined, and the City will 
be required to return fund.s to the OJP, as 
necessary. 


1 

As of June 2, 2011 
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Recommendation 

Number 

Recommendation 

Status of Corrective Action 

5 

The City must provide 
documentation to substantiate 
that a timekeeping system has 
been implemented, which 
requires each employee to 
track their time ^nt working 
on each grant/project, 
including Federal grants. 

OPEN: The City provided a copy of written 
procedures, but they were not sufficient to fully 
address the recommendation. Accordingly, wc 
are requesting that the City provide updated 
payroll/timekecping procedures. 

6 

The City must provide 
documentation to support that 
funds for each Federal grant 
are properly identified in their 
accounting system, and costs 
are tracked by approved 
budget categories- 

OPEN: The City provided a copy of written 
procedures, but they were not sufficient to fully 
address the recommendation. Accordingly, we 
are requesting that the City provide updated 
grant accounting procedures. 

7 

The City must provide 
documentation which 
substantiates that a physical 
inventory has been 
completed, and that the 
inventory records include all 
nonexpendable prt^rty items 
purchased with OJP grant 
funds. 

In addition, the City must 
provide a copy of procedures 
implemented to ensure that 
accountable property records 
arc maintained for all 
equipment and 

nonexpendable property items 
purchased with Federal gram 
funds. 

OPEN; The City stated in its written response 
that the Police Department completed the 
physical inventory of all nonexpendable 
property items purchased with OJP grant funds, 
but did not provide complete information to 
address the recommendation. Additionally, the 
City provided a copy of written fixed asset 
procedures, but they were not sufficient to fully 
address the recommendation. Accordingly, we 
are requesting that the City provide updated 
information and procedures related to 
equipment and nonexpendable property. 

8 

The City must provide a copy 
of procedures implemented to 
ensure that Financial Status 
Repons (FSRs) are accurately 
submitted, and amended 

FSRs are prepared and 
.submitted to correct any 
errons. 

OPEN: The City provided a copy of written 
procedures, but they were not sufficient to fully 
address the recommendation. Accordingly, we 
are requesting that the City provide updated 
procedures for preparing FSRs. 


2 


As of June 2,2011 
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U.S. Department of Justice 

Office of Legislative Affairs 


Office oftbeAsistant Attorney General Washif^on. D.C. 20530 

July 22, 2011 


The Honorable Patrick 1. Leahy 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Chairman Leahy: 

Please find enclosed responses to questions for the record, numbers 37 through 53, arising jfrora 
the appearance of Attorney Genera! Eric Holder before the Committee on May 4, 2011, at an oversight 
hearing of the Department of Justice, These responses have been provided to the Committee on an 
expedited basis pursuant to our agreement with Ranking Minority Member Grassley. We tvill forward 
the responses to the remaining questions to you as soon as possible. 

Please do not hesitate to call upon us if we may be of additional assistance. 


Sincerely, 

W, OlA 

Ronald Welch 
Assistant Attorney General 


Enclosure 

cc: The Honorable Charles Grassley 

Ranking Member 
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ATF Investigative Strategy Briefing Paper 

37. The Department of Justice wrote on February 4, 2011, in response to letters I sent 
on January 27 and January 31: 

At the outset, the allegation described in your January 27 
letter — that ATF “sanctioned” or otherwise knowingly allowed 
the sale of assault weapons to a straw purchaser who then 
transported them into Mexico — is false. ATF makes every 
effort to interdict weapons that have been purchased iUegally 
and prevent their transportation to Mexico. 

Yet one briefing paper written by ATF Phoenix Field Office agents listed the 
investigative strategy of Operation Fast and Furious. The briefing paper, which was 
recently released by the House Oversight and Government Reform Committee 
states: 


Currently our strategy is to allow the transfer of firearms to 
continue to take place in order to further the investigation and 
allow for the identification of additional coconspirators who 
would continue to operate and illegally traffic firearms to 
Mexican DTOs [Drug Trafficking Organizations] which are 
perpetrating armed violence along the Southwestern Border. 

Questions: 

A. Have you read this briefing paper? 

B. Was it ever provided to the Deputy Attorney General’s office or any other 
component of the Justice Department other than the ATF? If so, please 
describe the circumstances in detail. 

C. How does this document square with your Department’s assertion that “ATF 
makes every effort to interdict weapons that have been purchased illegally 
and prevent their transportation to Mexico”? 

D. How does this document square with your Department’s assertion that the 
whistleblower allegations are false? 


Response: 


The Department is aware of the briefing paper. Based on information presently available, 
we believe that Justice Department officials outside of ATF became aware of the briefing paper 
in connection with the investigation of this matter by the House Oversight and Government 
Reform Committee. 


s 
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The excerpt above is an incomplete quotation from that briefing paper. The section that 
you have quoted actually reads: 

Currently our strategy is to allow the transfer of firearms to continue to 
take place, albeit at a much slower pace, in order to further the 
investigation and allow for the identification of additional co- 
conspirators who would continue to operate and illegally traffic firearms 
to Mexican DTOs which are perpetuating armed violence along the 
Southwest Border. This is all in compliance with ATF 3310.4(b) 

148(a)(2). It should be noted that since early December efforts to “slow 
down” the pace of these firearms purchases have succeeded and will 
continue but not to the detriment of the larger goal of the Investigation. 

The briefing p^er as a whole demonstrates that employees involved in the investigation 
and ultimate prosecution of the matter believed that, at the time the briefing paper was prepared, 
probable cause for an arrest was lacking. Most notably, the briefing paper describes that in 
conversations between ATF and the United States Attorney’s Office, “[ijnvestigative and 
prosecution strategies were discussed and a determination was made that there was minimal 
evidence at this time to support any type of prosecution; therefore, additional firearms purchases 
should be monitored and additional evidence continued to be gathered.” 

The Department has not asserted “that the whistleblower allegations are false[.]” The 
Department takes these allegations seriously and, for this reason, the Attorney General asked the 
Inspector General to investigate this matter. 

E. Why was this inaccurate information provided to the Senate Judiciary 
Committee? 


Response: 


The Department makes every effort to provide Congress with accurate, complete and 
timely information. The Department followed its standard practice in this matter of seeking 
input from components likely to have information about the matter in order to prepare a response 
that was accurate and complete to the best of our knowledge at the time it was provided. 

F. What steps were taken to verily the truth of the assertions in the February 4, 
2011 letter before it was sent? 


Response: 


As noted, the Department followed its standard practice of seeking input from 
components likely to have information about the matter in order to prepare a response fivat was 
accurate and complete to the best of our knowledge at the time it was provided. 
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G. Please list each official withia DOJ and ATF who reviewed the draft letter 
and indicate whether that individual was aware of the briefing paper at that 
time. 

Response: 

The Department followed its standard practice in this matter of seeking input from 
components likely to have information about the matter in order to prepare a response that was 
accurate and complete to the best of our knowledge at the time it was provided. As noted, based 
on information presently available, we believe that Justice Department officials outside of ATF 
became aware of the briefing paper in cormection with the investigation of this matter by the 
House Oversight and Government Reform Coirunittee. 

38. Genesis of Operation Fast and Furious 

Questions: 

A. When was Operation Fast and Furious first conceived? 


Response: 

We are advised that an ATF investigation was formally opened in or about November 
2009, based on preliminary investigative information and activity initiated in or about October 
2009. Based on the apparent connection to Mexican drug trafficking organizations, an 
Organized Crime Drug Enforcement Task Force (OCDETF) case designation proposal was 
prepared in or about January 2010 and submitted to the district and regional OCDETF 
committees for review and approval. This proposal was approved by the regional OCDETF 
committee in or about February 2010. 

B. Who first suggested the methods of investigation employed in Operation Fast 
and Furious, specifically the strategy of “oZ/mv/ing/ the transfer of firearms to 
continue to take place in order to further the investigation”? 

Response: 

The phrase “to allow the transfer of firearms to continue” should not be construed to 
suggest that ATF condoned or sanctioned the suspected firearms trafficking activity. Rather, 
ATF has made clear that its strategy was to gather sufficient evidence to build a case against 
federal firearms violators. ATF has also observed that the tactic of allowing the transfer of 
firearms in order to further an investigation and determine the identity of additional co- 
conspirators is authorized by ATF Order 33 1 0.4(b) Firearms Enforcement Program (2/8/1 989), 
which provides that: 

i. “WEAPONS TRANSFERS.” 
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a. Considerations. During the course of illegal firearms trafficking 
investigations, special agents may become aware of, observe, or 
encounter situations where an individual(s) will lake delivery of 
firearms, or transfer fireaTm(s) to others. In these instances, the special 
agent may exercise the following options: 

(1 ) In cases where probable cause exists to believe a violation of law has 
occurred and the special agent determines there is a need to intervene in 
the weapons transfer (e.g., the recipient of the firearms is a known felon; 
it is known the firearms will be used in crime of violence), the special 
agent shall do so but should place concerns for public safety and the 
safety of the involved special agents as the primary determining factor in 
exercising this option. 

(2) In other cases, immediate intervention may not be needed or desirable, 
and the special agent may choose to allow the transfer of firearms to take 
place in order to further an investigation and allow for the identification 
of additional coconspirators who would have continued to operate and 
illegally traffic firearms in the future, potentially producing more armed 
crime. 

C. Which officials at ATF and DOJ are responsible for authorizing the strategy 
of “allowfing] the transfer of firearms to continue to take place in order to 
further then investigation”? 

Response: 

As noted, the phrase “to allow the transfer of firearms to continue” should not be 
construed to suggest that ATF condoned or sanctioned the suspected firearms trafficking activity. 
Rather, at the time the briefing paper being quoted was prepared in or about January 2010, the 
United States Attorney’s Office for the District of Arizona, in conjunction with ATF’s Phoenix 
Field Division, evaluated all facts and information that had been compiled in the case to that 
point and concluded that .sufficient evidence to permit the prosecution and conviction of targeted 
individuals did not exist. 

D. Did any investigative methods in Operation Fast and Furious require the 
approval of the Department of Justice? If so, please describe in detail the 
method and the persons providing authorization. 

Response: 

The authority to approve the use of consensual (one-party consent) telephonic and non- 
telephonic electronic surveillance is delegated to ATF first-line supervisors, who shall ensure 
notification/concurrence of an Assistant U.S. Attorney (AUSA) within the judicial district where 
such use is contemplated. ATF used this technique in Operation Fast and Furious with the 
approval of the U.S. Attorney’s Office (USAO) and, where appropriate, a court order. 
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ATF policy requires the notiftcation/concurrence of an AUSA within the judicial district 
where the use of electronic tracking devices is contemplated. In some circumstances, including 
in this investigation, federal court orders are obtained for the installation, monitoring, 
maintenance, and retrieval of such electronic tracking devices, which not only involve the 
approval of an AUSA, but also a federal magistrate or judge. 

The use of Title III interceptions also requires the concurrence of the USAO within the 
judicial district where such use is contemplated. In such cases, the USAO forwards the Title HI 
application to the Criminal Division of the Department of Justice for a limited determination of 
whether a legal basis for the intercept request exists. Following that limited review, if approval 
is granted to seek a Title III interception order, the application and related orders are submitted to 
the court under seal. Ultimately, the court reviews the request and determines whether sufficient 
legal basis exists for the requested intercepts. 

E. If no investigative methods used in Operation Fast and Furious required the 
approval of the Department of Justice, what is the process used to authorize 
such methods, and who conducts it? 

Response: 


Please see the response to Question 38D. 

39. U.S. Attorney’s Office Involvement 
Questions: 

A. When did U.S. Attorney Dennis Burke first become aware of Operation Fast 
and Furious and the strategy of “ailowfing] the transfer of firearms to 
continue to take place in order to further then investigation”? 

Response: 

While we do not have information on the exact date, Mr. Burke likely became aware of 
the case called Fast and Furious sometime during the first quarter of 2010. The strategy of the 
United States Attorney’s Office was not to “allow the transfer of firearms” but rather to gather 
sufficient evidence to conduct a successfiil prosecution of the offenders committing federal 
firearms violations. 

B. What was his subsequent involvement in Operation Fast and Furious? 
Response: 

Mr. Burke was generally briefed on aspects of the case by ATF and USAO staff during 
the investigation phase. 
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C. When did Assistant U.S. Attorn^ Emory Hurley first become aware of 
Operation Fast and Furious and the strategy of “aUow[ing] the transfer of 
firearms to continue to take place in order to further then investigation”? 

Response: 

The case called Fast and Furious was opened by Mr. Hurley in the USAO on or about 
November 25, 2009. As noted above, the strategy at the USAO was to gather sufficient evidence 
to conduct a successful prosecution of the offenders committing federal firearms violations. 

D. What was his subsequent involvement in Operation Fast and Furious? 
Response: 

Mr. Hurley was the assigned prosecutor for the case. 

E. As of May 10, 2011, is the U.S. Attorney’s Office for the District of Arizona 
listed as the point of contact for any Phoenix Police Department criminal 
case? If so, please describe each case and explain why a Phoenix AUSA is 
listed as the point of contact on each case. 

Response: 

The USAO does not have information about whom the Phoenix Police Department lists 
as the points of contact in particular cases. 

F. 1 understand that the U.S. Attorney’s Office for the District of Arizona has 
been unwilling in recent history to prosecute firearm trafficking or straw 
purchase cases in which they did not have the possession of the firearm 
because of a belief that case law required it as “the corpus of the crime.“ 

This policy was followed even in cases where there was a signed confession 
from the straw purchaser or trafficker. However, I also understand that 
other districts, including others in the 9th circuit, do not take that position. 
Is it the Justice Department’s understanding possession of the firearm is 
required to prosecute a straw purchaser or trafficker? If not, please explain 
why this policy is enforced in the District of Arizona. 

Response: 

To prosecute a straw purchaser or trafficker, the USAO must introduce sufficient 
evidence to prove the elements of the offense beyond a reasonable doubt. The facts of each case 
are different and are evaluated individually in the context of constitutional requirements and 
Ninth Circuit case law. The Ninth Circuit has held as a general matter, not limited to firearms 
cases, that when the government relies on a defendant’s confession to meet its burden of proof, it 
must also introduce sufficient independent evidence that the criminal conduct at the core of the 
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offense has occuned and that the confession is trustworthy. There is no USAO “policy” that 
requires introduction into evidence of the fireann in every firearms case. 

G. How many cases have been declined for prosecution by U.S. Attorney’s 
Office in the District of Arizona on this basis? How many have been 
declined in each of the other districts on this basis? 

Response: 

The case management system used by the Department of Justice does not record reasons 
for declining prosecution of individual cases at the level of specificity required to answer this 
question. However, in response to this request, the USAO conducted an informal survey of cases 
declined by that office during the period of January 1, 2010 to July 1 1, 201 1. To the best of our 
knowledge based on this informal survey, the office declined to prosecute only three cases of the 
hundreds of gun cases presented for prosecution due to concerns about whether the available 
evidence met the burden of proof established by the Constitution and Ninth Circuit case law as it 
relates to the corpus of the offense. The Department presently is unable to say how many cases, 
if any, have been declined in other districts due to such concerns. 

40. Federal Firearms Licensees 


On April 13, 2011, 1 provided DOJ emails in which Federal Firearms Licensees 
(FFLs) expressed concerns to ATF about the dangers of engaging in suspicious sales 
to further the ATF’s investigation. ATF arranged at least one meeting between at 
least one FFL and the U.S. Attorney’s Office for the District of Arizona to discuss 
these concerns. 

Questions: 

A, How many meetings did the U.S. Attorney’s Office for the District of Arizona 
have with FFLs to discuss similar concerns? 


Response: 


A member of the USAO attended two meetings with FFLs. 

B. Please describe in detail the dates, participants, and communications during 
any such meetings. 


Response: 

On or about December 17, 2009, AUSA Emory Hiuley, ATF Group Supervisor David 
Voth, and ATF Special Agent Hope MacAllister met with the owner of an FFL. In part, the 
owner was advised that law enforcement could not tell him who he could or could not sell to and 
that they could not instruct him to make a sale in violation of the law or refuse to make a lawful 
sale. He was advised that as an FFL he had to comply with all of the statutes and regulations that 
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govern the sale and transfer of firearms and could not sell firearms unless the required paperwork 
and background check were completed. 

On or about May 13, 2010, AUSA Emory Hurley and ATF Group Supervisor David Voth 
attended a meeting with the owner of another FFL, in which the owner was advised, in part, that 
law enforcement could not direct him to make a sale in violation of the law or direct him to 
refuse a lawful sale. 

41. ATF Acting Director 

Questions; 

A. When did Acting Director Kenneth Melson first become aware of Operation 
Fast and Furious and the strategy of “allowfingj the transfer of firearms to 
continue to take place in order to further the investigation”? 

Response; 

ATF advises that they do not have information on the exact date that Acting Director 
Melson first learned of Operation Fast and Furious. According to ATF, however. Acting 
Director Melson likely became aware on or about December 9, 2009, as part of a briefing 
following a seizure of weapons in Douglas, Arizona. Further, we have produced and made 
available to the House Oversight and Government Reform Committee documents that are 
responsive to this question. 

B. How often was Acting Director Melson briefed on Operation Fast and 
Furious? 

Response: 

We are advised that there was no regular schedule of briefings on this matter. Periodic 
updates were provided to the Acting Director as determined to be necessary by the Office of 
Field Operations. These briefings typically coincided with planned field visits or in preparation 
for meetings. 


C. When did you first speak to Acting Director Melson about Operation Fast 
and Furious? What was the context? 


Response: 

We believe that the first direct discussion of Operation Fast and Furious between Acting 
Director Melson and the Attorney General occurred in or about late April 2011 as part of an 
agenda item in a briefing for the Attorney General by the leaders of the Department of Justice’s 
law enforcement components. 
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42. Awareness of Operatioa Fast and Furioiis 
Questions: 

When and bow did you first team of Operation Fast and Furious or the 
strategy of “alloiv[ingJthe transfer of firearms to continue to take place in 
order to further the investigation”? 


Response: 

The concerns about Operation Fast and Furious first became evident earlier this year. 
After learning of these concerns, the Attorney General referred the matter to the Department of 
Justice’s Office of the Inspector General for review, as was made clear in the Attorney General’s 
testimony on March 10, 201 1 before a subcommittee of the Senate Appropriations Committee, 
and also in testimony before the House Judiciary Committee on May 3, 201 1 . 

43. Deputy Attorney General’s Office 

Questions: 

When and how did any official in the Deputy Attorney General’s office first 
become aware of Operation Fast and Furious or the strategy of “allowfingj 
the transfer of firearms to continue to take place in order to further the 
investigation”? Please provide a detailed answer for each official in that 
office. 


Response: 

The House Oversight and Government Reform Committee has requested and the 
Department is producing documents that may relate to this matter. See also Responses to 
Questions 37A-D and 42. 

44. Criminal Division 

Questions: 

A. When and bow did the Assistant Attorney General for the Criminal Division, 
Lanny Breuer, first become aware of Operation Fast and Furious or the 
strategy of '^allowfingl the transfer of firearms to continue to take place in 
order to further the investigation”? 

Response: 

See Responses to Questions 37A-D and 42. 
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B. When and how did any other oflicial in the office of the Assistant Attorney 
General for the Criminal Division first become aware of Operation Fast and 
Furious or the strategy of “atlowfing/ the transfer of firearms to continue to 
take place in order to further the investigation”? Please provide a detailed 
answer for each official in that office. 

Response: 


See Responses to Questions 37A-D and 42. 
45. Other Awareness 


Questions: 

A. Before the death of Border Patrol Agent Brian Terry, who else at the Justice 
Department headquarters knew about the existence of Operation Fast and 
Furious or the strategy of “atlowfing] the transfer of firearms to continue to 
take place in order to further the investigation”? 

Response: 

See Responses to Questions 37A-D and 42. 

B. When and how did they become aware of it? 

Response: 

See Responses to Questions 37A-D and 42. 

46. Priorities 


When questioned about portions of the above matters at the House Judiciary 
Committee hearing last week, you repeatedly said that you were not sure or did not 
know the answer. 

Questions: 

Since your Department informed me on March 2, 2011, that you had asked 
the Acting Inspector General to evaluate the concerns that had been raised 
about ATF’s actions, you had at least two months to inquire into this matter. 
Other than referring this matter to the Acting Inspector General, what 
actions have you personally taken to inquire into Operation Fast and 
Furious or the strategy of “allowfingf the transfer of firearms to continue to 
take place in order to further the investigation” — now that you are aware of 
it? 


Response: 
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As the Committee is aware, the Department’s Office of the Inspector General is 
conducting a comprehensive and independent review of Operation Fast and Furious. In addition, 
we have instructed all U.S. Attorneys and federal law enforcement regional supervisors that they 
are not to knowingly allow any guns to be illegally transported into Mexico. Further, the 
Department has devoted substantial resources to helping Congress and the Inspector General 
understand the facts surrounding the Operation. This includes, over the past several months, the 
review of hundreds of thousands of pages of materials by Department professionals, which has 
made it possible to produce to investigators more than 2,000 pages of responsive information. 
These efforts, as well as others undertaken by the Department, reflect our commitment to 
learning the facts imderlying this matter. 

47. Connection of Terry Guns to Operation Fast and Furious 

In your testimony before the House Judiciary Committee last week, you said that if 
the guns that were found at the murder scene of Border Patrol Agent Brian Terry 
had indeed come from the ATF’s Operation Fast and Furious, a serious problem 
likely occurred. I identified for you in my February 9, 2011, letter the serial 
numbers of the two firearms recovered at Agent Terry’s murder scene, as well as 
the fact that both were purchased by Operation Fast and Furious suspect Jaime 
Avila on January Id, 2010. 

Questions; 

Given that the recently unsealed indictment of Manuel Osorio-Arellanes for 
his involvement in the murder of Border Patrol Agent Brian Terry confirms 
the serial numbers of two AK-47 variant rifles recovered at the murder 
scene, does the Department officially acknowledge that those two guns are 
connected to Operation Fast and Furious? 


Response: 

The Department has an active, ongoing criminal investigation regarding the death 
of U.S. Border Patrol Agent Brian Terry, which limits the information that we may 
appropriately disclose in response to your question. That said, we can advise you that the 
rifles associated with the deadly assault on Agent Terry were purchased in a single 
transaction by Jaime Avila, Jr. in January 2010. We are advised that the FFL faxed a 
copy of the Form 4473 for the sale to ATF after the firearms were gone. As we 
understand it, there was no ATF or other law enforcement surveillance of Avila’s 
purchase. 

48. Recovery of Guns 

At last week’s hearing, 1 presented you with a chart regarding the firearms 
purchased by fifteen specific targets before and after they were identified in 
Operation Fast and Furious. This chart also identified the firearms recovered in the 
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U.S. after the target was identified in the investigation. These fifteen targets were 
later indicted, but they are not the only suspects involved in Operation Fast and 
Furious. 

Questions; 

A. For these fifteen defendants, what was the number of firearms they 

purchased that were recovered in IVlexico after the suspects were identified in 
the invest^atlon? 

Response: 


Based on information known to ATF and analyzed as of May 26, 201 1 , we understand 
that ninety-five (95) firearms were recovered in Mexico after the suspects were identified. Some 
of these firearms were purchased before the suspects were identified in the case. 

B. What was the total number of firearms purchased by all suspects in 
Operation Fast and Furious (not just the fifteen on the chart) before they 
were entered in the investigation? 

Response: 

Based on information known to ATF and analyzed as of May 26, 201 1, we understand 
that all of the suspects in Operation Fast and Furious purchased a combined total of six hundred 
and two (602) firearms before they were identified in the investigation. 

C. What was the total number of firearms purchased by all suspects in 
Operation Fast and Furious (not Just the fifteen on the chart) after they were 
entered in the investigation? 

Response: 

Based on information known to ATF and analyzed as of May 26, 201 1, we understand 
that all of the suspects (indicted and unindicted) in Operation Fast and Furious purchased a 
combined total of one thousand four hundred and eighteen (1,418) firearms after they were 
identified in the investigation. We are advised that ATF was not aware of the majority of these 
purchases at the time they actually occurred. 

D. For all suspects in Operation Fast and Furious (not just the fifteen on the 
chart), what was the number of firearms they purchased that were recovered 
in the U.S. after the targets were identified in the investigation? 


Response: 
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Based on information known to ATF and analyzed as of May 26, 201 1, we understand 
that two hundred and seventy-four (274) firearms were recovered in the U.S. after the suspects 
were identified in the investigation. 

E. For all suspects in Operation Fast and Furious (not just the fifteen on the 

chart), what was the number of firearms they purchased that were recovered 
in Mexico after the targets were identified in the investigation? 

Response: 


Based on information knovm to ATF and analyzed as of May 26, 201 1, we understand 
that ninety-six (96) firearms were recovered in Mexico after the suspects were identified in the 
investigation, 

F. How many guns from all suspects in Operation Fast and Furious (not just the 
fifteen on the chart) were purchased after the targets were entered into the 
investigation but have not been recovered in the U.S. or Mexico? 

Response: 


Based on information known to ATF and analyzed as of May 26, 201 1, we understand 
that the total number of firearms purchased by all of the suspects (indicted and unindicted) after 
they were entered in this investigation that have not yet been recovered and traced in Mexico or 
the U.S. is one thousand forty-eight (1 ,048). We are advised that ATF was not aware of the 
majority of these purchases at the time they actually occurred. 

G. Can the Department of Justice, the ATF, or any other agency under your 
oversight account for the whereabouts of any of these guns that have not 
been recovered in the U.S. or Mexico? If so, bow many can be accounted for, 
and how many cannot? Please explain. 

Response: 

ATF investigations relating to these matters are still underway. That said, as noted 
above, we are advised that ATF was not aware of the majority of these purchases at the time they 
actually occurred. 

49. Recovery of Guns in Connection with Violent Crimes 

Questions: 

A. In addition to the two guns recovered at the Terry murder scene, how many 
of the guns connected to Operation Fast and Furious that have been 
recovered were recovered in connection with violent crimes in the U.S.? 
Please describe the date and circumstances of each such recovery in detail. 
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Response: 

We are advised that ATF does not have complete information available to respond to this 
question. That said, to date, it is our understanding that ATF is aware of 1 1 instances where a 
recovered firearm associated with this case was recovered in connection with a crime of violence 
in the United States. Generally, ATF has learned about recoveries of these firearms by other law 
enforcement agencies in the U.S. and Mexico through tracing. However, we are advised that 
when a law enforcement agency submits a trace request to ATF, the information provided by the 
taw enforcement agency does not indicate if the firearm recovered has been used in connection 
with a violent crime. 

B. How many of the guns connected to Operation Fast and Furious that have 
been recovered were recovered in connection with violent crimes in Mexico? 
Please describe the date and circumstances of each such recovery in detail. 

Response: 

Please see the response to Question 49A. ATF does not have complete information 
available to respond to this question. 

50. Accountability 

A. If Acting Director Melson was fully informed of Operation Fast and Furious 
throughout the operation, do you believe be should be held accountable? 


Response: 


The facts surrounding the Operation are under review by the Inspector General and the 

Department will assess her report when it is available. 

B. If the whistleblower allegations of allowing straw purchases of weapons in 
Operation Fast and Furious prove true and Acting Director Melson 
approved, condoned or remained complicit of these investigative techniques, 
should he be removedTrom bis position of leadership at ATF? 

Response: 

Please see the response to Question 50A. 

C. If individuals in the Deputy Attorney General’s office were aware that the 
ATF was not making every effort to interdict guns that have been purchased 
illegally and approved, condoned, or remained complicit regarding the ATF 
techniques of knowingly allowing straw purchases, do you believe they 
should be held accountable? 

Response: 
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Please see the response to Question 50A. 

D. If individuals in the office of the Assistant Attorney General for the Criminal 
Division were aware that the ATF was not making every effort to interdict 
guns that have been purchased illegally and approved, condoned, or 
remained complicit regarding the ATF techniques of knowingly aDowing 
straw purchases, do you believe they should be held accountable? 

Response: 

Please see the response to Question 50A. 

E. Who do yon believe should be held accountable for the “major errors” of 
Operation Fast and Furious? 


Response: 


Please see the response to Question 50A. 

51. ATF Leadership in Phoenix 

I understand that the ATF Phoenix Field Office has temporarily assigned a new 
Special Agent in Charge and two new Assistant Special Agents in Charge. That 
constitutes the top three leadership positions in that oRice. 

Questions: 

A. Why was this new leadership assigned? 


Response: 

Ibe changes in leadership that have taken place in ATF’s Phoenix Field Division were 
made by ATF for management and personnel reasons and were made in the best interests of 
ATF. 


B. Has this ever happened before in the ATF? Please provide supporting 
documentation of these changes in the Phoenix field office leadership in 
addition to any other similar changes In ATF leadership. 

Response: 

ATF routinely fills positions that have been made vacant by reassignments. The 
documentation for such a change is 0PM SF-50. 
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C. Does this change in leadership represent an acknowledgement that mistakes 
have been made by those who were replaced? Please explain. 


Response: 


See Response to Question SI A. 

D. Will the ATF officials who were temporarily replaced return to their posts or 
will they permanently be replaced in the Phoenix Field Office? 


Response: 

Not all of the ATF officials who were temporarily replaced will return to their posts. 

E. Where will Phoenix Special Agent in Charge (SAC) William Newell be 
assigned after his temporary Headquarters assignment ends? 

Response: 

The SAC is and will remain assigned to ATF Headquarters. 

52. Murder Weapon of ICE Agent .laime Zapata 

According to a Justice Department press release from March 1, 2011, one of the 
firearms used in the February 15 murder of U.S. Immigration and Customs 
Enforcement (ICE) Agent Jaime Zapata was traced by the ATF to OtQio Osorio, a 
Dallas-area resident. Otilio Osorio and his brother Ranferi Osorio were arrested at 
their home, along with their neighbor Kelvin Morrison, on February 28. According 
to that same press release, the Osorio brothers and Morrison transferred 40 
firearms to an ATF confidential informant in November 2010. Not only were these 
three individuals not arrested at that time, according to the press release their 
vehicle was later stopped by local police. Yet the criminal indictment in United 
States V. Osorio, filed March 23, 2011, is for straw purchases alone and references no 
activiD" on the part of the Osorio brothers or Morrison beyond November 2010. 

Questions: 

A. Why did the ATF not arrest Otilio and Ranferi Osorio and their neighbor 
Kelvin Morrison in November? 


Response: 

The question seeks infonnation regarding sensitive law enforcement operations. We are 
attempting to determine the extent to which, if any, infonnation in response to this question can 
be provided consistent with the Department’s law enforcement responsibilities. 
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B. Was any surveillance maintained on the Osorio brothers or Morrison 
between the November firearms transfer and their arrest in February? 

Response: 

Please see the response to Question 52A. 


C. Did any ATF personnel raise concerns about the wisdom of allowing 
individuals like the Osorio brothers or Morrison to continue their activities 
after the November weapons transfer? If so, how did the ATF address those 
concerns? 

Response: 

Please see the response to Question 52A. 

D. Although the gun used in the assault on Agent Zapata that has been traced 
back to the U.S. was purchased on October 10, 2010, how can we know that it 
did not make its way down to Mexico after the undercover transfer in 
November, when the arrest of these three criminals might have prevented the 
gun from being trafficked and later used to murder Agent Zapata? 

Response: 

Please see the response to Question 52A. 


£. Why should we not believe that this incident constitutes a further example, 
outside of the Phoenix Field Oflice and unconnected to Operation Fast and 
Furious, of the ATF failing to make arrests until a dramatic event is linked to 
a purchase from one of their targets, even when those targets are ultimately 
only charged for the same offenses the ATF was aware of months prior to 
their arrest? 

Response: 

Please see the response to Question 52A. 


F. Do you believe that it was appropriate for the ATF to wait until Agent 
Zapata was shot before arresting these individuals on February 28? 

Response: 

Please see the response to Question 52A. 
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53. Earlier Knowledge of Zapata Murder Weapon Traffickers 

The DOJ press release alludes to an August 7, 2010, interdiction of firearms in 
which including a firearm purchased by Morrison. Further documents released by 
my office make clear that not only did Ranferi Osorio also have two firearms in that 
interdicted shipment, ATF ofiicials received trace results on September 17, 2010 
identifying these two individuals. 

A. What efforts did the ATF take in September to further investigate the 
individuals whose guns had been interdicted, including Morrison and 
Osorio? 

Response: 

Please see the response to Question 52A. 


B. When did law enforcement officials first become aware that Otilio Osorio 
purchased a firearm on October 10, 2010? 

Response: 

Please see the response to Question 52A. 

C. Had the ATF placed surveillance on the Osorio home in September or 
arrested Ranferi Osorio and Kelvin Morrison, isn’t it possible that the ATF 
might have prevented Otilio Osorio from purchasing a weapon on October 
10 with the intent for it to be trafficked? 


Response: 


We are not in a position to speculate about what might have happened in response to this 
scenario. 
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U^. Department of Justice 
Office of Legisiaiive Affairs 


Office of the Assistam Anorney General Washington. D.C. 205i0 


August 31, 201 1 


The Honorable Patrick Leahy 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington, D.C. 20510 

Dear Cliairman Leahy: 

This corrects and updates information provided in our original response to Questions for 
the Record (QFRs) of the Senate Judiciary Committee Hearing on May 4, 201 1. In particular, 
we would like to correct and update the information provided in our original responses to QFRs 
49(a) and (b) on July 22, 2011. We are reviewing information on the circumstances of 
recoveries of firearms related to Operation Fast and Furious, as requested in questions 49(a) and 
49(b), and will supplement this response further. In the interim, we request that you include the 
information below in the record of tlie hearing its a formal correction of our previous response. 

Our original response to QFR 49(a) stated that, as of May 26. 201 1 , “ATF is aware of 
eleven instances where a recovered firearm associated with this case was recovered in 
connection with a crime of violence in the United States.” That answer mistakenly combined the 
total number of known traces for such recoveries in the United States and Mexico, instead of 
providing the number for the United States alone, as the Question requested. Moreover, the 
response included the two firearms recovered at the scene of the tragic death of Border Patrol 
Agent Brian Terry, even though the Question asked that those fireanns be excluded. In fact, 
beyond these two firearms, .4,TF is aware of only one instance where a firearm associated with 
Operation Fast and Furious was traced and coded as recovered in connection with a crime of 
violence in the United Slates. 

In our first response, we also erroneously included one firearm w'hich, when recovered in 
the United Stales in connection to Operation Fast and Furious, was traced with a non-violent 
crime code. The error stemmed from a previous trace of the same firearm in May 2009, before 
Operation Fast and Furious began, to a purchaser unconnected with Operation Fast and Furious, 
which used a domestic violence crime code. The other .seven traces included in the eleven 
firearms reported in our original answer involved recoveries in Mexico, not in the United States. 

In response to QFR 49(b), ATF advises that, as of .August 16, 201 1, it has identified 
twenty-one additional firearms associated with Operation Fast and Furious that were recovered 
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in Mexico and reportedly were associated with violent crimes. As further firearms are traced and 
additional analysis of recoveries occurs, ATF advises that additional firearms associated with 
Operation Fast and Furious may be identified. 

We hope that this information is helpful. Please do not hesitate to contact this office if 
we may provide additional assistance regarding this or any other matter. 


Sincerely, 


Ronald Welch 
Assistant Attorney General 


cc: 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on the Judiciary 
United States Senate 
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T .S. Oep^rimeni -f Justice 
Office of Legislative A ffairs 


Office of the Assistant Attontc) Gcnerai fVasfungton. D C. 2(iS30 

September 9, 20 11 

The Honorabie Patrick Leahy 
Chairman 

Committee on the Judiciary 
United States Senate 
Washington. D.C. 20510 

Dear Mr. Chairman: 

This responds further to the Questions for the Record (QFRs) of the Senate Judiciary^ 
Committee Hearing on May 4, 2011. We understand that you arc interested in details of the 
circumstances in which firearms associated with Operation Fast and Furious, an investigation by 
the Bureau of Alcohol, Tobacco, and Firearms (ATF), were recovered in relation to crimes of 
violence. 

For the purposes of responding to this question, we consider a firearm to be associated 
with Operation Fast and Furious if it was purchased by an individual who is a target of that 
investigation, h is important to note that many olThe purchases described below took place 
before .ATF opened the case that became known as Operation Fast and Furious on November 1 6, 
2009; before the purchaser had been identiiled as a target of the investigation; or without ATF's 
Knowledge at the time ihiu the firearm was purchits.-.!. 

A'VF has compiled the information below from data provided by the National Tracing 
Center (N’TC) in June 201 1 and a review of Reports of Investigation (ROIs) from Operation Fast 
and Furious. ,ATF advises that, while it is providing the best information available at this time 
from these sources. ATF has not conducted a comprehensive, independent investigation into 
each incident and it is possible that there may be other such recoveries not refected within this 
data. 


United States Recoveries 


Other than the firearms recovered at the scene of the shooting death of .Agent Brian 
feny, the .lingic incident reflected in NTC trace data in which a firearm purcha:<cd b> a target in 
Operation Fast and Furious was traced with a violent crime code in the United States was traced 
on May 26, 201 1 by die Arizona Department of Public Safety (DPS). Ihe firearm w as a 7.62mm 
Romann/Cvigir OP WASR 10- The crime code was ^Aggravated Assault on a Police Officer- 
Gun.'' ATF was not able to glean additional details about this incident from NTC trace data or 
ROI-s. Other information available to ATF indicates that the firearm in question had been 
purchased in September 2009, before Operation Fast and Furious began, by an individual who 
has tioi been indicted in connection with the case. ATF also advises that informtition from DPS 
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indicates that, after an aggravated assault on a DPS officer, DPS recovered the firearm. 

Although DPS traced the firearm using the code above, the firearm vvas not used in the assault on 
the officer. 


The Department’s June 22, 201 1 response to QFR 49(a) erroneously included a fireann 
that vvas not recovered in connection with a violent crime. Rather, the Firearm, a ,40 caliber 
Beretta PX4 Storm, was traced by the Phoenix Police Department on September 20, 2009 using a 
non-violent crime code. The firearm had been purchased on August 1, 2009, before Operation 
Fast and Furious began, by Francisco Javier Ponce, who vvas later indicted in the case. The error 
stemmed trom the fact that this firearm appears to have been traced previously in May 2009 in 
relation to a violent incident, but before the gun was related in any way to Fast and Furious. 


Mexico Recoveries 


ATF estimates that there have been eight events in which guns purchased by targets in 
Operation Fast and Furious have been recovered in Mexico in relation to violent crime, although 
the firearms were traced using violent crime codes in only five of those events. Those events are 
as follows: 

• On January 8, 2010. four firearms purchased by targets in Operation Fast and Furious 
were recovered in Baja California, Mexico. These were traced with the crime code 
“Kidnap/Ransom." Three of these firearms were 7.62mm Romann/Cugir FPK 
Dragtmovs that had been purchased by Sean Christopher Stew-ard on December 14, 2009. 
One firearm was a 7.62mm Romami/Cugir GP W.ASR 10 that had been purchased by 
Uriel Patino on November . 2009, 


• On Februaiy 25. 20 1 0. three 7.62mm Romarm/Cugir OP WASR 1 0 firearms purchased 
by targets in Operation Fast and Furious were recovered in Baja California, .Mexico. 

Two of these firearms were traced with the crime code ‘'Homicide - Attempted.” Jacob 
Wayne Chambers and Joshua David Moore, who were ultimately indicted in Operation 
Fast and Furious, made these purchases on October 13, 2009 and October 3 1 , 2009, 
respectively, before the investigation was opened, ATF is also including a third firearm 
that was traced with the non-violent crime code "Found Firearm,” because it was 
recovered on February 25, 2010 in the same incident. This purchase w'as made by an 
individual who was not a target at the time of the purchase, and who has not been 
indicted in connection with Fast and Furious. 

• On July 1 . 2010. two 7.62mm Romamv'Cugir GP WASR 10 firearms purchased by 
targets in Operation Fast and Furious were recovered in Sonora, Mexico, following a 
violent exchange between two cartels. One of these firearms was traced twice, once with 
the code for "Homicide/Wiliful Kill - Gun” and once with the code for '‘Firing a 
Weapon.” The other was traced with the code for "Homicide, '”ft'illtul Kill - Gun,” I he 
first firearm had been purchased by Joshua David Moore on November 1 1 , 2009. before 
Fast and Furious was opened. The other firearm was purchased in September 2009, 
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before the investigation was opened, by an individual who has not been indicted in 
connection with Fast and Furious. 

• On July 26. 20 1 0, a ,50 caliber Barrett rifle purchased by a target in Operation Fast and 
Furious was recovered in Durango, Mexico, and traced with the code "Firing a Weapon.” 
This firearm had been purchased by l.Tiel Patino on March 19, 2010. 


• On May 27, 2011. three 7.62tnm Romaim'Cugir GP W'ASR 1 0 firearms purchased by 
targets in Operation Fast and Furious were recovered in Jalisco, Mexico and were traced 
with the code "Firing a Weapon," Two of these firearms had been purchased by Jonathan 
Earvin Fernandez on August 5, 2010 and August 16, 2010, and one by Danny Cruz 
Morones on August 4, 2010. 

.ATF is aware of three other incidents in which firearms purchased by targets in Operation 
Fast and Furious were later traced with non-violetit crime codes, but which .A,TF believes may 
have been recovered in relation to an incident of a violent nature. 

• On November 14, 2009, eleven 7.62mm Roinamt'Cugir GP W.ASR 10 lireanns 

purchased by targets in Operation Fast and Furious were recovered in Atoyac de Alvarez, 
Vlexioo, after the Mexican Military rescued a kidnap victim. Ten of these firearms were 
traced with the code for "Weapons Trafficking.” One of these weapons, purchased 
before Operation Fast and Furious was opened, w'as not traced but was listed in the 
.Suspect Gun Databa.se as related to the Fast and Furious investigation. Six of these 
weapons had been purchased by Jacob Wayne Chambers- — one on September 26, 2009, 
two on October 2, 2009, and three on Octobci 2t'09— before Operation Fa.st and 

Furious was opened. The five others had been purchased in September and October 2009 
by individuals who have not been indicted in connection with Fast and Furious. 

• On -August 13. 2010. two 7.62mm Romamv'Ctigir OP WASR 10 firearms purchased by 
targets in Operation Fast and Furious were recovered in Durango, Mexico, following a 
confrontation between the Mexican military and an armed group. These firearms were 
traced with the code for "Found Firearm.” One of these firearms had been purchased by 
Jacob Wayne Chambers on October 26, 2009, before the case was opened. The other had 
been purchased in October 2009 by an individual who has not been indicted in 
connection to Fa.st and Furious. 


• On November 4. 2010, two 7.62mm Romarm/Cugir GP W.ASR 10 rifies purchased by 
targets in Operation Fast and Furious were recovered in Chihuahua, Mexico, after the 
kidnapping of two individuals and the murder of a family member of a .Mexican public 
official These firearms were traced with the code for "Firearm Under Investigation.” 
One had been purchased by Sean Christopher Steward on December 14, 2009, and the 
other by I, > riel Patino on January 30, 2010. 
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We hope that this information is helpful. Please do not hesitate to contact this office if 
we may provide assistance with this or any other matter. 

Sincerely, 



Assistant Attorney General 


cc: 

The Honorable Charles E. Grassley 
Ranking Member 
Committee on the iudiciaiy 
United States Senate 
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SUBMISSIONS FOR THE RECORD 

Statement of 

The Honorable Chuck Grassley 

United States Senator 
Iowa 

May 4, 2011 

Prepared Statement of Ranking Member Chuck Grassley 
U.S. Senate Committee on the Judiciary 
Hearing on Oversight of the Department of Justice 
Wednesday, May 4, 201 1 

Mr. Chairman, thank you for holding today's oversight hearing. It has been over a year since this 
committee last held an oversight hearing with the Attorney General so there is much ground to 
cover. In that intervening year, many developments at the Justice Department have raised serious 
questions about whether the department is putting politics before the interest of the American 
people. These are serious issues and 1 plan to ask a number of questions about why the 
department has applied the law inconsistently in certain areas, such as prosecuting national 
security leaks, and whether the department has provided apparently false information in response 
to congressional inquiries. 

ATF Investigation: 

I am extremely disappointed in the Justice Department's response to my inquiry into the Bureau 
of Alcohol, Tobacco, Firearms and Explosives (ATF). 1 sent a letter to the ATF on January 27, 
2011, seeking a response to allegations I received from whistleblowers that the ATF was 
allowing guns to be illegally smuggled to Mexico. Rather than allowing the ATF to respond to 
my letter, on February 4, 201 1, 1 received a letter from the department which claimed the 
whistleblower allegations were "false" and that "ATF makes every effort to interdict weapons 
that have been purchased illegally and prevent their transportation to Mexico." 1 personally 
expressed my concern to the Attorney General about the accuracy of the department’s replies to 
my inquiries in our telephone conversation on Monday, May 2. 

I was stunned that just a few hours after our conversation, the department sent another letter 
repeating the denial in slightly different words. According to Monday’s letter, "ATF's Operation 
Fast and Furious did not knowingly permit straw buyers to take guns into Mexico." It is 
particularly disturbing that the department would renew its denial at this late date in light of the 
growing evidence that the department's claims are patently false. 

Documents and witness testimony from employees at ATF show that the ATF knowingly 
allowed the sale of semi-automatic weapons to many straw purchasers, even after the ATF knew 
that guns they previously purchased were recovered in Mexico. I have in my possession a 
document which the ATF specifically requested be drawn up on March 29 of this year, 
apparently in response to this controversy. This document shows that just 15 defendants indicted 
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on January 25 were responsible for purchasing one thousand, three hundred and eighteen ( 1 ,3 1 8) 
guns from Arizona dealers after being identified as targets in the ATF's Operation Fast and 
Furious investigation. Of those guns, only 250 have been recovered in the United States. And 
that's just from these fifteen straw buyers — the ATF enabled this pattern to recur many more 
times through additional buyers and guns. At the very least, this means that over 1,000 semi- 
automatic weapons are on the street because the ATF decided to wait and watch rather than 
getting in the way of the criminals' plans. 

The ATF also clearly knew that these guns were being exported south of the border to Mexico. 
According to internal ATF correspondence, as of June 15, 2010, the ATF was aware that at least 
1 79 guns — traced back to sales which the ATF allowed to occur — had been recovered in crimes 
in Mexico. 

While it appears that the ATF did make an effort to tally the number of the guns they allowed to 
walk, the reality is that those recovered represent Just a small percentage of the total number of 
these guns the ATF has lost track of Worst of all, on December 15, 2010, Border Patrol Agent 
Brian Terry was killed in an incident at the border where two of these weapons that the ATF 
knowingly allowed to be sold to criminals were found at the crime scene. At best, the ATF was 
careless in authorizing the sale of thousands of guns to straw purchasers; at worst our own 
government knowingly participated in arming criminals, drug cartels, and those who later killed 
federal agents. 

Aside from categorical denials that are clearly contradicted by the evidence, I have received 
absolutely zero substantive information from the department on this issue. On the contrary, the 
Department of Justice has intervened in every inquiry I have made with other agencies under the 
department and instructed them that the Justice Department alone is allowed to respond. The 
actions of the Department have only served to impede and frustrate this investigation. In fact, I 
have provided more information to the Attorney General than he has provided to me. 

After ten letters to the department or the ATF, I have received five responses — two which 
provided false information, one which provided no information, one which sought to deter me 
from seeking information from other sources, and one which partially responded to my concern 
about attempts to prevent communications between whistleblowers and Congress. 

Although the ATF is a separate entity, it has done these things under the Attorney General's 
watch. The witnesses that were interviewed under subpoenas from the House Oversight and 
Government Reform Committee have made clear that Acting Director Melson was intimately 
involved in Operation Fast and Furious, lauding it as an extremely successful operation. 
However, even more troubling is that it is clear that individuals at the Justice Department were 
involved in certain aspects of Operation Fast and Furious, 

The evidence that I and Congressman Issa have gathered is clear — the ATF sanctioned the sale 
of guns to straw purchasers that were then used in crimes on both sides of the Southwest border. 
Officials at both the Department and ATF knew of and approved the operation. Now, the 
Attorney General argues that this congressional investigation threatens the ongoing criminal 
prosecution of the straw purchasers. Yet, the department and the ATF chose to wait and watch 
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those same straw purchasers do business for over a year before charging them with any of the 
criminal conduct. It was only after the death of Border Patrol Agent Brian Terry that the straw 
purchasers were finally charged. I take exception to the notion that Congress must hold off on an 
investigation on the grounds that discovering the truth could hinder prosecutions. The goal of a 
trial is a search for the truth. The department is required to turn over any exculpatory evidence to 
criminal defense attorneys in any event. If our system of justice works the way it should, then the 
department cannot ultimately prevent the truth from coming to light. Congress should not allow 
its fact finding efforts to be stonewalled Just because the details might be embarrassing to certain 
officials in the Justice Department. 

Further, the department has tried to avoid questions by referring to the Acting Inspector 
General's investigation. That inquiry does not preclude an independent congressional 
investigation. Moreover, it has become clear that conduct by attorneys at the U.S. Attorney's 
office has been called into question. As you know, that is a matter that the Inspector General is 
statutorily precluded from investigating. So, unless the Attorney General has requested an 
independent review by the department's Office of Professional Responsibility, the questionable 
conduct by department attorneys may go unchecked. 

The conduct in question by both the ATF and the department is serious. It may have led to the 
death of at least one federal agent and countless other crimes in the U.S. and Mexico. The 
department should not stonewall Congress or seek to intimidate whistleblowers or other potential 
witnesses in congressional proceedings. This cannot simply be swept under the rug. I plan to 
continue my work with the help of Congressman Issa and get to the bottom of who signed off on 
this operation that failed so tragically. 

Prosecution of Leaks of Classified Information 

Two years ago, Attorney General Holder stated that "unauthorized leaks of classified and other 
sensitive information are a real threat to our national security." He added, "Leaks endanger the 
lives of Americans serving overseas. They also endanger all those Americans who depend on a 
properly functioning intelligence apparatus to protect the homeland." In November, he added 
that, "[To] the extent that we can find anybody involved in breaking American law who has put 
at risk the assets and the people that I have described?they will be held responsible. They will be 
held accountable." These statements are in line with the beliefs of many on the committee, 
including me. Unfortunately, they do not appear to represent the realities at the department when 
it comes to prosecuting those who leak classified information. 

Just this week, it was reported in the press that the department had dropped the prosecution of a 
former Department of Justice Attorney, Thomas Tamm, who admitted to leaking classified 
national security information to the New York Times. While the department wouldn't comment, 
Tamm's attorney told the press that he received a letter from the department confirming that the 
investigation and prosecution of Mr. Tamm had concluded. However, the department continues 
to prosecute another suspect in this case on unrelated additional charges. Thus, it appears that the 
department has essentially concluded that no individual will be prosecuted for leaking the 
classified information related to the Terrorist Surveillance Program. 
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I am concerned that the decision not to prosecute anyone related to this specific leak may 
indicate a reluctance to enforce the law. Leaks of classified information threaten the lives of our 
agents and allies in the field. They also threaten the integrity of our government — e.specially in 
the foreign relations context. I want to ask the Attorney General about this decision not to 
prosecute one of the department's own because it is starting to look like there may be a double 
standard for leakers at the department. I also want to know whether the Attorney General thinks 
we need to make any changes to our laws to ensure that those who leak are brought to justice. 

Decision Not to Defend the Defense of Marriage Act: 

1 also want to inquire about the department's decision not to defend the Defense of Marriage Act 
(DOMA). DOMA was signed into law by President Clinton and passed Congress with bi- 
partisan support. The February 23 decision by the Attorney General not to defend section 3 of 
DOMA based on a heightened review standard conflicts with prior circuit court cases that 
applied the same reasonable basis standard that the department had previously used to defend the 
legislation. I want to know more about how the Attorney General reached this decision, 
notwithstanding the case law opposing his position. I also want to ask him about how he 
determines what statutes the department will and will not defend and how the House should fund 
those efforts to defend a statute that has broad bi-partisan support. 

Integrated Wireless Network (IWN); 

1 would also like to discuss what appears to be a new failed IT procurement at the department. 
The integrated wireless network program (IWN) was recently suspended by the Department of 
Justice and it appears that the project will end without completing its original goal to integrate 
the wireless radios for all federal law enforcement agencies. The IWN program was designed to 
implement a key recommendation of the 9/1 1 Commission and create a single interoperable 
communication system between federal law enforcement agencies. However, the Inspector 
General, the Government Accountability Office (GAO), and the Office of Management and 
Budget have all expressed concerns with the program and labeled it as high risk. To date, 
hundreds of millions of dollars have been spent, and there is no part of the country where all 
federal law enforcement radios are interoperable. The contractors have argued, as expected, that 
they just need more money and time and there are rumors that the department now wants to issue 
sole source contracts to companies just to buy equipment. I want to know more about this stop 
work order and whether the stop work order will simply be used to sole source a contract for 
radios to vendors outside the original IWN program. 1 am concerned that this program is starting 
to look a lot like other failed IT programs at the department — hundreds of millions of taxpayer 
dollars spent with nothing to show for it. 

There is a lot of ground to cover and time permitting I'd like to bring up a number of other topics, 
including the new State Secrets Policy, the fiscal 2012 budget, bankruptcy administration 
matters, and other national security matters such as the transfer of detainees back to the 
Department of Defense, the reauthorization of the USA PATRIOT Act, and efforts to reform 
critical laws such as the Communications Assistance to Law Enforcement Act and the Electronic 
Communications Privacy Act. I expect candid answers to these very serious questions. Thank 
you. 
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Good morning, Chairman Leahy, Ranking Member Grassley, and members of the 
Committee, and thank you for this opportunity to discuss the critical work of the Department of 
Justice. The fundamental mission of the Department of Justice is to protect national security, 
counter the threat of terrorism, fight crime, and represent the United States in litigation defending 
civil rights, consumers, financial markets, intellectual property rights, the environment and other 
key national interests. 

Over the past year. Department employees have worked tirelessly to protect the nation 
against threats both foreign and domestic. Three days ago, this country marked a historic victory 
over global terrorism - and achieved a critical measure of justice for the victims of September 
1 1"' - with the death of Osama bin Laden, the leader of al Qaeda and the world’s most wanted 
terrorist. We remain deeply committed to ensuring that terrorists arc brought to justice so they 
can no longer endanger American lives. 

Beyond national security, we have collaborated with local law enforcement to prevent 
and reduce violent crime and to advance critical investigations and prosecutions, including the 
senseless murders that took place in Tucson, Arizona, early this year. We are working diligently 
to ensure the safety of those who serve and protect our communities. And we continue to 
enforce the law vigorously and fairly to defend the interests of American citizens, and to ensure 
public confidence in government, our economy, and the rule of law. 

Today, 1 would like to highlight the essential and wide-ranging activities of the Justice 
Department over the past year in several key areas. 

PROTECTING OUR NATIONAL SECURITY 

Protecting America’s national security remains the highest priority of the Department of 
Justice. The Department supports this Administration’s use of all lawful and appropriate means 
to protect the United States and the safety of the American people, including military, 
intelligence, law enforcement, diplomatic, and economic tools and authorities. We will defend 
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America from attack by international terrorist groups, as well as domestic, in a manner that is 
consistent with the Constitution, laws, and treaty obligations of the United States. 

During the past year, the Department of Justice has repeatedly undertaken robust law 
enforcement efforts to protect American lives, incapacitate terrorists and their accomplices, and 
gather intelligence about terrorist groups worldwide. One vivid illustration of the Department’s 
counterterrorism efforts is the case of Faisal Shahzad. On May 1, 2010, Shahzad drove a vehicle 
loaded with an improvised explosive and incendiary device to Manhattan, parked it in Times 
Square, and then attempted to detonate the explosives. Shahzad was arrested two days later after 
boarding a flight at JFK airport. Following his arrest, Shahzad, a naturalized U.S. citizen from 
Pakistan, cooperated with authorities and provided useful intelligence. Within a month, Shahzad 
pleaded guilty to terrorism charges, including the attempted use of a weapon of mass destruction 
and an attempted act of terrorism transcending national boundaries. On October 5, 2010, 
Shahzad was sentenced to life in prison. 

Last year, the Department also won significant convictions in terrorism-related cases that 
were not as well-publicized, but also involved attacks that were thwarted before they could be 
executed. These included the convictions of: an individual who sought to blow up the Fountain 
Place skyscraper in Dallas using what he believed to be a truck bomb; three individuals who 
attempted to travel to Somalia to join al-Shabaab, a terrorist and insurgent group with links to al 
Qaeda; and four individuals who plotted to detonate explosives inside New York’s JFK airport. 
The Department also charged dozens of others for Category 1 terrorism offenses - those 
involving alleged violations of our core international terrorism statutes, such as the use of 
weapons of mass destruction, conspiracy to murder persons overseas, or providing material 
support to terrorists. 

We are all indebted to the quick thinking of citizens and local police officers like those 
who prevented last May’s attempted attack on Times Square. The Department of Justice, 
together with the Departments of Defense and Homeland Security, supports the efforts of state, 
local, and tribal law enforcement agencies to contribute to the counterterrorism mission. They 
are essential partners on the FBI’s Joint Terrorism Task Forces (JTTFs), the interagency entities 
responsible for domestic counterterrorism operations. Through the Office of Justice Programs, 
the Department provides grants that fund counterterrorism training and related resources to 
strengthen state and local law enforcement. And Joint national-level programs, such as the 
Department’s Nationwide Suspicious Activity Reporting Initiative, enhance the capabilities 
of federal, state, local, and tribal law enforcement agencies to share information, particularly 
with JTTFs, enabling greater ability to fuse information and prevent acts of terrorism. 

Of course, the Department’s work in the area of national security extends beyond 
working to disrupt terrorists’ plots and dismantle their networks. We also continue to protect the 
nation from other serious threats, including espionage and export control violators. This year, 
for instance, ten individuals were indicted for being “deep-cover” agents in the United States on 
behalf of the Russian Federation. Following guilty pleas from all ten Russian agents, the United 
States won the release of four individuals incarcerated in Russia for alleged contact with Western 
intelligence agencies by transferring the ten agents to the custody of the Russian Federation. 


2 


VerDate Nov 24 2008 


10:04 May 08, 2012 Jkt 073839 


PO 00000 Frm 00173 Fmt 6633 


Sfmt6633 S:\GPO\HEARINGS\73839.TXT SJUD1 


PsN: CMORC 



170 


Many of the significant prosecutions noted above - and the countless intelligence actions 
that do not result in prosecution but do disrupt terrorist and criminal activity “ depend on the 
government aggressively employing the full arsenal of available authorities, including the 
Foreign Intelligence Surveillance Act. At the same time, the Department of Justice, through its 
national security review process, is working to ensure that FBI national security investigations 
are conducted in accordance with the Constitution, federal statutes, Attorney General Guidelines, 
and internal FBI policy directives. No fewer than twenty of these time-intensive reviews were 
completed in FY 2010. 

Finally, in addition to the Department’s sustained commitment to counterterrorism, 
counterespionage, and intelligence gathering efforts, we stand ready to protect the American 
people from unanticipated national security threats. For example, the Department has brought to 
justice several pirates who attacked Americans and others on the high seas. In March, fifteen 
defendants from Somalia and Yemen were charged with criminal acts arising out of their piracy 
of the ship Quest, which resulted in the tragic deaths of four Americans. In the same month, five 
men from Somalia were sentenced to life in prison for acts of piracy, which included the use of a 
rocket-propelled grenade against the USS Nicholas. And, in February, another defendant was 
sentenced to 33 years in prison for the attempted hijacking of a U.S.-flagged ship, the Maersk 
Alabama, in the Indian Ocean. 

These cases demonstrate the Department’s unwavering resolve to proteet American lives 
and property from all manner of national security threats, as well as the flexibility and strength of 
the tool we use to accomplish our mission - the American criminal justice system. 

CRIME AND FRAUD 

From the start of this Administration, the Department set forth an ambitious crime- 
fighting agenda prioritizing efforts to reduce violent and organized crime, combat financial crime 
and fraud, ensure the integrity of government, fight computer crime in all its forms, and play a 
leadership role - at home and on the world stage - in protecting public safety and ensuring the 
rule of law. Over the last two years, the men and women of federal law enforcement, including 
the United States Attorney community and the Department’s Criminal Division, together with 
our state and local partners, have taken important steps toward these goals, making our country 
stronger as well as safer, and building greater trust in the integrity of our financial markets and in 
the effectiveness of our government. 

Over the last year the Department has continued to aggressively combat violence along 
our country’s Southwest border. We have dedicated significant manpower resources towards 
working with our Mexican government counterparts to assist their crime-fighting capacity, and 
prosecute the cartel members whose drug trade is the root cause of violence in that region. In 
one of our most significant enforcement actions along the border, we charged 35 members of the 
Barrio Azteca international gang with a number of federal offenses. Of the 35 defendants, ten 
were specifically charged with the murders of a U.S. Consulate employee and two family 
members of Consulate employees. 
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The Department also created a new Money Laundering and Bank Integrity Unit, designed 
in part to target professional money launderers who work for criminal organizations such as 
Mexican drug cartels, thus disrupting the flow of money that is fundamental to their existence. 
Through Project Deliverance, a Drug Enforcement Administration-led, multi-agency law 
enforcement initiative, the Department has also successfully targeted transportation organizations 
working for cartels along the Southwest border, which resulted in 2,266 arrests and the seizure of 
more than $154 million and over 74 tons of drugs. 

Domestic organized crime also remains a priority. If left unchecked, mafia operations 
threaten both the safety of our citizens and the strength of our economy, and the Department, 
working with state and local law enforcement partners, is committed to eradicating these 
criminal enterprises and bringing their members to justice. In January, I was proud to announce 
the largest single-day enforcement action ever against La Cosa Nostra, in which 127 members 
and associates of seven La Cosa Nostra crime families were charged with federal offenses. 

In addition to fighting violent crime, the Department is investigating and prosecuting 
fraud cases all across the country. Working with our partners in federal law enforcement, 
including the Inspector General community, and state and local authorities, we are holding those 
who defraud the American people accountable, seeking sentences that punish and deter illegal 
activity, and working aggressively to recoup the money those defendants have stolen and return 
the proceeds to the victims. This work is critical to protecting American consumers and 
businesses and restoring confidence in our markets. 

The Financial Fraud Enforcement Task Force, created by President Obama in November 
2009, is the broadest coalition of law enforcement, investigatory and regulatory agencies ever 
assembled to combat fraud. This year. Task Force members brought criminal and civil actions 
involving a broad array of fraud, from mortgage to procurement to investment fraud involving 
high-level executives, employees and corporations. Those efforts included multiple convictions 
against defendants associated with the Galleon Group, in one of the largest hedge-fund insider- 
trading cases ever brought by the Department of Justice. We also completed a nationwide 
mortgage fraud enforcement sweep, Operation Stolen Dreams, involving more than 1,500 
defendants and over S3. 5 billion in losses. Last month. Department prosecutors convicted Lee 
Farkas, chairman of the largest privately held mortgage lender in the United States, on charges 
stemming from an almost $2 billion fraud in the sub-prime mortgage market and an attempt to 
steal over half a billion dollars in TARP funds. Six other individuals, including several senior 
executives of the company and bank involved in the fraud have pled guilty as well. 

In addition to focusing on prosecutions the Task Force also includes a Victims’ Rights 
Committee, which addresses the devastating impact financial fraud has on its victims. And 
within the last few weeks, 1 announced the formation of an Oil and Gas Price Fraud Working 
Group within the Task Force, which brings together a broad array or regulatory and law 
enforcement agencies to ensure a comprehensive effort in examining any potential fraud or 
illegal manipulation in the energy markets to safeguard American consumers from fraud and 
other abuses during this time of strained budgets and rising costs at the pump. 
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The Medicare Fraud Strike Force, part of the Health Care Fraud Prevention and 
Enforcement Action Team (HEAT), launched May of 2007, has brought cases against 1,000 
defendants for fraudulent Medicare claims totaling more than $1.3 billion. This includes the 
largest federal health care fraud enforcement action ever, charging 1 14 doctors, nurses, health 
care executives, and others with fraudulently billing $240 million to the Medicare program. Due 
to successes like these, the Department has expanded the Strike Force from two cities in 2009 to 
nine today. In total, our criminal and civil health care fraud enforcement efforts produced record 
recoveries exceeding $4 billion during FY 2010. 

In July 2010, 1 launched the Department’s Kleptocracy Asset Recovery Initiative, aimed 
at combating large-scale foreign official corruption and using civil and criminal forfeiture tools 
to recover misused public funds. We cannot allow the United States to become a safe haven for 
stolen wealth. Although we are still implementing the initiative, the Department already is 
developing cases in which we have information that the proceeds of corruption or kleptocracy 
have entered U.S. financial institutions. We are working with other federal agencies, as well as 
foreign counterparts and non-governmental institutions, to enhance our ability to investigate, 
trace, and recover corruption proceeds. The need for this initiative is underscored daily by 
events around the world; multiple nations, including Egypt and Tunisia reportedly have launched 
their own corruption investigations in the wake of regime changes. 

Finally, the Department has brought successful civil enforcement actions to protect 
taxpayer dollars and the integrity of government programs from fraud. In FY 2010, we secured 
$3 billion under the False Claims Act - the second largest annual recovery under this law. Over 
$6.8 billion was recovered under the false Claims Act in the two-year period beginning in 
January 2009, which constitutes a record for any such period. And, in the first few months of FY 
201 1, the Department has reached a number of significant False Claims Act settlements with 
pharmaceutical manufacturers. In agreements totaling $700 million with Dey, Inc., Abbott 
Laboratories, Roxane Laboratories, Inc. and B. Braun Medical, Inc., we resolved allegations that 
the defendants engaged in a scheme to report false and inflated prices for numerous 
pharmaceutical products. In October, we reached a $750 million global criminal and civil 
agreement with GlaxoSmithKline to resolve allegations that it manufactured and distributed 
adulterated drugs made at its now-closed plant in Cidra, Puerto Rico. 

The Department is also dedicated to vigorous enforcement of intellectual property laws. 
Criminals who steal American ideas and products - everything from counterfeit pharmaceuticals 
and electronics to pirated movies, music and software - and sell them over the internet and 
elsewhere are undermining the U.S. economy and threatening public health, safety, and national 
security. Together with our law enforcement partners at Immigration and Customs Enforcement 
and Customs and Border Protection in the Department of Homeland Security, the Department of 
Justice has obtained 30 felony convictions and seized over SI 43 million in counterfeit computer 
network hardware manufactured in China as a part of Operation Network Raider. This important 
joint enforcement effort is designed to protect our nation’s IT infrastructure from failures 
associated with counterfeit network hardware and to secure our supply chain. It has also helped 
secure our troops. As a part of this operation, law enforcement officials intercepted counterfeit 
network hardware that would have been u.sed by U.S. Marines to transmit troop movements, 
relay intelligence and maintain security for a military base west of Fallujah, Iraq. The defendant 
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responsible for attempting to sell these counterfeits to the Department of Defense was sentenced 
to 51 months in prison. 

PROTECTING LAW ENFORCEMENT OFFICERS 

Each year, far too many dedicated law enforcement officers are senselessly killed in the 
line of duty while bravely confronting violent criminals and gangs. Most recently, the 
Department felt this pain on a very personal level with the deaths of Deputy U.S. Marshals Derek 
Hotsinpiller and John Perry, who were killed by gunfire while working to capture dangerous 
fugitives and protect our communities. After a two-year decline in law enforcement fatalities, 
officer deaths in the line of duty spiked last year, making 2010 one of the deadliest years on 
record for law enforcement. Unfortunately, this year we are on track to exceed last year’s 
devastating record. This is unacceptable. Our law enforcement officers regularly pul themselves 
in harm’s way to ensure the safety and security of the American people in communities across 
this country, and we must take every step possible to protect them. 

To address this issue, 1 recently convened a meeting of Justice Department leaders and 
state and local authorities to discuss ways that we can effectively work together to combat 
violence against law enforcement officers. I also launched a Law Enforcement Officer Safety 
Initiative, and directed each U.S. Attorney to bring together the federal, state, local, and tribal 
law enforcement agencies and prosecutors in his or her district for meetings focused on officer 
safety. I instructed our U.S. Attorneys to work with these groups to identify the “worst of the 
worst” - offenders with criminal histories who cycle in and out of local jails and state prisons - 
and discuss whether any of these repeat offenders should be prosecuted under federal law for 
offenses that make them eligible for stiffer sentences. I also ordered them to ensure that our 
state, local, and tribal partners are fully informed about the resources that the Department makes 
available to help protect officers. 

In addition, the Department is aggressively pursuing those who put profits ahead of the 
safety for our law enforcement personnel. We continue to investigate those involved in the sale 
of defective bulletproof vests to law enforcement agencies. To date, these efforts have recovered 
more than $60 million and have sent a strong message that we will not tolerate actions that put 
our first responders at risk. 

At the same time, we must work to prevent gun crimes before they occur. 1 am 
committed to strengthening systems that prevent individuals who are legally prohibited from 
possessing firearms from obtaining weapons. This is a critical public safety goal we can achieve 
without infringing on the rights of lawful gun owners. 

The Department remains committed to safeguarding our communities, and the officers 
who are sworn to serve and protect them. 1 am convinced that we can reduce violent crime and 
reverse the recent upward trend in officer fatalities. Some of the initiatives that we support 
include our Preventing Violence Against Law Enforcement and Ensuring Officer Resilience and 
Survivability (VALOR) initiative, new support officer safety training programs, research 
initiatives, and information-sharing platforms; our Bulletproof Vest Partnership, to research 
causes and prevention of officer injuries; and the development of the RlSSafc Officer Safety 
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Event Deconfliction System, which aims to prevent potential conflicts between agencies in law 
enforcement operations. As we look to the future, the Justice Department will continue to make 
strategic investments and work with our law enforcement partners at every level to keep officers 
safe, 

ADVANCING CIVIL RIGHTS 

The fair, vigorous, and independent enforcement of our nation’s civil rights laws 
continues to be a top priority for the Administration and the Department of Justice, The strong 
record of achievement by our Civil Rights Division over the past year reflects this commitment. 

The Department recently completed a comprehensive ten-month investigation into the 
New Orleans Police Department, which revealed deeply troubling patterns and practices of 
unconstitutional conduct, including widespread excessive use offeree and pervasive 
discrimination. As a result, the Department is helping to develop a thorough blueprint for 
sustainable reform of the NOPD, We are pleased to have strong support and cooperation from 
the city’s mayor, police chief and community leaders, and we expect the NOPD case to serve as 
a model for pattern and practice investigations going forward. 

We also have been working tirelessly this year to implement the Matthew Shepard and 
James Byrd, Jr,, Hate Crimes Prevention Act of 2009, opening more than 80 investigations and 
bringing the first prosecutions under this historic law. We have conducted trainings sessions 
across the country with hundreds of federal, state, local, and tribal law enforcement officers, 
providing our enforcement partners instruction on the law’s added coverage of violent acts 
perpetrated because of the actual or perceived sexual orientation, gender, gender identity, or 
disability of a person, Wc also continue to prosecute hate crimes under other authorities, 
including a successful prosecution for a shocking act of racial violence in Shenandoah, 
Pennsylvania, in which the three defendants brutally and fatally assaulted an undocumented 
Latino immigrant because of his race; the former Shenandoah Police Chief and a Police 
Lieutenant also were convicted of falsifying evidence in connection with the crime. 

In addition, the Department continues to vigorously defend the essential rights of all 
Americans to practice their religion, Muslim Americans have the right to worship in mosques, 
just as Christian Americans have the right to worship in churches, or Jewish Americans in 
synagogues. Regrettably, however, we continue to see incidents of hate-fueled violence 
targeting Muslim and Arab Americans. Recently, in the 50"' federal prosecution of post-9/1 1 
backlash crimes against Arab and Muslim Americans, the Department secured a guilty plea from 
a man who set fire to playground equipment at a mosque in Arlington, Texas. The Department 
will continue to steadfastly enforce freedom of religion rights under the Religious Land Use and 
Institutionalized Persons Act for all, including Muslim Americans. And w'e will continue our 
ongoing efforts to protect religious freedom and combat religious discrimination - in all forms - 
in schools, in workplaces, and in prisons. 

Prosecuting hate crimes and enforcing civil rights laws constitutes only one part of the 
Department’s mission with respect to engaging Arab and Muslim communities. For years, the 
Civil Rights Division has been meeting with Arab American and Muslim American leaders and 
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organizations across the country. U.S. Attorneys also routinely conduct outreach with these 
communities and many others. It is vital that we continue to engage these communities, with 
the goal of protecting our common security while preserving our common values. Treating our 
fellow citizens of the Muslim faith as a monolithic enemy is un-American and counterproductive 
to the anti-terror efforts that protect us all. 

The Department also is working hard to protect the rights of our men and women in 
uniform. Ensuring that our military servicemembers and their families can exercise their right to 
vote is a responsibility that the Justice Department takes very seriously, and during the last 
election cycle, we undertook successful enforcement actions in fourteen jurisdictions under laws 
protecting military and overseas voting, securing court orders or settlements in all. The 
Department is also working with other federal agencies to protect rights guaranteed by the 
servicemembers Civil Relief Act (SCRA), including the protection from foreclosure and other 
adverse financial actions by creditors and servicers. Finally, in the first rw'o years of this 
Administration, the Department has redoubled efforts to ensure that servicemembers returning 
from active duty are not penalized by their civilian employers. We have filed more complaints 
under the Uniformed Services Employment and Reemployment Rights Act than in the previous 
three years combined. 

Protecting the right to vote for all Americans will continue to be a top priority for the 
Department. In anticipation of the thousands of redistricting plans that will be submitted for 
review under Section 5 of the Voting Rights Act in the current redistricting cycle, we recently 
published a final rule embodying major revisions to procedures for administering Section 5 - the 
first substantial revisions since 1987. The first Department suit under Section 7 of the National 
Voter Registration Act in seven years led to an agreement with Rhode Island officials to make 
voter registration opportunities available throughout the state at offices providing public 
assistance and disability services, as the law provides. We also continue vigorous enforcement 
of the Voting Rights Act’s language minority provisions, and recently reached a settlement with 
Cuyahoga County, Ohio, to ensure language assistance for thousands of county residents of 
Puerto Rican descent who are of voting age and limited English proficiency. 

Beyond the Voting Rights Act, the Department has worked over the past year to ensure 
that all persons, including those with limited English proficiency, have meaningful access to 
federal programs, services, and benefits. We have recommitted the Department to providing the 
language capability necessary to serve all persons as we conduct our law enforcement, 
preparedness, and acccss-to-justice duties, and 1 have asked each federal agency to do the same, 
ensuring that they have the language capability to communicate effectively with all members of 
the public when carrying out critical functions. 

Finally, the Civil Rights Division is vigorously enforcing the Americans with Disabilities 
Act (ADA), and last summer issued landmark new ADA regulations to enhance access for 
persons with disabilities to public places as well as state and local entities like swimming pools 
and playgrounds, entertainment venues, ATMs and hotels. We also launched an aggressive 
effort to enforce the 1999 Supreme Court decision in Olmstead v. L C, which recognized that 
the unjustified segregation of people with disabilities in institutions is illegal under the ADA. In 
October, the Department reached a landmark settlement with the state of Georgia that will enable 
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thousands of persons with disabilities to receive care and treatment in community-based settings, 
and will serve as a model for Olmstead enforcement going forward. 

ASSISTANCE TO STATE AND LOCAL GOVERNMENTS 

Law enforcement and other public safety agencies across the country are facing staffing 
reductions and other budgetary challenges precipitated by the recent economic crisis. Through 
the efforts of our Office of Justice Programs (OJP), Office of Community Oriented Policing 
Services (COPS), and Office on Violence Against Women (OVW), we are helping jurisdictions 
meet their responsibilities for protecting their citizens. The Department is committed to working 
with federal, state, local and tribal partners to ensure that all communities - particularly those 
that have been chronically neglected - are given the resources and support they need to ensure 
public safety. 

Last year, OJP awarded $2.6 billion to states, localities, and tribes to support a wide 
range of criminal and juvenile justice activities. Through OJP’s flagship Edward Byrne 
Memorial Justice Assistance Grants program, the Department continued to support basic law 
enforcement operations, prosecution and court programs, community corrections activities, and 
technology enhancements. We held a Summit on Preventing Youth Violence that brought 
together mayors and federal government leaders to examine city plans to address youth and gang 
violence, which stands among the most challenging of public safety problems. Through the 
Coordinating Council on Juvenile Justice and Delinquency Prevention, which 1 chair, high-level 
federal officials are developing and implementing policies that address the significant needs of 
at-risk youth and juveniles who encounter the criminal justice system. I also launched the 
Defending Childhood Initiative, which will develop and support comprehensive community- 
based strategic planning and implementation of projects to prevent and reduce the impact of 
children’s exposure to violence in their homes, schools, and communities. 

Early in my tenure as Attorney General, 1 emphasized the importance of working smarter 
to keep our communities safe. In November of last year, I appointed an 1 8-member Science 
Advisory Board to guide OJP in developing evidence-based policies and programs, and in 
January, the Board held its inaugural meeting. We have undertaken an OJP-wide Evidence 
Integration Initiative to assess our understanding of what works in reducing and preventing 
crime, and to distribute this information to the field in a comprehensible, practical format. And 
OJP has expanded the Smart Policing Initiative, which brings together local law enforcement 
agencies and criminal justice researchers to devise innovative solutions to targeted crime 
problems and measure the results. 

1 also am leading an Administration-wide effort to reduce recidivism by examining and 
improving the policies related to the reentry of formerly incarcerated people into our 
communities. In January, 1 chaired the first meeting of the Interagency Reentry Council, 
composed of seven Cabinet secretaries and other top Administration officials and staffed by 
personnel from 17 federal agencies. Last year, we awarded almost $100 million under the 
Second Chance Act to support substance abuse treatment, employment assistance, housing, 
mentoring, and other reentry services. We now support some 250 reentry programs and also have 
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launched rigorous evaluations of these programs, measuring the degree to which they reduce 
recidivism. 

Strong oversight is critical to ensuring accountability and effective use of taxpayer 
dollars. The Department is committed to transparent administration of grant Hinds, and I am 
pleased that the Department’s Office of the Inspector General found that all of our grant 
components have made great progress in improving grant management. 

The COPS Office has played a key role in supporting my priorities as Attorney General 
by advancing the practice of community policing in America’s law enforcement agencies. 
Engaging with state, local, and tribal law enforcement, the COPS Office helps to ensure that the 
voices of local officers and agencies are heard at the federal level on issues like officer safety, 
defending childhood, improved tribal law enforcement, and state, local, and tribal law 
enforcements’ need for use of the broadband spectrum. The COPS Office supports these 
priorities through innovative grant programs like the Child Sexual Predator Program, through 
forums that convene law enforcement practitioners and academics to discuss issues of national 
importance, and through publications and other communications tools. 

Finally, our Office on Violence Against Women has led the Department’s efforts to raise 
awareness about and combat domestic violence, sexual assault, dating violence, and stalking. 
Because the vast majority of violent crimes against women are investigated and prosecuted at the 
state and local levels, we are committed to providing states and communities with resources to 
meet the needs of crime victims and hold perpetrators accountable. In the past year, we have 
implemented four new grant programs to support communities in this work, including three that 
seek to break the cycle of violence by providing services to young victims and broadening 
prevention efforts. The Department also has emphasized improving the national response to 
sexual assault, an issue that historically has not received the attention or funding that effectively 
addressing this problem requires; and in partnership with the White House Council on Women 
and Girls, we have convened the first-ever Roundtable on Sexual Violence in America. We are 
also committed to addressing the devastating rates of violence against women in tribal 
communities, which face unique law enforcement challenges. The Department has funded a 
number of innovative technical assistance projects in Indian Country, including a forthcoming 
award for a National Tribal Clearinghouse on Sexual Assault, an adaptation of the National 
Protocol for Sexual Assault Medical Forensic Examinations to address the needs of tribal 
communities, and we have launched a project to promote the use of community-based health 
care providers to collect and preserve sexual assault forensic evidence. 

TRIBAL JUSTICE 

These programs addressing violence against American Indian and Alaska Native women 
are part of the Department’s larger strategy to advance public safety strategies in tribal 
communities. Over the last year, we have reaffimed the Department’s commitment to building 
and sustaining healthy and safe native communities, to renewing our nation’s enduring promise 
to American Indians and Alaska Natives, to respecting the sovereignty and self-determination of 
tribal governments, and to ensuring that the progress we have achieved in recent years is not 
derailed. At my direction, every U.S. Attorney’s Office with Indian Country jurisdiction is 
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engaging with the Tribes within its district with the goa! of developing plans to improve public 
safety and to prevent and reduce violence against women and girls. Each of these districts also 
has a dedicated tribal liaison. In addition, the Department has added new Assistant U.S. 

Attorney positions in nearly two dozen judicial districts that cover Indian Country. Through the 
Coordinated Tribal Assistance Solicitation, the Department has begun to streamline the way it 
administers tribal grants, awarding nearly $130 million in grants in FY 2010 to support the 
public-safety initiatives of federally recognized tribes. These investments will help to enhance 
law enforcement activities, bolster justice systems, prevent youth substance abuse, and serve 
victims of domestic violence and sexual assault. 

Since the Tribal Law and Order Act was signed into law in 2010, we have been able to 
realize some of the Department’s long-standing tribal justice goals and focus on new objectives. 
We have permanently established the Office of Tribal Justice as an independent component of 
the Department, dedicated to collaborating with our partners in tribal governments and to 
advancing our work in Indian Country. Under the Act, the Department launched a pilot program 
with the Bureau of Prisons to accept certain tribal offenders for placement in federal institutions, 
alleviating problems created by violent offenders and under-resourced correctional facilities in 
Indian Country. And the Department has begun work on numerous interagency initiatives to 
address significant challenges to public safety and justice in Indian Country. 

We also have made meaningful advances in nation-to-nation collaboration. The Civil 
Rights Division recently re-established the Indian Working Group, which is conducting outreach 
in Native American communities with the goal of establishing new channels of communication 
and cooperation. The Department participated in nine consultations with tribes this year, and 
also convened the first meeting of the Justice Department’s Tribal Nations Leadership Council, 
composed of tribal leaders selected by the tribes themselves and charged with advising me on 
issues critical to tribal communities. This collaboration between representatives of tribal 
governments and Justice Department leadership is the first of its kind. 

ENSURING COMPETITION 

Through the Antitrust Division, the Department of Justice protects economic freedom and 
opportunity by promoting free and fair competition in the marketplace. We stand firmly in the 
corner of American consumers, helping to ensure that they have access to innovative, high- 
quality products at competitive prices. Over the last two years the Department has focused on 
important sectors of the economy, including health care, agriculture, defense, energy, finance, 
telecommunications, transportation, and technology. Because addressing antitrust issues 
increasingly demands a global approach, the Department has stepped up our effarts on the 
international front, advocating for global as well as domestic competition and engaging foreign 
competition authorities on both policy and particular enforcement matters. 

In August, the Antitrust Division, in conjunction with the Federal Trade Commission, 
issued the first major revision of the Horizontal Merger Guidelines in 18 years. This articulation 
of the agencies’ approach to merger review provides for predictability and certainty, and thus, 
allows for more efficient business behavior. Overall, the Antitrust Division acted against 10 
merger transactions in FY 2010, reaching negotiated settlements to protect competition in each 
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case. Already in FY 2011, wc have reached negotiated settlements in four transactions, 
including the combination of Comcast, General Electric and NBC Universal, and Google’s 
acquisition of ITA Software. In addition, in its lawsuit against Dean Foods, the nation’s largest 
dairy processor, the Division successfully secured a settlement in March requiring Dean to divest 
a significant milk processing plant and other assets. 

We have continued to protect consumers through non-merger civil actions as well. This 
year, for the first time since 1 999, the Department brought an action challenging a monopolist 
with engaging in traditional anticompetitive unilateral conduct. We ultimately reached a 
settlement that prohibits United Regional Health Care System in Texas from entering into 
contracts that improperly inhibit commercial health insurers from contracting with its 
competitors. Another of our civil non-merger actions resulted in the first district court decision 
to recognize disgorgement as a civil remedy under the Sherman Act. We also reached a 
settlement with Adobe Systems, Apple, Google, Intel, Intuit, Pixar, and Lucasfilm that prevents 
them from entering into anticompetitive employee solicitation agreements. 

The Department also continues its rigorous criminal enforcement efforts, uncovering and 
prosecuting cartels and other collusive agreements. During FY 2010, we filed 60 criminal cases, 
charging 84 corporate and individual defendants in sectors of the economy including financial, 
air transportation, real estate, LCD panels, and refrigerant compressors. Seventy-eight percent of 
the individual defendants sentenced went to prison, serving an average sentence of 30 months, 
and the Department obtained fines in excess of $550 million. 

The Department also promotes the principles of market competition through broad 
advocacy and outreach efforts. We expanded those efforts last year, and led the way in 
innovative, cross-agency cooperation through joint agency workshops held around the nation, 
exploring effective tools for promoting competition and a level playing field. This collaborative 
effort is unprecedented, and we will continue to pursue and expand this fruitful cooperation. 

In an increasingly interconnected world, global issues also are a top priority. The 
Antitrust Division has integrated the consideration of international issues into its day-to-day 
work through stronger cooperative relationships with competition agencies abroad. Notably in 
2010, we worked extensively and productively with the European Commission on our respective 
Cisco/Tandberg merger investigations, which involved coordination with the merging firms, 
third parties, and the European Commission on Joint fact-gathering activities. 

PROTECTING THE ENVIRONMENT AND NATUR.AE RESOURCES 

Through its Environment and Natural Resources Division, the Department vigorously 
enforces the country’s environmental laws, protecting health, reducing pollution, and conserving 
important natural resources. Over the past year, the Department has played an integral role in the 
federal government’s response to last year’s oil spill in the Gulf of Mexico. We have assembled 
an inter-agency group to address legal issues arising from the spill and clean-up, assist in 
coordinating federal activities with the Gulf Coast states, and advise other federal agencies on 
response activities and new deepwater-drilling regulations. We also have defended lawsuits 
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against the Department of Interior and other federal agencies, alleging violations of federal 
statutes in connection with deepwater drilling in the Gulf. 

While response efforts were under way, the Department initiated civil and criminal 
investigations of the oil spill. In December 2010, we filed a civil lawsuit against nine 
defendants, including BP and Transocean, seeking to hold eight of the defendants liable under 
the Oil Pollution Act of 1990 for government-incurred removal costs, economic damages, and 
damages to natural resources, and to impose civil penalties under the Clean Water Act for the 
unauthorized discharge of oil. Pre-trial proceedings in the case are expected to run at least 
through early 2012. Our investigations are ongoing, and additional claims may be brought in the 
future. We will go where the facts lead us, and will consider all relevant evidence as to the 
causes of the oil spill and the parties who may have been responsible. 

Throughout this effort, the Department has taken unprecedented steps to assist the 
individuals and resources affected by the spill. At the Administration’s insistence, shortly after 
the spill BP established a $20 billion trust for certain Gulf relief efforts. The $20 billion is 
neither a ceiling nor a floor on BP’s liability, but ensures that funds will be available to pay 
individual and business claims, natural resource damage claims, and state and local response 
costs. The Department also worked alongside the Department of the Interior, NOAA, and our 
state partners to structure an unprecedented, $1 billion voluntary contribution that BP recently 
made to fund early restoration efforts throughout the Gulf. 

The Justice Department achieved impressive results over the past year through 
environmental enforcement actions, both civil and criminal. We brought significant civil cases, 
and achieved significant settlements, under both the Clean Air and Clean Water Acts. All told, 
in collaboration with other federal agencies, state, local, and tribal governments, and U.S. 
Attorneys’ Offices, the Department, through its Environment and Natural Resources Division, 
secured nearly $1.3 billion in civil penalties and other monetary relief, including over $922 
million in Superfund recoveries. We also obtained over S7.5 billion in corrective measures 
through court orders and settlements - measures that will go a long way toward protecting our 
air, water, and other natural resources. On the criminal side, our cases continued to reflect our 
enforcement priorities, including reducing pollution from ocean-going vessels, coordinating 
environmental and worker safety investigations, and combating illegal logging and wildlife 
trafficking under the Lacey Act, The Environment and Natural Resources Division concluded a 
total of 50 criminal cases against nearly 80 defendants in FY 2010, obtaining more than 20 years 
in jail time and over $100 million in fines and other monetary sanctions. 

Environmental Justice is also a key priority of this Administration. We arc committed to 
ensuring that overburdened, low-income, and minority communities have the opportunity to 
enjoy the health and economic benefits of a clean environment. We have worked hard to achieve 
meaningful outcomes that recognize and address adverse impacts on affected communities. 

TAX LAW ENFORCEMENT 

Enforcing our nation’s tax laws is especially critical in this time of fiscal stress. Over the 
past year, our Tax Division has continued its vigorous efforts to collect unpaid taxes, stop the 
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promotion of costly tax scams, defend the treasury from unjustified lawsuits, and prosecute tax 
evaders and fraudulent return preparers who threaten to undermine public confidence in our tax 
system. In FY 2010, we collected over $560 million through affirmative litigation, saved over 
$700 million by defending refund suits, and continued our historically high criminal conviction 
rate. We are committed to maintaining a strong tax enforcement program in 2011. 

Our campaign against the use of secret offshore bank accounts to evade taxes continued 
to gain steam this past year. The resolution of the Department’s cases against Swiss banking 
giant UBS in 2009 has so far resulted in criminal investigations of approximately 150 of the 
bank’s U.S. clients and over 20 guilty pleas. Those who believe that our efforts will be limited 
to one bank or one foreign country are mistaken. Additional banks from around the world are 
currently under investigation, and wc have already charged clients, bankers, lawyers, and 
financial advisers associated with other banks for engaging in or facilitating offshore tax evasion. 

The Department also remains committed to preventing corporations and high-net-worth 
individuals from attempting to exploit abusive tax shelters to generate illicit tax savings. The 
Tax Division prevailed in numerous tax shelter cases in 2010, including the reversal on appeal of 
the only trial court decision that had upheld the notorious “Son-of-BOSS” scheme, which 
purported to eliminate capital gain income by creating artificial capital losses. Tax shelter cases 
often involve the recovery of millions of dollars in taxes and penalties, and the precedential and 
deterrent effects of our victories frequently preserve even more taxpayer money. Furthermore, 
as we have demonstrated repeatedly, unscrupulous attorneys, accountants, and investment 
bankers who design and market these deals, along with their firms, are targets for civil and 
possibly criminal sanctions. 

The Department also continues to obtain civil injunctions to stop the imminent loss of tax 
dollars by halting the promotion of fast-spreading tax scams and the preparation of false tax 
returns. The injunction program has proven to be a useful complement to our criminal 
prosecutions of fraudulent return preparers and other offenders. Cooperation among our civil 
and criminal attorneys has aided our enforcement efforts against so-called “tax defiers” — those 
who challenge the validity of our tax laws and neither file returns nor pay any taxes. We are 
currently working with representatives from the IRS, the FBI, the National Security Division, 
and other agencies to develop a comprehensive approach for investigating and prosecuting these 
individuals, many of whom also exhibit violent anli-govemment behavior. 

PROMOTING TRANSPARENCY 

Consistent with President Obama’s commitment to promoting transparency in 
government, the Department of Justice continues to encourage full compliance with the Freedom 
of Information Act (FOIA). We asked agencies to apply a presumption of openness in 
responding to FOIA requests, and they have complied. Of the more than 400,000 requests 
processed in FY 2010, approximately 93% resulted in the release of some or all of the requested 
information. We also asked agencies to work to reduce their backlogs, and they have done that, 
as well. At the end of FY 2010 there was a 10% decrease in the number of backlogged requests, 
the second year in a row of backlog reduction. 
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At the Justice Department, we processed a record number of FOIA requests this past 
year, and increased the number of responses that resulted in full or partial releases. We also 
trained over two thousand agency FOIA professionals in implementation of the new transparency 
guidelines. Finally, the Department recently launched FOIA.Gov, a website that educates the 
public about how the FOIA process works and graphically displays all the agencies’ FOIA 
statistics and releases, encouraging agencies to do well by making information about their 
performance accessible to all who are interested. 

JUDICIAL NOMINATIONS 

America is facing a crisis in its courts. As of the beginning of this week, more than ten 
percent of all federal judgeships sit vacant. Of those 95 vacancies, 37 are classified as “judicial 
emergencies” - vacancies that have persisted for over 1 8 months and require other judges in the 
district to carry burdensome caseloads to compensate. If we remain on the confirmation pace set 
during President Obama’s first two years - which appears to be the slowest in history - the result 
will be a federal judicial system stressed to the breaking point, with litigants waiting longer and 
longer for their day in court. Chief Justice John Roberts recently spoke out about this problem, 
writing in his 2010 Year-End Report on the Federal Judiciary that judicial vacancies create 
“acute difficulties for some judicial districts,” and urging the political branches to address the 
vacancy problem, I join Chief Justice Roberts in urging the Senate to confirm the distinguished 
men and women who have been nominated to the federal bench. 

The President continues to do his part. He has submitted 126 federal judicial 
nominations to the Senate, and the Justice Department has played an important role in preparing 
those nominations. The President has nominated a group of talented, diverse, and highly 
qualified judicial nominees, including, I am proud to say, a greater number of openly gay judicial 
nominees than all former presidents combined. As of the beginning of this week, 46 of those 
nominations are pending in the Senate. Fifteen are on the Senate floor and ready for a vote; the 
majority were voted out of committee with unanimous bipartisan support, and many would fill 
vacancies that are judicial emergencies. They should be confirmed at once. And while I am 
pleased that the Senate has confirmed 17 of President Obama’s federal judicial nominees so far 
this year, I hope that the Senate will increase the pace of judicial confirmations and begin to 
address our growing vacancy crisis in a sustained and serious way. 

CONCLUSION 

Mr. Chairman, Ranking Member Grasslcy, and members of the Committee, thank you for 
this opportunity to detail the priorities and highlight some of the accomplishments of the 
Department of Justice. None of our goals could be met without the dedicated employees of the 
Department, who work tirelessly to meet the Department’s critical obligations during this time of 
unprecedented challenges, new threats, and ongoing war. We will remain vigilant in protecting 
the safety of the American people and strengthening our national security. 

Thank you. 
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Statement of 

The Honorable Patrick Leahy 

United States Senator 
Vermont 
May 4, 201 1 

Statement Of Senator Patrick Leahy (D-Vt.), 

Chairman, Senate Judiciary Committee, 

Hearing On Oversight Of The Department Of Justice 
May 4, 2011 

The Committee holds this oversight hearing today as details continue to emerge about the 
successful military and intelligence operation that killed Osama bin Laden, the terrorist 
responsible for thousands of American deaths in the attacks of September 1 1 , 200 1 , the October 
2000 bombing of the USS Cole, the 1998 embassy bombings in East Africa, the 1993 bombing 
of the World Trade Center, and so many other attacks around the world. 

Nearly 1 0 years after the murderous attacks of September 1 1 , a measure of justice has been 
wrought for the victims of these criminal acts. Osama bin Laden has paid for his actions against 
innocent Americans and innocent people around the world. This terrorist perpetuated hate and 
destruction. His death is a fitting end to his reign of terror. 

One thing can be said for certain: President Obama and his national security team have never lost 
sight of the Nation's war against terrorism. Today 1 welcome back to the Committee for the sixth 
time Attorney General Holder. The Attorney General has been a key member of that national 
security team. Attorney General Holder's approach to fighting terrorism has been vigilant; he has 
not excused constitutional excesses out of fear, and he, like President Obama, has used our full 
arsenal to protect and defend the American people. 

This week there should be universal praise for the successful operation against Osama bin Laden 
and A1 Qaeda, those who attacked us on September 1 1 . Our need for vigilance in response to the 
continued threat from terrorism remains. America will continue to face these threats for a long 
time to come, and we should always act with strength, not out of fear. 1 share the commitment of 
this administration and of Attorney General Holder to our core constitutional values. I urge all 
Americans to support our President and all of us in Congress to work with him to keep America 
safe. It is past time to put aside partisanship and Join together for the good of the country and all 
Americans. Today we need the same unity that we displayed immediately after the 9/1 1 attacks. 

To help the administration, the Senate must do its part to ensure that the nation's full national 
security team is in place. The Senate should confirm Deputy Attorney General Jim Cole's 
nomination without further delay. This key national security nomination has been held up for far 
too long. Likewise, we should move forward with our consideration and the confirmation of Lisa 
Monaco to lead the National Security Division at the Justice Department. Her nomination is on 
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the Committee's agenda for action this week; it should not be delayed. 

1 appreciate Attorney General Holder's consistent support of our efforts to reauthorize the 
expiring provisions of the USA PATRIOT Act and to improve them by increasing oversight and 
accountability. He has said repeatedly that legislation before the Senate, which we negotiated 
with the administration, poses no operational concerns. 

Turning to other aspects of the mission of the Justice Department, I am heartened by the 
important work the Department continues to do to fight the scourge of fraud, which has harmed 
so many hardworking Americans and which contributed to our current economic crisis. Senator 
Grassley and 1 worked together in the last Congress to write and pass the Fraud Enforcement and 
Recovery Act, which gave fraud investigators and prosecutors needed tools and resources to 
better hold those who commit fraud accountable. 

Making use of these new tools and increased resources dedicated to combating fraud, the 
Department has brought in record recoveries in the areas of financial fraud, health care fraud, 
and mortgage fraud. 

Even with this success, I am disturbed by ongoing reports about inaccurate, forged, or fraudulent 
documents in the housing foreclosure process. I hope the Department will address this problem 
as aggressively as possible. With so many American families facing the loss of a home, 1 hope 
you share my belief that these homeowners deserve fair and honest treatment by their lenders. 

Most recently. Attorney General Holder announced the formation of a new working group to 
tackle the problem of fraud related to oil and gas prices. The current high gas prices are crippling 
to hardworking Americans. Anyone contributing to this problem through fraud must be held 
accountable. I applaud those efforts. 

The Department's anti-fraud efforts have resulted in historic recoveries - well over $6 billion in 
fines, penalties, and recoveries in the last fiseal year alone. If we reinvest a small amount of that 
money into fraud enforcement, we will provide greater protection to American taxpayers without 
spending more taxpayer money. Senator Grassley and I are working on legislation to do that, and 
I hope Attorney General Holder will support our bill. 

Americans' privacy is another matter in which we are vitally interested. This year I established a 
Subcommittee on Privacy, Technology and the Law. The collection, use and storage of 
Americans' sensitive personal information, including by mobile technologies, is an important 
privacy issue. Congress failed to enact the bipartisan Personal Data Privacy and Security Act, 
legislation I introduced the past several Congresses, and that was been approved by this 
Committee three times. As we move forward to update the Electronic Communications Privacy 
Act and other Federal laws implicating Americans' privacy, 1 hope that the Justice Department 
will work with us on these important issues. 

I hope we can also work together with the Department and across party lines to pass other vital 
bills that will strengthen enforcement and protect Americans, including reauthorizing the 
Violence Against Women Act and the Trafficking Victims Protection Act, and passing the Public 
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Corruption Prosecution Improvements Act. 

I thank Attorney General Holder for returning to the Committee. 1 thank the hardworking men 
and women of the Department of Justice and look forward to the Attorney General's testimony. 
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